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Supporting Statement-A

A. Justification
1.  Explain the circumstances that make the collection of information necessary.  Identify any legal or administrative requirements that necessitate the collection.  Attach a copy of the appropriate section of each statute and regulation mandating or authorizing the collection of information.  
The necessity of this collection, National Security and Emergency Preparedness Communications (NSEPC), is rooted in the imperative need to address the multifaceted national emergency and critical infrastructure plans and interagency coordination to implement, support, protect, strengthen, and enhance emergency communications capabilities, on a national scale. The threat landscape has evolved rapidly and the frequency and complexity of increasingly sophisticated adversaries targeting critical infrastructure are on the rise during a time when technology is advancing at a faster pace than any other time in history. Past and recent emergency events have demonstrated how disruption and destruction of the nation’s critical infrastructure can have debilitating effects, and they also illustrate how the nation’s critical infrastructure and systems are often interconnected within other sectors, and with the internet, increasing the risk and vulnerability to attack. Wide-scale emergencies, like the coronavirus (COVID-19) pandemic, extreme natural disasters, and broadly impactful security events, demonstrate the need to reexamine the resiliency and national security and emergency preparedness (NS/EP) of the Nation’s communications networks. The NS/EP missions of the United States increasingly depend on a broad and growing array of information and communications technologies (ICT), which provide an increasingly broad set of vulnerabilities that can be exploited. Ensuring that the ICT that supports the U.S. NS/EP community is available, reliable, and trustworthy is one of the United States’ greatest national imperatives.
Homeland Security Presidential Directive 7 establishes a national policy for Federal departments and agencies to not only identify but prioritize, coordinate, and guard the Nation’s critical infrastructure to enhance the protection of our Nation’s key resources and mitigate vulnerabilities and prevent and neutralize attacks. Under Sec.7 (a-f) of the aforementioned policy, the facilitation and coordination between appropriate departments and agencies will be prioritized in the event an attack against the country that could:
a) cause catastrophic health effects or mass casualties comparable to those from the use of a weapon of mass destruction.
b) impair Federal departments and agencies' abilities to perform essential missions, or to ensure the public's health and safety.
c) undermine State and local government capacities to maintain order and to deliver minimum essential public services.
d) damage the private sector's capability to ensure the orderly functioning of the economy and delivery of essential services.
e) have a negative effect on the economy through the cascading disruption of other critical infrastructure and key resources; or
f) undermine the public's morale and confidence in our national economic and political institutions.
In the Critical Infrastructures Protection Act of 2001 (42 U.S. C. §5195c), Congress required the continuous national effort to evaluate and maintain the stability of complex and interdependent systems pertaining to the sustainment of national defense, continuity of government, economic prosperity, and quality of life in the United States. Under this act, in Section (C) 1-3 – Policy of the United States, and Section. (D) 1-3 – Establishment of National Competence for Critical Infrastructure Protection, the following requirements and responsibilities were established:
Section (C) 1-3 any physical or virtual disruption of the operation of the critical infrastructures of the United States be rare and minimally detrimental to the economy, human and government services, and national security and to have a comprehensive and effective program to ensure the continuity of essential functions under all circumstances. 
Section (D) 1-3 the utilization of analysis of the systems, and acquisition of necessary data, comprising critical infrastructures, including cyber infrastructure, telecommunications infrastructure, and physical infrastructure, to enhance and facilitate modification of the systems to mitigate threats are critical.
The ability to collect qualitative and quantitative data in an efficient and timely manner is vital to the security of the nation to establish uniform policies, standards, and guidelines for integrating federal infrastructure protection and risk management within and across all 16 critical infrastructure sectors. CISA leads the effort to understand, manage and reduce risk to our cyber and physical infrastructure. CISA provides a variety of cyber, emergency, and infrastructure security capabilities and services and the continuance and expansion of those capabilities, for national security agencies, emergency preparedness organizations, and the critical sectors, will be improved upon through the assessments, surveys, and analysis of the data collection(s) under NSEPC. 
A solution for emergency communications must be national in scope, with commonly understood procedures and interoperable technologies to allow key decision makers, local responders, Federal, and industry personnel to interoperate as required, anywhere in the Nation. Wherever responders deploy, they should be supported by a range of interoperable solutions and approaches, with functionality built into our communications infrastructure and complemented by deployable, drop-in mobile capabilities to supplement regional infrastructures that may have been rendered inoperable. A more formal understanding of the specific services, requirements, and technical characteristics associated with emergency communications is required to better leverage existing and future communications capabilities.
The reliance of government agencies and critical service providers on untrusted products and services has serious implications for U.S. national security and must be addressed more strategically and comprehensively. The multi-disciplinary and multi-stakeholder nature of the problem has served as a barrier to effective response. There is consequently a need for a national focal point that cuts across national security, economic security, and innovation to ensure these NS/EP communities are effectively working in concert towards a common set of priority goals.

Current emergency communications processes focus primarily on traditional first responders (fire, police, and EMT), but past and current events have confirmed the need for greater integration and synchronization of preparedness efforts among a dynamically expanding user base, beyond traditional first responders, such as public safety, National Guard personnel, critical infrastructure providers, NS/EP users, and public health system users. Across the nation, 132 million[footnoteRef:3] full time employees engage and produce a thriving US Economy, yet only 52 million of them are in the Critical Infrastructure Sectors, where assets, systems and networks are considered exceedingly vital to the United States security, national economic security, national public health and safety. Emergency Communications capabilities and approaches to meet the needs of these Critical Infrastructure Sectors, include emergency information for 12 million of these officials, dispersed across diverse geographical locations across the nation, must be investigated. Proactive and coordinated efforts are necessary to strengthen and maintain secure and resilient critical infrastructure, including assets, networks, and systems, that are vital to the Nation’s safety. [3:  Full-time employees U.S. 2023,  https://www.statista.com/statistics/192361/unadjusted-monthly-number-of-full-time-employees-in-the-us/] 

It is important to understand the continuously changing requirements of this user base, the evolving risks and vulnerabilities, and the public safety community’s ability to integrate new technologies, while also preparing for emergent technologies. The extensive reliance on public telecommunications networks for a large portion of Next Generation Priority Services communications needs has increased as the Federal Government has found more efficient and effective ways to use those services to align with the functional requirements: enhanced priority treatment, secure networks, anonymity, restorability, international connectivity, interoperability, mobility, ubiquitous coverage, endurability, voice band and broadband services, scalable bandwidth, affordability, reliability, and availability. The demographic and geographical information that could be collected will facilitate an understanding of the needs of the NS/EP community and optimize emergency communication infrastructure to better serve communities in times of crisis.  
Title 6 U. S. C § 577, under Public Law 109-295 of 2006, Sec. 1807 Urban and Other High Risk Area Communications Capabilities, establishes the need to provide technical guidance, training, and other assistance to support the rapid establishment of consistent, secure, and effective interoperable emergency communications capabilities in the event of an emergency in urban and other areas, determined to be at a consistently high level of risk from natural disasters, acts of terrorism, and other man-made disasters. The interoperable emergency communications capabilities ensure the ability of all levels of government, emergency response providers, the private sector, and other organizations with emergency response capabilities – 
(1) to communicate with each other in the event of an emergency 
(2) to have appropriate and timely access to the Information Sharing Environment (ISE) referenced in Title 6 U.S. Code § 485 Information Sharing
(3) to be consistent with any applicable state or urban area homeland strategy or plan

During the first few hours of a major regional or local emergency, the information and communications technology needs of response officials are vitally important in saving lives and coordinating response actions, and the bulk of these communications capabilities in the previous generations could only provide voice communications. Newer technologies now enable data, video and information services in cloud to provide response officials with more robust insight to help expedite the right resources at the right time to improve citizen safety. As an emergency incident unfolds and response actions proceed, additional types of responders become increasingly important to coordinating response and recovery. This broader range of organizations and individuals play critical roles in response and recovery. This population totals approximately 12 million users nationally and encompasses the following representatives:
· 2.5 million First Responders (Police, Fire, EMT).
· National Response and Federal Response Plan users.
· National Incident Management System (NIMS) users.
· NS/EP users.
· Federal Agencies with Public Safety, Investigation, and Asset Protection Missions, for example Federal Law Enforcement, Transportation Security, Border Security, and the FEMA.
· Critical Infrastructure owners, operators, decision makers.
· Key municipal leadership and decision makers.
· Military Support, for example U.S. Northern Command and the National Guard.
· Public health systems, for example hospitals, the Red Cross, and the Center for Disease
· Control and Prevention (CDC); and
· Licensed Amateur radio operators.
A Partnership for Critical Infrastructure Security report [PCIS 1] identified the number of “mission-critical” Tier 1 and Tier 2 users as 15 million. The difference between the 10 million users identified in the [NSTAC 1] report and the 15 million users identified in the [PCIS 1] report is the inclusion of key personnel, including accounting and payroll personnel, necessary to keep organizations running during the pandemic. These 15 million PCIS Tier 1 and Tier 2 CI employees would need priority communications sometime during a pandemic to perform their jobs. 

The Emergency Communications Division (ECD) within CISA is required to serve the information and communications technology needs of 12 million users within critical infrastructure, to ensure interoperable communications among the differing technologies that these users and organizations use and prefer. To meet the statutory requirements of 6 U.S.C. § 573, the collection of information is necessary to due to the requirement of continuous examinations of nationwide emergency communications capabilities. 6 U. S. C § 573 (a) requires the DHS Secretary to conduct an assessment of Federal, State, local, and tribal governments that (1) defines the range of capabilities needed by emergency response providers and relevant government officials, (2) defines the range of interoperable emergency communications capabilities needed for specific events, (3) assesses the current available capabilities to meet such communications needs; (4) identifies the gap between such current capabilities and defined requirements; at least every five years.

Another way to characterize the emergency communications and interoperability user base is to clarify what types of organizations these individuals represent, including more than 100,000 organizations (this is the focus that one coordinating body COMCARE, Emergency Response Alliance, uses to characterize users including more than 100,000 organizations) comprised of the following:
· 19,000 law enforcement offices and agencies
· 33,000+ fire and rescue organizations
· 7,500+ Public Safety Access Points (PSAP’s) handing 911 and similar services
· 8,000+ public–health departments
· 5,600 hospital emergency departments
· 5,000+ critical-care facilities
· 1,000+ emergency management departments
· Private–Sector Non-Governmental Organizations
· Public works and transportation officials
· Federal agency response coordination officials, for example the DHS, the Department of Health and Human Services, and the CDC; and
· State and Municipal leadership (governors, mayors, and other key municipal leaders and decision makers)
Congress passed Public Law 109-295 in 2006, which included Subtitle D, SEC. 671 ‘Emergency Communications’, also referred to as the ‘21st Century Emergency Communications Act of 2006’. The legislation established the Department of Homeland Security (DHS) Office of Emergency Communications, which was retitled in 2018 as the Emergency Communications Division (ECD) (hereafter “the Agency”) within CISA, to spearhead the development and implementation efforts, on behalf of emergency responders and government officials across public and private sectors, of an extensive approach to advancing national interoperable communications capabilities. 
[bookmark: _Hlk152839598]Under Subtitle D, SEC. 1801. Office of Emergency Communications, 6 U.S.C. §571(c), the following requirements and responsibilities were established for the Director for Emergency Communications to:
(4) conduct extensive, nationwide outreach to support and promote the ability of emergency response providers and relevant government officials to continue to communicate in the event of natural disasters, acts of terrorism, and other man-made disasters.
(5) conduct extensive nationwide outreach and foster the development of interoperable emergency communications capabilities by state, regional, local, and tribal governments, emergency responders, public safety agencies, and by regional consortia thereof.
(8) promote the development of standard operating procedures and best practices with respect to use of interoperable emergency communications capabilities for incident response and facilitate the sharing of information on such best practices for achieving, maintaining, and enhancing interoperable emergency communications capabilities for such response.
(9) coordinate, in cooperation with the National Communications System, the establishment of a national response capability with initial and ongoing planning, implementation, and training for the deployment of communications equipment for relevant state, local, and tribal governments and emergency response providers in the event of a catastrophic loss of local and regional emergency communications services. 
(13) develop and update periodically, as appropriate, a National Emergency Communications Plan under section 572 of this title.
(14) perform such other duties of the Department necessary to support and promote the ability of emergency response providers and relevant government officials to continue to communicate in the event of natural disasters, acts of terrorism, and other man-made disasters; and 
(15) perform other duties of the Department necessary to achieve the goal of and maintain and enhance interoperable emergency communications capabilities

The purpose of the NSEPC is to directly address how the United States can accelerate and improve the development of critical NS/EP technologies and coordinate national efforts to deter, limit, and act in anticipation of and in response to significant cyber-attacks, terrorist attacks, and behaviors by adversaries that threaten national security and resiliency.

Interoperability must be improved today, taking advantage of the rapid evolution of emerging technologies while ensuring interoperability with existing communications capabilities. The primary focus will be to identify NS/EP-critical information and communications technologies (ICT) across the vast global digital economy, as much as ten years in advance of it having an impact on U.S. resiliency and national security, by working in coordination with the innovation community. Following identification, articulate the impact of such technologies on national resiliency and/or security and create and oversee the implementation of the necessary approaches to address anticipated dependencies or insufficient innovation, or to mitigate specific threats. 

2.  Indicate how, by whom, and for what purpose the information is to be used.  Except for a new collection, indicate the actual use the Agency has made of the information received from the current collection. 
To meet the statutory requirements of all the aforementioned authorities, the goal of the Agency is to prioritize the future of this country by conducting ongoing, nationwide, standardized, topic-specific and/or targeted data collections via mail, web-based communications, and in-person stakeholder engagement surveys to assess and improve upon currently available agency programs, emergency communications capabilities, strategic plans, recommend and implement future national security, track emergency preparedness related policy changes, and mitigate cyber threats and risks. This outreach will serve as the document of record for all agencies to collect information from the stakeholder base in support of emergency communications and public safety. 
Through lead generation planning, the Agency will develop and deploy critical procedures to facilitate a call-to-action through various types of collections included, but not limited to: quantitative and qualitative customer satisfaction surveys (e.g. post-transaction surveys, opt-out web surveys), customer comment cards and/or complaint forms, small panel discussion groups, qualitative interviews / focus groups of customers, potential customers, delivery partners, or other stakeholders, and in-person observation testing (e.g. website or software usability tests).  Additional assessments may be conducted to determine sampling considerations necessary to ensure that the diversity of subject matter experts is adequately represented. All data collections under NSEPC will solicit responses regarding targeted issues affecting all national security, public safety, and emergency response communities. 
Participation of stakeholders from across the community of interest (COI) is critical to the achievement of the resiliency and innovation goals. The COI encompass a wide range of individuals from the key stakeholder groups. Extensive research has already been completed to identify the audiences. Data, pertinent to each of the 16 critical infrastructures, from the CISA website was pulled and included sector coordinating councils, sector key terms, National Council of ISACs, subsectors, sector associations, sector related government agency or department, and sector resources. Then, public data was used from across the internet, including Census Bureau data and association data. Working groups and interviews were conducted to gain input on critical challenges and needs including interviews with CISA ECD teams, interview with PAR (that provided the Agency with an understanding and insights to inform messaging, tactics, and how outreach efforts can be tailored and improved), and interviews and data set from service center team. The data was then isolated down to decision-makers and in-the-field personnel by job title for each sector, then further evaluating the geographical location with the largest concentration of those job titles. 

The Agency plans to utilize several different methodologies in identifying and soliciting the targeted audiences pertinent to each of the 16 critical infrastructure sectors (communications, defense industrial base, chemical, emergency services, government facilities, information technology, financial services, dams, critical manufacturing, commercial facilities, energy, healthcare and public health, food and agriculture, nuclear reactors, transportation systems, and water and wastewater systems). The assets, systems, and networks, whether physical or virtual, of these sectors are considered so vital to the United States that their incapacitation or destruction would have a debilitating effect on security, national economic security, national public health or safety, or any combination thereof. 
The increase of domestic and foreign threats against all the critical infrastructure sectors represents a significant national security challenge. The purpose of this information collection includes the following: 
1. Prioritization of the expansion of sector-specific interagency coordination, incident management, risk management, and information sharing
2. Inform the development of information collections tailored to specific needs and improvements across the national security and emergency communications community to inform the next iteration of the NECP which lays the groundwork for emergency communications nationwide. 
3. Provide service vendors information regarding priority provisioning or restoration requests by identifying the imperative services critical to national security and emergency preparedness. 
a. Identify specific actions to improve emergency communications and interoperability. 
b. Identify mid to long-term policy recommendations and technology solutions to enhance collaboration across organizational and jurisdictional boundaries to help the country better prevent, prepare for, respond to, and recover from disasters and emergencies. 
c. Expand the use of information and communications technology capabilities – have them incorporated into plans to provide resilient, interoperable and secure information and communications technology supporting emergency response officials in the event of a regional catastrophic failure involving complete or significant damage.
d. Enhance Priority Services for wired and wireless networks; explore enhancements to accommodate expanded requests from national security and emergency preparedness (NS/EP) users of wireless telecommunications services at critical sites. 
e. Improve NS/EP policy to support emergency communications by modernizing existing policy guidance to clarify and consolidate federal government emergency communications roles and responsibilities. 
The Agency will collect, analyze, and interpret the information gathered through the succeeding assessments to continue to identify strengths and weaknesses of current services, improve stakeholder experience within the critical infrastructure sectors, and make improvements based on feedback received. Data collections will be obtained from industry customers, potential customers, delivery partners, and other stakeholders. The Agency will use the information collected to share the data with all stakeholders.

The Agency will only submit a collection for approval, under the (NSEPC) Survey, if it meets the following conditions: 
· Information gathered will be used only internally for general service improvement and program management purposes and is not intended for release outside of THE AGENCY
· Information gathered may or may not be used for the purpose of substantially informing influential policy decisions
· Information gathered will yield qualitative and quantitative information; the collections may or may not be designed or expected to yield statistically reliable results and may or may not be used as though the results are generalizable to the population of study.  
· The collections are voluntary
· The collections are low-burden for respondents (based on considerations of total burden hours, total number of respondents, or burden-hours per respondent) and are low-cost for both the respondents and the Federal GovernmentAny collection is targeted to the solicitation of opinions from respondents who have experience with the program or may have experience with the program in the near future
· Apart from information needed to provide remuneration for participants of focus groups and cognitive laboratory studies, personally identifiable information (PII) is collected only to the extent necessary and is not retained. 
The data collection and future information will be utilized as a knowledge collaboration effort amongst stakeholders that have a role in national security and emergency preparedness to understand the effectiveness of emergency communications programs and evolving technologies that will provide a better scope on strategic information sharing, operational impacts of future technologies and information transference. The goals of the NSEPC include, but not limited to: define the means for government and industry stakeholders to work together in closer coordination to address the shared priority of national security resilience, advance policies to achieve national innovation and resiliency goals, define the NS/EP user population, work with the NS/EP community to specify the functional and technological requirements for priority voice, video, data, and information services to identify capability gaps (in policy, budget, and authorities) for emergency response providers and relevant government officials and offer both short-term and long-term solutions to ensure efficiency information sharing in the event of natural disasters, acts of terrorism, and other man-made disasters, and improve cross-sector engagement, while identifying obstacles to deploy such capabilities.

The Agency will utilize the information collected to develop and implement a priority communications program planning for critical infrastructure entities. The plan ensures that critical infrastructure entities have the communications services that they need to maintain communications during a cyber or physical incident across industry leaders and governments. The information collected will aid in addressing interoperability challenges posed by the advancement of technology and increased information sharing, implementing resilient and programming secure systems to reduce potential threats against assets and networks (physical or virtual), that are part of a complex, interconnected ecosystem within the 16 critical infrastructure sectors. 

3.  Describe whether, and to what extent, the collection of information involves the use of automated, electronic, mechanical, or other technological collection techniques or other forms of information technology, e.g., permitting electronic submission of responses, and the basis for the decision for adopting this means of collection.  Also describe any consideration of using information technology to reduce burden. 
In prioritizing the reduction of burden on respondents, information will be collected electronically and/or with the use of online collaboration tools for the web-based survey such as Teams Poll, Zoom Poll, Mentimeter, Poll Everywhere, and other facilitation software. Surveys may require additional requirements and time to implement. When appropriate, it can be more cost effective to engage stakeholders with live polls rather than surveys. Electronic submissions will provide a more user-friendly interface, allow for respondent anonymity, ensure the maximum response rate, eliminate paper, printing, and postage costs, along with the need for data entry. 
Alternative submission methods may be utilized for the subsequent supplemental data collection surveys including in-person surveys and surveys mailed directly to customer respondent(s). 

4.  Describe efforts to identify duplication.   Show specifically why any similar information already available cannot be used or modified for use for the purposes described in Item 2 above. 
The CISA PRA team within the Agency has made every effort to identify duplication of information being gathered by another agency. To our knowledge, there is no similar data that is being collected or has been collected from other sources known to the Agency based on a thorough search of RegInfo.gov and archived documents. 
5.  If the collection of information impacts small businesses or other small entities (Item 5 of OMB Form 83-I), describe any methods used to minimize.	
The Agency will request information from small entities, including but not limited to, local and tribal public safety organizations. To minimize impact and burden of said entities, the Agency will make every effort to request readily available information and utilize electronic submissions. 
6.  Describe the consequence to Federal/DHS program or policy activities if the collection of information is not conducted, or is conducted less frequently, as well as any technical or legal obstacles to reducing burden.
The Nation’s critical infrastructure is diverse and complex and must be secure and able to withstand and rapidly recover from all hazards, both current and future. Without the invaluable feedback from customers, potential customers, and critical infrastructure stakeholders, the Agency will not have the required and proper information vital to the management and improvement of the national effort of evaluating and ensuring the stability of critical infrastructure systems, national policies, and emergency communications initiatives. It is critical to have the ability to measure the outcome of critical infrastructure sector efforts by collecting data on intent to act based on the information, tools, and/or capabilities provided to them to maintain compliance, improve national security tools and emergency communications, and mitigate cyber risks.  
Today’s rapid pace of technological innovation in communications technology shows no signs of slowing down. Hardware continues to evolve at a rapid pace and will become increasingly capable of harnessing new levels of processing speed, energy performance, and scale. Software-defined networking is transforming the way entities build and operate networks and deliver real-time services. Cloud and virtualization technologies will continue to ensure improved cost efficiency and adaptability, and Secure Development and Operations (DevOps) will speed up time to market. The integration of artificial intelligence (AI) into fully programmable networks promises to turn complexity into efficiency.
The consequences that can result if the information is not collected are detrimental as interoperability will not continue to evolve at the same pace of technology, thus leaving the nation vulnerable and more susceptible to attacks. The rapid advancement of current and future technology requires the necessity of the Agency to collect this information to withstand stress events without suffering operational compromise or the ability to adapt to the strain to minimize compromise. 

Innovation will continue to drive both the global economy and the Nation’s security and developments of quantum technology, useful and resilient optimization solutions. Virtually every aspect of first responder and national security personnel communications will have some dependence upon the real time functions of cloud services, next generation networks, artificial intelligence (AI), and machine learning (ML). With the rollout of digital transformation initiatives in critical infrastructure and critical manufacturing organizations comes the adoption of new enabling technologies that are expected to increase productivity, improve operational visibility, reduce cost, and increase safety.

The exponential increase in cellular technology and the sheer magnitude of connected 5G devices will increase the overall vulnerability footprint for both legacy and new devices. 5G also leverages other technologies (e.g., software defined network, cloud native infrastructure, network slicing, edge computing) and legacy networks (e.g., 4G LTE) which introduce other attack vectors per se. Since 5G technology will be increasingly leveraging predominantly information technology (IT) infrastructure, the risk of IT being compromised and being used to pivot into operational technology (OT) heightens. Organizations who use 5G for wide area network connectivity (backhaul) will typically be dependent on 5G service providers for connectivity. Subsequently, this results in loss of visibility in terms of any cyber risk associated with using 3rd party infrastructure. Similarly, even when using 5G private network technology, there could be loss of visibility to network traffic and any underlying threats due to the 5G protocol encapsulation which masks the network traffic. Zero trust architecture (ZTA) implementation is expected to play an important role in protecting 5G Networks.

Usage of the massively increased available data from biometrics, video, Internet of Things (IoT) sensors, unmanned vehicles, etc. will require a range of capabilities, including public safety-grade edge computing learning, AI/ML, and enhanced human-computer interface methods such as haptics, heads-up displays for responders, and augmented reality integration. The public safety communications ecosystems will need to leverage a distributed core that integrates seamlessly into a single, geo-redundant architecture covering multiple emergency systems, such as the nationwide public safety broadband network (NPSBN), Next Generation 911, and computer-aided dispatch and multiple access technologies, such as land mobile radio (LMR), non-terrestrial networks (NTN), long-term evolution, and 5G. 

The advancement of AI and ML can be leveraged directly to yield a faster and more complete understanding of a disaster or other national security event, at any stage, to diagnose more clearly what has been damaged and to track the progress of reconstruction. AI-based optimization can be very effective when applied to network planning, incident response, and bandwidth or spectrum allocation and reallocation. Potential resiliency stressors to the future network such as wide-scale electromagnetic pulse, human-made attacks, naturally occurring disturbances, position/navigation/and timing (PNT) disruption, long-term outages, supply-chain based cyberattack, evolving technological and geo-political threats, data poisoning produced by AI algorithms, deep learning/deep fakes, global market destabilization, and biometric data theft are to be considered as it is the Agency’s responsibility to continue to develop, enhance, and further integrate networks required for critical infrastructure. 

Most of the fundamental elements of elevating the national efforts to improve emergency communications strategies, streamline operations processes, and enhance technological systems to secure the coordination of the nation’s critical interoperable communications will come from the information collected by the Agency. Regarding technical or legal obstacles to reducing burden, a few factors might come into play:
· Necessity of Information: The CISA program likely collects information deemed necessary for emergency communication purposes. Identifying which specific information can be reduced without compromising the program's effectiveness and compliance with legal requirements can be a challenge.
· Technological Infrastructure: The CISA program may rely on specific technological systems and infrastructure to collect and process information. Modifying these systems to reduce the burden of information collection might require significant technical adjustments, resources, and potential impacts on system interoperability.
· Legal Requirements: Certain legal requirements, such as those related to national security or privacy, may mandate specific levels of information collection. Modifying these requirements could require legislative or regulatory changes, which can be a complex and time-consuming process.
7.  Explain any special circumstances that would cause an information collection to be conducted in a manner:
(a) Requiring respondents to report information more often than quarterly.
(b) Requiring respondents to prepare a written response to a collection of information in fewer than 30 days after receipt of it.
(c) Requiring respondents to submit more than an original and two copies of any document.
(d) Requiring respondents to retain records, other than health, medical, government contract, grant-in-aid, or tax records for more than three years.
(e) In connection with a statistical survey, that is not designed to produce valid and reliable results that can be generalized to the universe of study.
(f) Requiring the use of a statistical data classification that has not been reviewed and approved by OMB.
(g) That includes a pledge of confidentiality that is not supported by authority established in statute or regulation, that is not supported by disclosure and data security policies that are consistent with the pledge, or which unnecessarily impedes sharing of data with other agencies for compatible confidential use.
(h) Requiring respondents to submit proprietary trade secret, or other confidential information unless the agency can demonstrate that it has instituted procedures to protect the information’s confidentiality to the extent permitted by law.

(a) Special circumstances are not necessary nor applicable as the Agency will not require respondents to report information more often than on a quarterly basis. 
(b) Special circumstances are not necessary nor applicable. The Agency will ensure respondents will have over 30 days, after receipt, to complete the survey. 
(c) Special circumstances are not necessary nor applicable. 
(d) Special circumstances are not necessary nor applicable.
(e) Special circumstances are not necessary nor applicable. 
(f) Special circumstances are not necessary nor applicable.
(g) Special circumstances are not necessary nor applicable.
(h) Special circumstances are not necessary nor applicable as the Agency will not require respondents to submit proprietary trade secrets and/or other confidential information. 
8.  Federal Register Notice: 
a. Provide a copy and identify the date and page number of publications in the Federal Register of the agency’s notice soliciting comments on the information collection prior to submission to OMB.  Summarize public comments received in response to that notice and describe actions taken by the agency in response to these comments.  Specifically address comments received on cost and hour burden.
b. Describe efforts to consult with persons outside the agency to obtain their views on the availability of data, frequency of collection, the clarity of instructions and recordkeeping, disclosure, or reporting format (if any), and on the data elements to be recorded, disclosed, or reported. 
c. Describe consultations with representatives of those from whom information is to be obtained or those who must compile records.  Consultation should occur at least once every three years, even if the collection of information activities is the same as in prior periods.  There may be circumstances that may preclude consultation in a specific situation.  These circumstances should be explained.
	
	Date of Publication
	Volume #
	Number #
	Page #
	Comments Addressed

	60-Day Federal Register Notice:
	07/19/2025
	90
	136
	33976-3397
	0

	30-Day Federal Register Notice
	06/03/2026
	91
	106
	33187-33189
	0



[bookmark: _Hlk134442832]A 60-day notice for comments was published in the Federal Register on 7/18/2026 
A 30-day notice for comments was published in the Federal Register on 6/3/2026
9.  Explain any decision to provide any payment or gift to respondents, other than remuneration of contractors or grantees.
The Agency will not provide nor offer any monetary incentives, material gifts, or any other forms of renumeration to respondents in exchange for the completion or participation in any survey, focus group, discussion under NSEPC. 

10.  Describe any assurance of confidentiality provided to respondents and the basis for the assurance in statute, regulation, or agency policy.  
 If a confidentiality pledge is deemed necessary, the Agency will only include a pledge of confidentiality that is supported by authority established in statute or regulation, that is reinforced by disclosure and data security policies (consistent with pledge), and that does not unnecessarily impede sharing of data with other agencies for compatible confidential use. If any of the subsequent data collections require Personally Identifiable Information (PII), requirements will be fulfilled through submission of either the Privacy Impact Assessment (PIA) or the System of Records Notice (SCORN).  
11.  Provide additional justification for any questions of a sensitive nature, such as sexual behavior and attitudes, religious beliefs, and other matters that are commonly considered private.  This justification should include the reasons why the Agency considers the questions necessary, the specific uses to be made of the information, the explanation to be given to persons from whom the information is requested, and any steps to be taken to obtain their consent. 
Under the NSEPC Survey, or any subsequent surveys, the Agency does not have the intention of asking questions of a sensitive nature in the main data collection nor in any of the subsequent information collection surveys. 
12. Provide estimates of the hour burden of the collection of information.  The statement should:
a. Indicate the number of respondents, frequency of response, annual hour burden, and an explanation of how the burden was estimated. Unless directed to do so, agencies should not conduct special surveys to obtain information on which to base hour burden estimates.  Consultation with a sample (fewer than 10) of potential respondents is desired. If the hour burden on respondents is expected to vary widely because of differences in activity, size, or complexity, show the range of estimated hour burden, and explain the reasons for the variance.   Generally, estimates should not include burden hours for customary and usual business practices.

ECD is required by statute (6 U.S.C. § 573) to conduct an assessment on federal, state, local, and tribal governments that defines the emergency communications needs for emergency response providers and relevant government officials, and the need to continuously gauge the evolving state of national security and emergency preparedness capabilities.

A multitude of instruments and platforms will be utilized to collect information from respondents in a proactive and coordinated effort. The agency estimates the total number of annual burden hours for this collection to be 5,368,133 hours, based on the number of collections expected to conduct on an annual basis and over the requested period for this generic clearance. The respondents will include: federal departments and agencies with an operational role in national security and emergency response, state/territorial level government entities and agencies that have a role in national security and emergency response, federally recognized tribal nations, and first responder entities (to include law enforcement, fire, emergency medical service, public safety answer points, and emergency management at the local level across the United States). The target audience across all 16 critical infrastructure sectors is 12 million respondents, including estimated population for supplemental surveys that will be conducted on an as-needed basis to obtain additional information on a specific topic identified with NSEPC, broken down by sector below: 

Dams Sector: 1,602,450
Defense Industrial Sector: 233,950
Nuclear Reactors, Materials, and Waste Sector: 540,090
Government Facilities Sector: 2,589,280
Critical Manufacturing Sector: 731,070
Commercial Facilities Sector: 1,029,290
Information Technology Sector: 544,540
Water and Wastewater Systems; 24,240
Food and Agriculture Sector: 295,890
Chemical Sector: 266,780
Energy Sector: 322,890
Communications Sector: 402,370
Financial Services Sector: 1,240,030
Emergency Services Sector: 1,482,730
Healthcare and Public Health Sector: 3,399,920
Transportation Systems Sector: 571,100
TOTAL: 11,938,380

To estimate the cost of this collection, CISA uses the average wage for “All Occupations” of $33.75[footnoteRef:4] times the wage rate benefit multiplier of 1.6136[footnoteRef:5] (to account for fringe benefits) equaling $54.46. At a loaded average hourly wage rate of $54.46 multiplied by 10,000,000 respondents, the annual respondent cost is $272,302,158 for the customer/satisfaction surveys. Combined with the customer comment cards/complaint forms, self-assessment questionnaire, and small panel/discussion groups, the total annual respondent cost is $292,350,840. [4:  https://www.bls.gov/oes/2023/may/999001.htm#11-0000]  [5:  The load factor is estimated by dividing Total compensation ($60.56) by Salaries and wages ($37.53) = 1.6136, based on the 2023 Q4 Bureau of Labor Statistics Employer Costs for Employee Compensation News Release, Table 3: Employer Costs for Employee Compensation for state and local government workers by occupational and industry group. https://www.bls.gov/news.release/archives/ecec_03132024.htm] 



	Form Name & Number
	Number of Respondents
	Number of Responses per Respondent
	Average Burden per Response (in hours)
	Total Annual Burden (in hours)
	Loaded Average Hourly Wage Rate
	Total Annual Respondent Cost

	Customer Satisfaction / Feedback Surveys
	10,000,000
	1
	.5 
(30 minutes)
	5,000,000 
	$54.46
	$272,302,158

	Customer Comment Cards / Complaint Forms
	1,899,000
	1
	.167
(10 minutes)
	317,133
	$54.46
	$17,271,200

	Self-Assessment Questionnaire 
	100,000
	1
	.5 
(30 minutes)
	50,000
	$54.46
	$2,723,022

	Small Panel / Discussion Groups
	1,000
	1
	1 
(60 minutes)
	1,000
	$54.46
	$54,460

	TOTAL
	12,000,000
	
	
	5,368,133
	
	$292,350,840







13.   Provide an estimate of the total annual cost burden to respondents or record keepers resulting from the collection of information.  (Do not include the cost of any hour burden shown in Items 12 and 14.)
There are no anticipated costs associated with the (NSEPC) and its subsequent data collection surveys to respondents or record keepers. 
     14.  Provide estimates of annualized cost to the Federal Government.  Also, provide a description of the method used to estimate cost, which should include quantification of hours, operational expenses, and any other expense that would have been incurred without this collection of information.   You may also aggregate cost estimates for Items 12, 13, and 14 in a single table.  
The estimated cost to the federal government is $68,076.83. 
The Agency expects a mid-level manager and their staff/contractors to manage the process. The anticipated annual cost to the Federal Government is approximately $42,556.80 annually. The agency also expects a federal employee to be necessary for the process.
To estimate the burden of this collection on the government, CISA multiplies the hour burden by the fully loaded hourly wage of a GS-12 Step 5 employee.  Per the Office of Personnel Management, a GS-12 Step 5 in the Washington, D.C metro area has an hourly wage of $53.87[footnoteRef:6] Multiplying this wage by the load factor of 1.6919[footnoteRef:7] yields a fully loaded wage of $91.14. [6:  https://www.opm.gov/policy-data-oversight/pay-leave/salaries-wages/salary-tables/24Tables/html/DCB_h.aspx]  [7:  The load factor of 1.6919 is estimated by dividing average total compensation for all levels of education in Table 4 ($64.80) by average wages for all levels of education in Table 2 ($38.30), from the ] 

CISA estimates approximately 10% of annual time or 280 hours per year to handle submissions for a cost of $25,520 ($91.14 x 280 hours = $25,520).  Combined with the $42,556.80 cost for contractors, the total cost to the federal government is $68,076.83.

15.  Explain the reasons for any program changes or adjustments reported in Items 13 or 14 of the OMB Form 83-I.  Changes in hour burden, i.e., program changes or adjustments made to annual reporting and recordkeeping hour and cost burden.  A program change is the result of deliberate Federal government action.  All new collections and any subsequent revisions of existing collections are recorded as program changes.  An adjustment is a change that is not the result of a deliberate Federal government action.  These changes that result from new estimates or actions not controllable by the Federal government are recorded as adjustments. 
The (NSEPC) is a NEW collection. 
16.  For collections of information whose results will be published, outline plans for tabulation and publication.  Address any complex analytical techniques that will be used.  Provide the time schedule for the entire project, including beginning and ending dates of the collection of information, completion of report, publication dates, and other actions. 
Although the Agency does not intend on publishing its findings, requests may be approved to release and/or publish information (e.g., congressional inquiry, Freedom of Information Act requests, state requirements). Published reports can and may be disseminated, when appropriate, following CISA “Guidelines for Ensuring the Quality of Information Disseminated to the Public”. Findings will be used for general service improvement but are not for publication or other public release.  
17.  If seeking approval to not display the expiration date for OMB approval of the information collection, explain reasons that display would be inappropriate.
The Agency is not requesting an exemption to not display the expiration date for OMB approval.
18.  Explain each exception to the certification statement identified in Item 19 “Certification for Paperwork Reduction Act Submissions,” of OMB Form 83-I.
THE AGENCY does not request any exceptions to the certification statement of the (NSEPC) survey collection. 
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