Supporting Statement for my Social Security – Security Authentication PIN (SAP)
20 CFR 401.45
OMB No. 0960-0846

A. Justification

1. Introduction/Authorizing Laws and Regulations
Introduction/Overview
In March 2025, SSA announced new measures were being implemented to enhance security through stronger identity verification procedures.  As initially announced, the new procedures were to apply to all benefit claims and direct deposit changes, for which customers would need to use their my Social Security account (with online identity proofing) or visit an office to prove their identity in person.  In other words, once the new measures were implemented, new benefit claims and direct deposit changes could no longer be completed over the telephone.  In response to feedback from customers, Congress, advocates and others, SSA revised this plan several times after it was first announced.  Today (and since at least July 2025), the enhanced identity verification procedures apply only to direct deposit changes; and using the Security Authentication PIN process described herein, customers can still make direct deposit changes over the telephone. 

[bookmark: _Hlk205365865]In April 2025, SSA obtained an Emergency Approval for my Social Security – Security Authentication PIN (SAP).  At that time, we implemented the new SAP process to increase the level of identity proofing needed for respondents making direct deposit changes during telephone interactions.  Prior to this change, we used knowledge-based verification (KBV – OMB Control No. 0960-0596) questions to authenticate a respondent’s identity prior to making a direct deposit change by telephone.  We consider direct deposit transactions to be higher risk tasks that warrant heightened identity assurance.  SSA developed this hybrid identity proofing process, my Social Security – Security Authentication PIN (SAP), to provide identity proofing parity with our online and in-person modalities.  We can also use the SAP process for identity proofing when a respondent requests service in person but does bring an acceptable identity document. 

SSA customers may choose one of several ways to make direct deposit changes: in-person at a field office; online through my Social Security; automated enrollment through the customer’s bank; and with a technician over the telephone. When a customer chooses to make direct deposit changes with a technician over the telephone, the SAP process authenticates the respondent through a one-time passcode generated through the respondent’s my Social Security account.

Under Section 20 CFR 401.45 of the Code of Federal Regulations, SSA uses the SAP process for customers who choose to make direct deposit changes by telephone.  SSA may also use SAP for in-person direct deposit changes when a customer does not have an appropriate identity document with them.  For those who choose to use the SAP process,  respondents are directed to access the vanity URL link (a custom, user-friendly shortcut URL that redirects to a longer, often more complex destination URL), www.ssa.gov/pin, using their online Social Security login credentials to generate the one-time use SAP.  The respondent provides the SAP directly to the technician who enters it into the Technician Experience Dashboard (TED) to verify the one-time-passcode.  If the code validates, the call (or in-person transaction, when used) proceeds with resolving the direct deposit request.

2. Description of Collection
Background
Our KBV authentication telephone process (OMB No. 0960-0596) required respondents to answer KBV questions with information matching SSA record information to verify their identity.  KBV depends on information that is increasingly available to bad actors who can impersonate a beneficiary and fraudulently redirect payments for their own use.   We created the my Social Security – SAP process to provide a higher level of identity proofing and authentication for direct deposit changes.  This, in turn, offers a higher level of protection for respondents’ personal information.

Description of the my Social Security – SAP Process
SSA’s hybrid Security Authentication PIN (SAP) digitally verifies the identity of a telephone respondent (whether a beneficiary or recipient, or their representative payee).  While primarily used for telephone transactions, SAP can also verify identity for circumstances where respondents are seeking direct deposit requests in-person at a field office but do not have an acceptable identity document with them (e.g., State ID/driver’s license, U.S. Passport, etc.)

In both scenarios, respondents with a my Social Security account may use the SAP process to authenticate.  The technician provides the respondent with a direct link, either by reading the vanity URL to the respondent or by sending a link via email or text.  The respondent then generates the 8-digit Security Authentication PIN (SAP) after signing into their account.  The SAP is valid for three hours.  The respondent can generate a new SAP at any time, if required.

To ease the burden on respondents, SSA created the vanity URL, www.ssa.gov/pin, that navigates respondents directly to the page within their online my Social Security account, allowing them to quickly and easily generate the SAP after accessing their account.  The code generates immediately once the respondent selects the “Generate PIN” button.

The process works as follows:

For first or third party (individual representative payees requesting post-entitlement direct deposit actions) respondents who contact SSA by telephone :

· When a respondent calls SSA to request a change to his or her direct deposit, the automated telephone system informs the individual that he or she will have to log into his or her my Social Security account to request a SAP code before he or she is automatically placed in a dedicated call back queue.

· Once added to the dedicated callback queue, the next available technician places an outbound call to the respondent and upon connecting with the respondent, asks if he or she has a my Social Security account.

· If the answer is “Yes”:

1. The technician provides the respondent with a direct link to his or her my Social Security account SAP page, either by reading the vanity URL to the respondent or by sending the link via email or text, where the respondent can generate an 8-digit Security SAP after signing into his or her account and successfully completing Multifactor Authentication (MFA) through SSA’s current credentialing and authentication process (OMB No. 0960-0789).

2. The respondent uses the direct link to generate a SAP using the “Generate PIN” button on his or her my Social Security account SAP page.

3. The SAP code is valid for three hours, so if the callers are disconnected, they can still use this SAP within the three-hour period.  Respondents can generate a new SAP at any time.

· Note: The SAP replaces the need to complete the direct deposit revisions either in person or through a my Social Security account.  Since the SAP process takes about the same time as logging into a my Social Security account, it does not change the time burden for the respondents.   (as per the current requirements and burden listed under OMB Control No. 09600634).

4. The respondent provides the SAP to a technician, the technician enters the SAP in TED to verify the respondent’s identity.

· If the SAP matches the information in the system, the call continues, and the respondent can make direct deposit changes via telephone.

· If the SAP does not match, the technician asks the customer to generate a new SAP and attempt again. If the technician is unable to validate the SAP, he or she informs the respondents that they will need to either complete the direct deposit request through their my Social Security accounts, ask their bank to make the change through the Automated Enrollment (ENR) process, or directs them to set an appointment for an in-person visit to a field office to complete the direct deposit changes. 

· If the answer is “No”:

1. The technician informs the respondents that the need to either complete the direct deposit request through their my Social Security account, ask their bank to make the change through the Automated Enrollment (ENR) process, or directs them to set an appointment for an in-person visit to a field office to complete the direct deposit changes.

· End Call.

· Note: Organizational Payees maintain their ability to add, change, or remove direct deposit or direct express information as they have previously and continue to operate outside of the SAP process.  We only require individual representative payees who are not Organizational Payees to complete the SAP process on their own behalf to establish their identities with SSA before making direct deposit changes on behalf of the claimant they are representing when they are requesting post-entitlement direct deposit actions.

For Respondents who visit SSA in person to request direct deposit changes but do not have the necessary identity document(s):

· The technician requests the respondent’s SSN.

· The respondent provides the SSN to technician.

· The technician requests acceptable forms of identification (e.g., State ID/driver’s license, U.S. Passport, etc.).

· If the respondent does not have an acceptable form of identification on their person, the technician asks if the respondent has an online my Social Security account.  If they do, the technician asks if they want to generate a SAP code.

· If the answer is “Yes”:

1. The technician provides the respondent with a direct link to the SAP screen, either by reading the vanity URL to the respondent or by sending a link via email or text, where the respondent can generate an 8-digit Security Authentication PIN (SAP) after signing into his or her my Social Security account and successfully completing Multifactor Authentication (MFA).  The SAP will be valid for three hours.  The respondent can generate a new SAP at any time, if required.

2. The technician waits (and, if needed assists) the respondent in logging into his or her my Social Security account.

3. The respondent uses the vanity URL to generate the SAP using the “Generate PIN” button from within the my Social Security account.

· Note: The SAP replaces the need for respondents to submit their identifying documents in person.  Therefore, the SAP process does not change the time burden for the respondents.  

4. The technician enters the SAP in TED to verify respondent’s identity.

· If the SAP matches the information in the system, the technician continues by providing the requested direct deposit changes (e.g. making a payment method change).

· If the SAP does not match, the technician asks the respondent to use the “Generate PIN” button to generate a new SAP.  Then the technician helps the respondent proceed through steps 2-4 again.

· If the SAP does not match the second time, the technician helps the respondent set up a second in-person appointment with a reminder to bring identifying documents to that appointment and advise that respondents can ask their bank to make the change through the Automated Enrollment (ENR) process.

· If the answer is “No”:

1. The technician helps the respondent set up a second in-person appointment with a reminder to bring identifying documents to that appointment, and advises that respondents can ask their bank to make the change through the Automated Enrollment (ENR) process.

Information the Security Authentication PIN tool collects
While the public-facing SAP tool does not collect any identity information, the process of creating or logging into my Social Security account requires respondents to provide several pieces of identifying information. This includes submitting an email address, creating a password, selecting a multi-factor authentication method, and completing identity proofing—which involves uploading an ID and taking a “selfie.” These steps are necessary to sign up for or use ID.me or Login.gov, and to utilize the enhanced multi-factor identification tool each time the respondent logs in to their account.  We previously obtained OMB approval for the burden associated with the creation of the my Social Security account under SSA's Public Credentialing and Authentication Process (OMB No. 0960-0789) which utilizes ID.me and Login.gov for authentication purposes.  However, while the creation of a my Social Security account is already covered under a separate OMB Control number, we are accounting for the increased burden associated with generating a SAP through my Social Security to complete a direct deposit transaction with SSA over the telephone.

As explained above, once authenticated through the my Social Security account, the respondent uses the vanity URL to request a SAP code by pressing the “Generate PIN” button which then displays the code on their screen.  To utilize the SAP process, the respondents need to use the vanity URL to log into their existing online Social Security account.  Once they sign in, they generate the code and read it back to the technician.  As mentioned above, respondents without an online Social Security account who wish to authenticate using the SAP process need to create an account with one of our credential service providers, ID.me or Login.gov.  Respondents who create an online account have the added benefit of being able to access our popular and convenient secure online services going forward.  Once the respondents create the account, they may generate the SAP code and share it with the technician.

Note: Respondents who choose not to use the SAP process can select another modality to make direct deposit changes. Individuals can ask their bank or financial institution to make the change through the Automated Enrollment (ENR) process; or they can use our Internet Direct Deposit service through their my Social Security account; or they can make the change in person at a field office (with or without an appointment).  The SAP process is not required for any telephone service other than direct deposit changes.  Respondents will still be able to use the telephone to conduct other services through our automated telephone system or a teleservice technician.  The SAP process allows for a higher level of authentication and security warranted due to the risks associated with direct deposit changes, but it is not necessary to do business with SSA over the telephone for telephone services other than direct deposit changes.

Dire Need Exception
For respondents meeting certain dire need criteria, SSA may permit respondents to make direct deposit changes by telephone without SAP authentication.  Respondents meeting the exception criteria are identified through a personal interview with a technician using Form SSA-553, Special Determination.  The technician initiates the exception process during the interview for the SAP process if the respondent is unable to complete the process or visit a field office due to severe restrictions.  In those cases, the SSA technician, or SSA management, completes the fillable PDF version of the SSA553 during the personal telephone interview.  The technician then submits the completed SSA-533 to SSA management who reviews the request and decides whether to grant the exception based on the information provided.  If management grants the exception, the respondent uses knowledge-based verification over the phone prior to completing their direct deposit changes (the same verification we use for our other telephone services).  Since this process is less effective in mitigating fraud, SSA limits the use of this request to dire need situations.  SSA technicians determine dire need on a case by-case basis.

Psychological Costs:
We recognize that this enhanced identity proofing process may result in psychological costs for the respondent:

· Psychological Cost:
· Requirement for the Process:
Respondents will need to use their my Social Security Account to generate a SAP prior to conducting business with SSA via telephone or, for some cases, in person.

· Psychological Cost:
Respondents may find it to be more stressful, time-consuming, and inconvenient than our prior processes, or they may become frustrated with this added requirement for direct deposit changes (when they are already feeling stressed due to needing to make direct deposit changes) which may cause them to drop out of the process entirely.

To limit the psychological costs for this process, the technician can explain and assist with the process over the phone.  This includes sending the respondents a vanity URL which takes the respondent into the specific screen in their online Social Security account where they generate the 8-digit SAP code.  Built into this process is the ability for the respondents to generate a second code should the first code they provide to the technician not match, so they may try again without having to recontact the agency.  The technician validates this code using TED.  The system responds immediately and retains the results of the verification in the digital identity database where the system stores the initial code awaiting systematic verification.  Respondents who choose not to use the SAP process can select another modality to make direct deposit changes. Individuals can ask their bank or financial institution to make the change through the Automated Enrollment (ENR) process; or they can use their my Social Security account; or they can make the change in person at a field office (with or without an appointment).  

The respondents are individuals or individual representative payees who wish to make changes to their direct deposit information over the telephone; or respondents who choose to visit a field office in person but arrive without the necessary identification to authenticate to make changes to their sensitive, direct deposit information.

3. Use of Information Technology to Collect the Information
[bookmark: _Hlk95396000]In accordance with the Government Paperwork Elimination Act, SSA created a one-time passcode generation tool, as an alternative method to establish sufficient identity verification over the phone for direct deposit changes, and in person in place of verification of identity documents.  As this tool is only available through the respondent’s my Social Security account, we anticipate that 100 percent of the respondents who use the tool will use the electronic method.  However, we anticipate that only up to 50 percent of all respondents who wish to make direct deposit changes via the telephone or in person will choose to use the electronic code either through their Internet screens or handheld (mobile) device.  

4. Why We Cannot Use Duplicate Information
SSA uses another similar collection instrument, the in-person identity proofing which Login.gov and ID.me created for those respondents who wish to create a my Social Security account but are unable to do so using the Internet (OMB No. 0960-0789).  Since we use these in-person methods primarily for the creation of accounts, or for respondents to log into their accounts, we do not use them in the same way we use the SAP process.  The SAP process is necessary to provide heightened identity assurance (over knowledge-based verification) for higher-risk direct deposit transactions over the telephone. 

5. Minimizing Burden on Small Respondents
This collection does not affect small businesses or other small entities.

6. Consequence of Not Collecting Information or Collecting it Less Frequently
SSA uses the SAP process for respondents who choose to request direct deposit changes over the phone, where our current KBV authentication (OMB Control No. 0960-0596) is not sufficient for security and fraud mitigation purposes.  If we did not use the SAP process, respondents would use another modality to complete their direct deposit change (make the request through their my Social Security accounts, ask their banks to make the change through the Automated Enrollment process, or make the request through an in-person visit to a field office).  Since this process is voluntary and the respondent must choose to use it over another modality, we cannot collect it less frequently.  There are no technical or legal obstacles to burden reduction.

7. Special Circumstances
There are no special circumstances that would cause SSA to collect this information in a manner inconsistent with 5 CFR 1320.5.

8. Solicitation of Public Comment and Other Consultations with the Public
SSA published the Emergency PRA Approval Request in the Federal Register on April 18, 2025, at 90 FR 16583.  Due to the critical time sensitivity of this ICR OMB agreed to allow for a shorter formal public comment period of twenty-one days.  We received comments from a total of 34 public commenters.  Of those, we posted 18 comments (which each consisted of the multiple points delineated in the attached Addendum), and we did not post 16 comments (which included duplicate comments, and seven general comments on the government, SSA’s leadership, or SSA as a whole, but did not pertain to this information collection – we will deal with those comments separately).
The 60-day advance Federal Register Notice published on July 21, 2025, at 90 FR 34327, and we received public comments from a total of 15 public commenters.  Of those, we posted 12 comments (each of which consisted of the multiple points delineated in the attached Addendum), and we did not post 3 comments (which included duplicate comments, and comments that did pertain to SAP).

The attached Addendum includes a summary of these comments and SSA’s responses.

SSA published the second Notice on March 31, 2026, at 91 FR 16074.  If we receive any comments in response to this Notice, we will forward them to OMB.
Consultation with the Public:
The Acting Commissioner of Social Security met with the advocate community on March 24, 2025 to better understand their concerns with the agency’s new identity proofing policy.  SSA used this open discussion listening session to hear the advocates concerns regarding fraud mitigation, identity proofing, travel times to field offices and wait times in field offices, and other concerns.  The meeting included representatives from several advocacy organizations, including the National Organization of Social Security Claimants’ Representatives (NOSSCR), National Association of Disability Representatives (NADR), AARP, the Center for Democracy and Technology, the Advocacy and Training Center, New York Legal Assistance Group, Empire Justice Center, Justice in Aging, Center on Budget and Policy Priorities, Legal Aid of North Carolina, Legal Council for Health Justice, Centauri Health Solutions, Midwest Disability, and several law offices.  We received a follow-up list of questions and concerns from these representatives on March 24, 2025.  We have addressed these comments and concerns in the public comments section of the attached Addendum.

As initially announced in March 2025, SSA’s enhanced identity verification procedures would have applied broadly to claims as well as direct deposit changes, and would have precluded telephone service for these transactions.  In response to feedback, we revised these initial plans substantially.  Enhanced identity verification applies only to direct deposit changes because of their higher risk; and telephone service is available for direct deposit changes using the SAP process.

9. Payment or Gifts to Respondents
SSA does not provide payments or gifts to the respondents.

10. Assurances of Confidentiality
SSA protects and holds confidential the information it collects in accordance with 42 U.S.C. 1306, 20 CFR 401 and 402, 5 U.S.C. 552 (Freedom of Information Act), 5 U.S.C. 552a (Privacy Act of 1974), and OMB Circular No. A-130.

11. Justification for Sensitive Questions
The information collection does not contain any questions of a sensitive nature.

12. Estimates of Public Reporting Burden
The chart below shows our estimated burden figures for the respondents to learn about and use the hybrid SAP identity proofing tool. It also includes respondents who drop out of the telephone request and need to request the SAP in a field office.   We estimated these figures based on the current volume of claims and direct deposit changes made through the phone modality based on our current management information (MI) data:

	Ways
of Completion
	Number
of Respondents
	Frequency of Response
	Average Burden per Response (minutes)
	Estimated Total Annual Burden (hours)
	Average Theoretical Hourly Cost Amount (dollars)*
	Average Wait Time in Field Office and Teleservice Centers 
(minutes)
**
	Total
Annual Opportunity
Cost
(dollars)***

	Respondents requesting phone-based assistance changes for direct deposit using the SAP process
	528,626
	1
	5
	44,052
	$23.47*
	6**
	$2,274,595***

	Respondents requesting changes for direct deposit who failed SAP over the phone 
	26,343+
	1
	4
	1,756
	$23.47*
	6**
	$103,033***

	Respondents requesting direct deposit who chose to visit a field office who need identity proofing via SAP  
	395++
	1
	5
	33
	$23.47*
	23**
	$4,318***

	Respondents who drop out of SAP and use an alternate method for changing direct deposit.+++
	2,084,532
	1
	9
	312,680
	$23.47*
	23**
	$26,092,796***

	Totals
	2,639,896
	
	
	358,521
	
	
	$28,474,742***


[bookmark: _Hlk95396118]+ Note:  this figure does not include the knowledge-based questions; however, we will use this figure in place of the knowledge-based question figure currently listed under OMB No. 0960-0789 for telephone respondents.

++ We note that some of these respondents may already have mySocial Security accounts.  For the purposes of this information collection, we will assume they need to create an account which is why they needed to go into the field office, and we account for burden to create an account under OMB No. 0960-0789.

+++ All of our methods for direct deposit changes are OMB approved; therefore, we do not account for any additional burden here.

*  We based this figure by averaging both the average DI payments based on SSA's current FY 2026 data (Effect of COLA on Average Social Security Benefits), and the average U.S. worker’s hourly wages, as reported by Bureau of Labor Statistics data (Occupational Employment and Wage Statistics)

** We based this figure on the average FY 2026 wait times for the teleservice centers and dedicated direct deposit queues (telephone and field office), based on SSA’s current management information data.

[bookmark: _Hlk95396147]*** This figure does not represent actual costs that SSA is imposing on recipients of Social Security payments to complete this online tool; rather, these are theoretical opportunity costs for the additional time respondents will spend to complete the tool. There is no actual charge to respondents to complete the online tool.

Note: Since the respondents learn about the new hybrid SAP process upon contacting the agency (either via telephone or in person), we included the Learning Cost in the average burden per response listed in the chart above, and we did not calculate a separate learning cost.

In addition, we did not include a separate chart for the Travel Time burden, as we already account for this burden under OMB No. 0960-0789, and we do not want to double-count it here.

We based our burden estimates on Fiscal Year 2025 MI data for telephone services. Per our MI data, we believe that 4, 5, and 9 minutes accurately shows the average burden per response for learning about the program; receiving and understanding instructions; gathering the data and documents needed; answering the questions and completing the information collection instrument; scheduling any necessary appointment or required phone call; consulting with any third parties (as needed); and waiting to speak with SSA employees (as needed). Based on our current MI data, the current burden information we provided is accurate.  The total burden for this ICR is 358,521 burden hours (reflecting SSA MI data), which results in an associated theoretical (not actual) opportunity cost financial burden of $28,474,742. SSA does not charge respondents to complete our applications.

13. Annual Cost to the Respondents (Other)
This collection does not impose a known cost burden on the respondents.
14. Annual Cost to Federal Government
The annual cost to the Federal government is approximately $14,552,619.  This estimate accounts for costs from the following areas:

	Description of Cost Factor
	Methodology for Estimating Cost
	Cost in Dollars*

	Designing the Collection
	Design Cost + Printing Cost
	$0*

	Distributing, Shipping, and Material Costs for the Collection
	Distribution + Shipping + Material Cost
	$0*

	SSA Employee (e.g., field office, 800 number, DDS staff) Information Collection and Processing Time
	SSA employees, 528,626 x 5 minutes for successful on the phone; 395 x 5.08 minutes for customers in FOs without ID using SAP; 2,084,532 x 9 minutes for customers declining to use SAP who come into the field office; and 26,363 x 4 minutes for customers who call in and are unsuccessful using the SAP process. (Assuming employee pay rate of $34.28 ($71,295 annually))
	$11,829,922

	Full-Time Equivalent Costs
	Out of pocket costs + Other expenses for providing this service
	$0*

	Systems Development, Updating, and Maintenance
	SSA employees for development, updating, maintenance
	Development:
$2,429,271

Annual Maintenance:
$263,426

	Quantifiable IT Costs (UXG support)
	Any additional IT costs
	$0.00

	Total
	
	$14,522,619


* We have inserted a $0 amount for cost factors that do not apply to this collection.

SSA is unable to break down the costs to the Federal government further than we already have. We estimated these costs based on the current usage for our automated telephone system, as well as on our current MI data for the callers who choose to speak with a technician.  Since technician call times can vary based on several factors (including the type of service requested, whether the caller requests several services, etc.), we cannot estimate these more accurately. As well, because so many employees have a hand in each aspect of our forms, we use an estimated average hourly wage, based on the wage of our average field office and teleservice center employee (GS-9) for these calculations.  However, we have calculated these costs as accurately as possible based on the information we collect for creating, updating, and maintaining these information collections.

15. Program Changes or Adjustments to the Information Collection Request
Since we implemented the SAP process in April, we have made several revisions to the process which has changed our overall burden. See #12 above for updated burden figures.

* Note: The total burden reflected in ROCIS is 2,001,567, while the burden cited in #12 of the Supporting Statement is 1,248,339. This discrepancy is because the ROCIS burden reflects the average teleservice center and field office waiting times as well as the burden per response. In contrast, the chart in #12 of the Supporting Statement reflects actual burden.

16. Plans for Publication Information Collection Results
SSA will not publish the results of the information collection.

17. Displaying the OMB Approval Expiration Date
SSA is not requesting an exception to the requirement to display the OMB approval expiration date.

18. Exceptions to Certification Statement
SSA is not requesting an exception to the certification requirements at 5 CFR 1320.9 and related provisions at 5 CFR 1320.8(b)(3).

B. Collections of Information Employing Statistical Methods

SSA does not use statistical methods for this information collection
