

Privacy Act Checklist
OMB Control #: 0920-0770 
Title of Project: National HIV Behavioral Surveillance System

Does the data collection involve collecting sensitive or personally identifiable information?

The only personally identifiable information collected is the respondent’s date of birth. Full date of birth is collected during the eligibility screening (Attachment 3a). It is collected for two reasons; to ensure participants meet the eligibility criteria for participation in the assessment, and for the purpose of identifying potential duplicate records or participants who have participated more than once per cycle. Records that have the exact same date of birth are compared on date of survey and other demographic information such as race, education, and zip code; determinations of whether a record is a duplicate or a participant has already participated during the cycle are made based on how closely this information matches. The collected response will not be linked to any other personal identifiable information, therefore, NHBS data cannot be used to reveal the identity of any one person. Data collected through NHBS, both locally and at CDC, are stored and accessed by a survey identification number. 

The NHBS behavioral assessment involves collecting information on the respondents’ sexual or drug use behaviors that increase the risk for acquisition or transmission of HIV and patterns of HIV testing.  Although the information requested is sensitive, the purposes of this project cannot be accomplished without their collection.  Participants will be told that they may decline to participate without penalty or if they agree to participate, they may refuse to answer any question. They will also be informed that the data will be used to improve HIV prevention services for persons at increased risk of HIV in their area, and that aggregated data may be released in published reports.  

In situations in which sensitive information may be collected, as for this project, loss of confidentiality could potentially result in harm to respondents. No information that could directly identify an individual will be collected as part of the behavioral assessment interview.   Data collected for this project are protected under a Federal assurance of confidentiality.   

Describe how personal information will be maintained and who will have access to it.

Several safety precautions are in place to prevent any information from being connected to a respondent.  Security of data on the portable computers will be maintained through training, password protection, encryption of devices, and controlling access to hardware.  

Interviewers will complete security and confidentiality training and sign a statement indicating their understanding of security and confidentiality policies (Attachment 7).  Recruiters and interviewers will also receive training from CDC staff on how to protect the security and confidentiality of the information collected.     

The NHBS interview will be conducted by trained NHBS staff in a private location where the questions and responses cannot be overhead by others. NHBS data will be transmitted to CDC via the secure system, the CDC’s Data Coordinating Center (DCC). Encryption security for all NHBS data must meet the current National Institute of Standards and Technology (NIST) Federal Information Processing Standards (FIPS), which meet or exceed Advanced Encryption Standards (AES).  See the document “Data Security and Confidentiality Guidelines for HIV, Viral Hepatitis, Sexually Transmitted Disease, and Tuberculosis Programs” available at (www.cdc.gov/nchhstp/programintegration/docs/PCSIDataSecurityGuidelines.pdf). 

A number of required protections ensure the security of the data on the portable computers. The portable computers are solely used for NHBS data collection activities. NHBS data are encrypted when stored on a portable device. Portable computers are protected by using a coded password only known by authorized NHBS project staff.  NHBS data are deleted from the portable computers after the last interview of the day by uploading the collected interviews to the main database. The portable computers must be kept with the staff at all times in the field; the computers are collected and secured by the field supervisor after the last interview each day.  When not in use in the field, the portable computers are to be locked in a drawer or an office. 

The Assurance of Confidentiality is enforced with appropriate training and contractual agreements which clarify the responsibilities of all participants in HIV/AIDS surveillance activities who have access to information in identifiable form or sensitive information.  State and local health department personnel who conduct HIV/AIDS surveillance are subject to the confidentiality obligations described in the CDC Data Security and Confidentiality Guidelines for HIV, Viral Hepatitis, Sexually Transmitted Disease, and Tuberculosis Programs” available at (www.cdc.gov/nchhstp/programintegration/docs/PCSIDataSecurityGuidelines.pdf) and are required to undergo security and confidentiality training.  

How long will sensitive or personal information be maintained?  This information is crucial. If sensitive information is maintained for even one day, the Privacy Act will apply and we will have to provide language in the clearance package.

As discussed above, the only personally identifiable information collected is the respondent’s date of birth.  A number of sensitive questions about sexual behavior and other topics are asked and are central to the purpose of the data collection. Because this is a surveillance system and one major goal is to use the data to understand trends in HIV risk and prevention behaviors and HIV infection, NHBS data are maintained indefinitely for ongoing trend analyses.

Will the collected information be covered by the appropriate CDC Assurance of Confidentiality?

Yes, the collected information will be covered by the Assurance of Confidentiality.  
If identifiable information will be filed and retrieved by the name of the individual:

Identifiable information will not be filed or retrieved by the name of the individual.  Information on individual participants will be filed and retrieved by a unique participant number.  
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