
SUPPORTING STATEMENT
NOTICE REGARDING UNAUTHORIZED ACCESS 

TO CUSTOMER INFORMATION
 (OMB Control No. 3064-0145)

INTRODUCTION

The FDIC is requesting OMB approval for a three-year extension, without change in the method 
or substance of collection, to continue the information collection requirements contained in the 
Interagency Guidance on Response Programs for Unauthorized Access to Customer Information  
and Customer Notice published jointly by the FDIC, the Board of Governors of the Federal 
Reserve System and the Office of the Comptroller of the Currency.  The information collection 
expires on April 30, 2025. There is no change in the method or substance of the collection.

A. JUSTIFICATION  

1. Circumstances that make the collection necessary:  

The Interagency Guidance on Response Programs for Unauthorized Access to 
Customer Information and Customer Notice describes the Agencies’ expectations 
regarding a response program, including customer notification procedures, that a 
financial institution should develop and apply under the circumstances described 
in the Guidance to address unauthorized access to or use of customer information 
that could result in substantial harm or inconvenience to a customer.  The 
Guidance advises financial institutions when and how they might develop and 
adopt policies and procedures regarding unauthorized access to customer 
information.  The guidance also states that "an institution should notify affected 
customers when it becomes aware of unauthorized access to sensitive customer 
information unless the institution, after an appropriate investigation, reasonably 
concludes that misuse is unlikely to occur and takes appropriate steps to safeguard 
the interests of affected customers, including monitoring affected customers' 
accounts for unusual or suspicious activity." 

2. Use of Information:  

The collection is intended to help financial institutions develop administrative, 
technical, and physical safeguards to: (1) insure the security and confidentiality of 
customer records and information; (2) protect against anticipated threats or 
hazards to the security or integrity of such records; and (3) protect against 
unauthorized access to or use of such records or information that could result in 
substantial harm or inconvenience to any customer.

A response program, of which this collection is a critical part, contains policies 
and procedures that enable the financial institution to:  (a) assess the situation to 
determine the nature and scope of the incident, and identify the information 
systems and types of customer information affected; (b) notify the institution’s 
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primary Federal regulator and, in accordance with applicable regulations and 
guidance, file a Suspicious Activity Report and notify appropriate law 
enforcement agencies; (c) take measures to contain and control the incident to 
prevent further unauthorized access to or misuse of customer information, 
including shutting down particular applications or third party connections, 
reconfiguring firewalls, changing computer access codes, and modifying physical 
access controls; and (d) address and mitigate harm to individual customers.

3. Consideration of the use of improved information technology:  

Institutions are free to use whatever methods are the least burdensome to them for 
sending the necessary information to the FDIC. 

4. Efforts to Identify Duplication:  

There is no duplication.  Each respondent is encouraged to adopt policies and 
procedures appropriate to their particular circumstances, level of complexity and 
size.

5. Methods used to minimize burden if the collection has a significant impact on a   
substantial number of small entities:

The information collection is not expected to have a significant impact on a 
substantial number of small entities. Each respondent is encouraged to adopt 
policies and procedures appropriate to their particular circumstances, level of 
complexity and size.

6. Consequences to Less Frequent Collections:  

The FDIC believes that less frequent collection (a less stringent disclosure 
standard) would result in unacceptable risk of harm to customers of financial 
institutions.

7. Special circumstances necessitating collection inconsistent with 5 CFR Part 1320.5(d)  
(2):

None

8. Consultation with Persons Outside the FDIC:  

A 60-day notice seeking public comment on the FDIC’s renewal of the 
information collection was published on March 4, 2025 (90 FR 11173).  No 
comments were received. 
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9. Payment or Gift to Respondents:  

Not applicable. 

10. Any assurance of confidentiality:  

Any information deemed to be of a confidential nature would be exempt from 
public disclosure in accordance with the provisions of the Freedom of Information 
Act (5 U.S.C. 552). 

11. Justification for questions of a sensitive nature:  

The information collection does not request information of a sensitive nature.

12. Estimate of Hour Burden Including Annualized Hourly Costs:  

Summary of Estimated Annual Burden (OMB No. 3064-0145)

Information Collection 
(IC) (Obligation to 
Respond)

Type of Burden
(Frequency of 

Response)

 Number of 
Respondents

 Number of 
Responses per 

Respondent

Time per 
Response 
(HH:MM)

Annual 
Burden 
(Hours)

1. Develop Policies and 
Procedures for Response 
Program,
12 CFR Part 364, App. B, 
§ III (Mandatory)

Recordkeeping
(On Occasion)

9 1 24:00 216

2. Notice Regarding 
Unauthorized Access to 
Customer Information,
12 CFR Part 364, App. B, 
§ III(C)(1)(g) 
(Mandatory)

Disclosure
(On Occasion)

350 1 36:00 12,600

3. Incident Notification to 
Primary Federal 
Regulator, 12 CFR Part 
364, App. B, § III(C)(1)
(g) (Mandatory)

Reporting 
(On Occasion)

350 1 01:00 350

Total Annual Burden (Hours): 13,166
Source: FDIC.
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Summary of Hourly Burden Cost Estimate (OMB No. 3064-0145)

Information Collection 
(IC) (Obligation to 
Respond) 

Hourly 
Weight 

(%)

Percentage Shares of Hours Spent by and 
Hourly Compensation Rates for each Occupation Group 

(by Collection) Estimated 
Hourly 

Compensation 
Rate

Exec. & 
Mgr. 

($146.13)

Lawyer 
($182.07

)

Compl. 
Ofc. 

($77.07)

IT 
($110.91)

Fin. 
Anlst. 

($100.28
)

Clerical 
($39.39)

1. Develop Policies and 
Procedures for 
Response Program,
12 CFR Part 364, App. 
B, § III 
 (Mandatory)

1.64 10 15 15 20 25 15 $106.64 

2. Notice Regarding 
Unauthorized Access to 
Customer Information,
12 CFR Part 364, App. 
B, § III(C)(1)(g) 
(Mandatory)

95.70 10 15 15 20 25 15 $106.64 

3. Incident Notification 
to Primary Federal 
Regulator, 12 CFR Part 
364, App. B, § III(C)(1)
(g)  (Mandatory)

2.66 10 15 15 20 25 15 $106.64 

Weighted Average Hourly Compensation Rate: $106.64 
Source: Source: Bureau of Labor Statistics.
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Total Estimated Cost Burden (OMB No. 3064-0145)

Information Collection 
Request

Annual Burden (Hours)
Weighted Average Hourly 

Compensation Rate
Annual Respondent 

Cost

Notice Regarding 
Unauthorized Access to 
Customer Information

                                            1
3,166 

$106.64 $1,404,022

Total Annual Respondent Cost: $1,404,022 
Source: FDIC.
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13. Capital, Start-up, Operating, and Maintenance   Estimate of Start-up Costs to   
Respondents:

There are no anticipated capital, start-up, or operating costs.

14. Estimates of annualized cost to the federal government:  

None. 

15. Reason for Change in Burden:  

There is no change in the method or substance of the collection.  The overall 
increase in burden hours (from 11,580 hours to 13,166 hours) is the result of the 
increased number of respondents, as well as the addition of an additional 
information collection to account for the reporting burden incurred when an 
institution notifies its primary federal regulator of an incident.

16. Information regarding collections whose results are planned to be published for   
statistical use:

The information contained in this collection is not published.

17. Exceptions to expiration date display:  

Not applicable. 

18. Exceptions to Certification Statement:  

None. 

B. STATISTICAL METHODS  

Not applicable.
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