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Scenario 1: Update (Reset) Cell Phone Number (BPD Section 2.3.2.2)
1.1 LOAZ2 in Person

User Search

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

SSN Username User is: )
or (on phone Clear Search
(Jin person
RCS USERSEAR
Added new
To Retrieve Account © Help To Register in Person descriptive text: “a
cell phone that can
To edit or create an online account, enter the SSN or Usemame above. In order to register for an account, the customer must be at least 18 [FETel=T{V/ERi=) 4
years of age and have: messages"
= a cell phone that can receive text messages
= avalid email address, and
= an SSN, and
= a U.5. mailing address.
Customer Internet Screens If the customer wants to register for online services, he or she may

bring a government-issued proof of identity to a Field Office.

Ask the customer for the title of the screen he or she is having trouble Acceptable documents are:

with. Look below for the link that matches that title. ] . ) . o
= state-issued driver's license or identification card, or

) ) = U.S. passport or passport card, or
Create Account - Verify your ldentity = military identification card, or
Create Account - Create Account = government employee identifcation card.

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account
Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Add extra security

Sign In

Login with Enhanced Security Motices listed below are for general reference. For a full list of notices,

please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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Account Summary (LOA2) _InPerson

Social Security * Registration and Customer Support (RCS)
User Search
User is:

(Con phone
(®)in person

SS5N Username
Alexloa2

ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa2

User Information Transaction History

RCS
Account Summary

Email Address: AlexLOA2@gmail.com
|' Change E-Mail Address |

Account Type: Standard
|' Add Extra Security |

Last 4 Digits of
Cell Phone: 7663

|' Change Cell Phone Number\|
Account Status:  Active
Last Login: September 20, 2015 11:31

[Email Temp F'assword] | Cancel Account | | Block Access |

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG March 2, 2016

Text Size v Accessibility Help

@ Help

Clear Search

@ Help

ACMGMT
© Help

Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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Account Summary (LOA2) _InPerson (Change Pending)

Social Security - Registration and Customer Support (RCS) TextSize Accessibility Help

User Search

SSN Username Useris: Help
- e T °
| | [tlexloa2 |

= in person
@ Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOEB: 01/01/1970 Username: alexloa2
User Information Transaction History
RCS ACMGMT
@Help
Account Summary
_ ] ) Added “Change
Email Address: AlexLOA2@gmail.com Pending” for LOA2
[ Change E-Mail Address ] in person account
Account Type: Standard with a pendlng cell
( Add Extra security | pEone number
Last 4 Digits of - change.
Cell Phone: Change Pending
[ Change Cell Phone Number
Account Status:  Active Added “Change Cell
LastLogin: September 20, 2015 11:31 Phone Number”
button. (1/12/2016)
[EmaiITemp Password ] [ Cancel Account ] [ Block Access ]
Customer Internet Screens Sample Notices
Ask the customer for the title of the screen he aor she is having Ifthe customer has questions about a notice he or she received, you
trouble with. Look below for the link that matches that title. can identify the situation and view the appropriate notice.

Notices listed below are for general reference. For a full list of
Create Account - Verify your ldentity notices, please see:
Create Account - Create Account

= OA 00250.010-Electronic Access Mailed Notices

Finish Setting Up Your Account - Verify Your ldentity . OA 00250.030-Registration and Customer Support (RCS)
Finsih Setting Up Your Account- Create Account MNotices
Add extra security Created a standard account online
Created an account online (with extra security)
Sign In Added extra security

Login with Enhanced Security
Created a standard accountin person
Created an accountin person {with extra security)
Upgraded accountin person

Requestto reset cell phone number
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Account Summary (LOA2) _InPerson (Not Registered)

Social Security * Registration and Customer Support (RCS)

User Search

SS5N Username User is:
(Con phone
Alexloa2 )
(®)in person

ALEX Q. PUBLIC SSN: 900-00-0000

User Information Transaction History

RCS
Account Summary

Email Address: AlexLOA2@gmail.com
{ Change E-Mail Address ]

Account Type: Standard
{ Add Extra Security ]

Last 4 Digits of

DOB: 01/01/1970

Text Size |+ Accessibility Help

© Help

Username: alexloa2 O Help
ACMGMT

© Help

Added “Cell Phone is
not registered” for
LOAZ2 in person

account with no cell

Cell Phone: Cell phone is not registered «¢—
Account Status:  Active
Last Login: September 20, 2015 11:31

{Email Temp Password} { Cancel Account J {BlockAccessJ

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG March 2, 2016

phone registered.

Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number

Page 8 of 42



Screen Shots for eAccess MFA RCS v1.0

Account Summary (LOA2) OnPhone (Change Pending)

Social Security - Registration and Customer Support (RCS) TextSize v Accessibility Help

User Search

SSN Username Useris: Help
o o R °
| | lalexloaz |

Vin person
@ Help
ALEX Q. PUBLIC S5N: 900-00-0000 DOB: 01/01/1970 Username: alexloa2
User Information Transaction History
RCS ACMGMT
@Help
Account Summary
Emall Address. AlexLOA2@gmail.com
[ Change E-Mail Address ] Addeq “Change
. Pending” for LOA2 on
AccountType: Standard phone account with no
Last 4 Digits of cell phone registered.
Cell Fhone: Change Pending
[Change Cell Phone Number]
Account Status:  Active “
Last Login: § ber 20, 2015 11:31 Ao Change ol
gin- - September 20, : Phone Number”
button. (1/12/2016)
[EmaiITemp F‘assmrd] [ Cancel Account ] [ Ellockhccess]
Customer Internet Screens Sample Notices
Ask the customer for the title of the screen he or she is having Ifthe customer has questions about a notice he or she received, you
trouble with. Look below for the link that matches that title. can identify the situation and viewthe appropriate notice.

Motices listed below are for general reference. For a full list of
Create Account - Verify your ldentity notices, please see:
Create Account - Create Account

+ A 00250.010-Electronic Access Mailed Notices

Finish Setting Up Your Account - Verify Your Identity + OA 00250.030-Registration and Customer Support (RCS)
Finsih Setting Up Your Account - Create Account Naotices
Add extra security Created a standard account online
Created an account online (with extra security)
Sign In Added extra security

Login with Enhanced Security
Created a standard account in person
Created an accountin person (with extra security)
Upgraded accountin person

Request to reset cell phone number
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Account Summary (LOA2) OnPhone (Not Registered)

Social Security * Registration and Customer Support (RCS)

User Search

SS5N Username

Alexloa2

ALEX Q. PUBLIC SSN: 900-00-0000

User Information Transaction History

RCS
Account Summary

Email Address: AlexLOA2@gmail.com
{ Change E-Mail Address ]

Account Type: Standard

Last 4 Digits of
Cell Phone: Cell phone is not registere

Text Size |+ Accessibility Help

© Help

Hel

DOB: 01/01/1970 Username: alexloa2 @ Help
ACMGMT

© Help

Added “Cell Phone is
not registered” for
LOA2 on phone

:;

Account Status:  Active
Last Login:  September 20, 2015 11:31

{Email Temp Password} { Cancel Account J {BlockAccessJ

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble

with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG March 2, 2016

account with no cell
phone registered.

Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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S1-P1 Verify Address Verification (LOA2)

Social Security + Registration and Customer Support (RCS) Scriﬁl_nz%%i%d el Text Size |v Accessibility Help

User Search

User is: . @ Help
SSH or Username (on phone m Clear Search
(Jin parson
© Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa2
RCS OHelp s

Change Cell Phone Number: Enter Address

Proof of Identity (must be current):

() State Driver's License or identity card
(LS. passport or passport card

(DIULS. military identification card

(LS, government employee identification card

Home Address:

Street 1

Street 2

City[/Town]: State[/Territory]: ZIP Code:

Does this address

Oes  Oho

PE on the identity doc t st ahove?

Primary Phone {optional):

10-digit Mumber
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S1-P2 Update Code Print Confirmation (LOA2)

Displayed if customer-provided address matches customer’s ID.

nd Customer Support (RCS) Text Size v Accessibility Help

Change of text from
“The letter...” to “The

reset code letter” User is:
: @ Help
(GLOBAL Congras
(Jin person
@ Help
ALEX Q. PUBLI SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa2
RCS @ Help

‘ o The reset code letter was successfully sent to the printer.

New text: Reset Code

.4 : GLOBAL

Reset Code Print Confirmation [ ]

‘ Please give the reset code letter to the customer and read the following confirmation to
the customer: Changed “Update Code
Please follow the directions to finish changing your cell phone number betorethe-date shown in your letter. Letter” to “Reset Code

"\ Letter” [GLOBAL]

Changed from
“Update” to
“Change”
[GLOBAL]

Reprint button is now
primary...with done

button being secondary
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S1-P6 Customer-Provided Address Does Not Match ID

Displayed if customer-provided address does not match address on customer’s ID.

Text Size » Accessibility Help

Social Security *+ Registration and Customer Support {(RCS) St enilon
User Search 1/12/2016.
User is: . @ Help
SSH or Username (on phone m [ Clear Search
(Jin parson
© Help
ALEX Q. PUBLIC SSN: 900-000000 DOB: 01/01/1970 Username: alexloa2
RCS @ Help  #aig

Change Cell Phone Number Information

“ Please read the following to the cust

We will mall a reset code Jatter to you at the following address:

1234 SAMPLE DR
BALTIMORE, MD 12345

You will recelve the letter within 5 - 10 business days. Please follow the directions to finish changing
your cell phone number before the date shown in your letter.

OSES/DePPO/UXG March 2, 2016 Page 13 of 42
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1.2 LOA3 in Person

Account Summary (LOA3)_InPerson

Social Security * Registration and Customer Support (RCS)
User Search
User is:

(Con phone
(®)in person

SS5N Username

Alexloa3

ALEX Q. PUBLIC SSN: 900-00-0000

User Information Transaction History

RCS

Account Summary

Email Address: AlexLOA3@gmail.com

|' Change E-Mail Address |

Account Type I?xtra Security .
| Remove Extra Security |

Last 4 Digits of
Cell Phone: 7663

|' Change Cell Phone Mumber |

Active
September 20, 2015 11:31

Account Status
Last Login

[Email Temp F'assword] | Cancel Account | | Block Access |

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG March 2, 2016

DOB: 01/01/1970

Text Size v

Accessibility Help

@ Help
Clear Search
@ Hel
Username: alexloa3 P
ACMGMT
@ Help
Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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S1-P3 Verify Address Verification (LOA3)

Social Security * Registration and Customer Support (RCS)

Text Size ¥ Accessibility Help
User Search
User is: . @ Help
>SN or Username (Oon phone Clear Search
(Jin person
@ Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS

OHelp sy

Change Cell Phone Number: Enter Address

Proof of Identity {must be current):

() State Driver's License or identity card
(JU.S. passport or passport card

(U5 military identification card

(U5 government employee identification card

Home Address:

Street 1

Spacing reduced

Street 2

City[[Town]: State[[Territory]: ZIP Code:

Does this address appear on the identity document shown above?

OYes (ONo
Primary Phone (optional):

10-digit Number

OSES/DePPO/UXG March 2, 2016 Page 15 of 42



Screen Shots for eAccess MFA RCS v1.0

S1-P4 Verify Address Verification Confirm YY NY

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

User is: @ Hel
S5N u g
or _oername (on phone Clear Search

(Jin person

Hel
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3 @ tep

RCS OHelp sy

‘ o The reset code letter was successfully sent to the printer. ‘

Text change from

Reset Code Print Confirmation “Update” to

“Change”

Reprint button is primary, New text: “Reset code”
and done is secondary to be consistent with
other screens [GLOBAL]
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Screen Shots for eAccess MFA RCS v1.0

S1-P5 Cannot Verify Address Internal (LOA3) YN NN

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

User is: . @ Help
>SN or Username (Oon phone Clear Search
(Jin person
© Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS @ Help ##HH#H

We cannot verify the address against our records

‘ ‘ Please read the following to the customer:

We were unable to verify this address against our records: Edit Address

1234 SAMPLE DR
BALTIMORE, MD 53527
Fraud text removed
We would like your permission to share your information with an external Identity Services Provider fo help us [GLOBAL]
verify your identity. ¢

The Identity Services Provider verifies the information you give us against their records. We do not share

your Social Security number with them, and they keep your information only for the period of time permitted
by federal laws, regulations, or guidelines.

Do you agree to allow us to share your information with the Identity Services Provider?
) Yes ) No
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Screen Shots for eAccess MFA RCS v1.0

S1-P7 Decline or Fail External Verification (LOA3)

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

User is:

. @ Help
>SN or Username (Oon phone Clear Search
(Jin person
© Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS

@ Help ##HH#H

& We cannot verify the customer's address.

Change Cell Phone Number Information Text change: From

“update” to “change”

‘ ‘ Please read the following to the customer:

We were unable to verify the address you provided. We will mail a reset code letter to you at the
following address:

1234 SAMPLE DR
BALTIMORE, MD 12345

You will receive the letter within 5 - 10 business days. Please follow the directions fo finish changing
your cell phone number before the date shown in your letfer.
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Screen Shots for eAccess MFA RCS v1.0

1.3 LOA2 or LOA3 on Phone

Account Summary (LOA2) OnPhone

Social Security * Registration and Customer Support (RCS)

User Search

SS5N Username E{ser s
(® on phone
Alexloa2 P
(in person

ALEX Q. PUBLIC SSN: 900-00-0000

User Information Transaction History

RCS
Account Summary

Email Address: AlexLOA2@gmail.com

|' Change E-Mail Address |

Account Type: Standard
Last 4 Digits of
Cell Phone: 7663

|' Change Cell Phone Mumber |
Active
September 20, 2015 11:31

Account Status

Last Login

[Email Temp F'assword] | Cancel Account | | Block Access |

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG March 2, 2016

DOB: 01/01/1970

Text Size v

Accessibility Help

@ Help
Clear Search
@ Hel
Username: alexloa2 P
ACMGMT
© Help
Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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Screen Shots for eAccess MFA RCS v1.0

Account Summary (LOA3 on Phone) Before Send Text Message Selected

Social Security * Registration and Customer Support (RCS)

User Search

SS5N Username

Alexloa3

ALEX Q. PUBLIC SSN: 900-00-0000

User Information Transaction History

RCS

Account Summary

Text Size v Accessibility Help

Before you can provide the customer with any information, or take any action on this
account, you must send a text message to his or her cell phone.

Email Address: AlexLOA3@gmail.com

Account Type: Extra Security

Last 4 Digits of

Cell Phone: 7663

|' Change Cell Phone Mumber |

Active
September 20, 2015 11:31

Account Status
Last Login

| Send Text Message | | Block Access |

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble

with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG

March 2, 2016

User is: @ Help
()i person
Hel
DOB: 01/01/1970 Username: alexloa3 @ Help
ACMGMT
@ Help
Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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Screen Shots for eAccess MFA RCS v1.0

Account Summary (LOA3 on Phone) After Send Text Message Selected

Social Security * Registration and Customer Support (RCS) Text Size Accessibility Help
User Search
SSN Username Useris: @ Help
ar () on phone Clear Search
| Rexios3 [ search |
_Jin person
@ Help
ALEX Q. PUBLIC SS5N: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
User Information Transaction History
RCS ACMGMT
© Help . . @ Hel
Account Summary Text Code Verification P
Please ask the customer to read you the text
Email Address. AlexLOA3@gmail.com message from his or her cell phone.
Account Type: Extra Security A text message will be sent to cell phone
number:
Last 4 Digits of ey T
Cell Phone: P
ehrhone '7563 . l Resend Text Message |
l Change Cell Phone Number |
Account Status:  Active Enter Text Message Code:
Last Login:  September 20, 2015 11:31
8-digit Number
[ Block Access | m [ Cancel |
Customer Internet Screens Sample Notices

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your Identity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Notices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
- 0A 00250.030-Registration and Customer Suppert (RCS) Notices

Created a standard account online
Created an account online (with extra secunty)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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Screen Shots for eAccess MFA RCS v1.0

Account Summary (LOA3 on Phone) After Text Code Verification

Social Security » Registration and Customer Support (RCS)

User Search

SSN Username

| or |Alexload

ALEX Q. PUBLIC SSN: 900-00-0000

User Information Transaction History

RCS

Account Summary

Email Address:  AlexLOA3@gmail.com

{ Change E-Mail Address ]

Account Type: Extra Security
{ Remove Extra Security ]

Last 4 Digits of
Cell Phone: 7663

{ Change Cell Phone Number]

Account Status: Active
LastLogin:  September 20, 2015 11:31

Text Size |v|

[Email Temp Password} [ Cancel Account] [ Block Access ]

Accessibility Help

Customer Internet Screens

User is: [ Help
Sonshon
(Jin person
Hel
DOB: 01/01/1970 Username: alexloa3 © Help
ACMGMT
@ Help
Text Code Verification
container is hidden again.
Account Summary container
now contains buttons for
available functionality.
Sample Notices

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your Identity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG

March 2, 2016

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Notices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
» OA 00250.030-Registration and Customer Support (RCS) Motices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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Screen Shots for eAccess MFA RCS v1.0

S1-P10 Verify Address Verification (LOA2 & LOA3)

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

User is: @ Help
>SN or Username (Oon phone Clear Search
(Jin person
© Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS @Help  spspsnss

Change Cell Phone Number: Enter Address

Home Address:

Street 1 Text change: from
Street 2 “update” to “change”
City: State/Territory: ZIP Code:

— v
Primary Phone (optional):

10-digit Number
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Screen Shots for eAccess MFA RCS v1.0

S1-P11 Verify Address Verification Confirm (LOA2 & LOA3) YY NY

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

SSN Username User is:

. © Help
or (Oon phone Clear Search
(Jin person
© Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS @Help  spspsnss

‘ 6 Customer's address has been verified. ‘

Change Cell Phone Number Information

‘ ‘ Please read the following to the custo_
We have verified your address. We will mall a reset code letter to you at the following address:

1234 SAMPLE DR
BALTIMORE, MD 12345

“Mail” text inserted

You will receive the letter within 5 - 10 business days. Please follow the directions to finish changing
your cell phone number before the date shown in your letfer.
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Screen Shots for eAccess MFA RCS v1.0

S1-P12 Cannot Verify Address Internal (LOA2 & LOA3) YN NN

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

User is: @ Help
(Jin person
© Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS @ Help

We cannot verify the address against our records

‘ ‘ Please read the following to the customer:

We were unable to verify this address against our records: Edit Address

1234 SAMPLE DR
BALTIMORE, MD 53527

We would like your permission to share your information with an external Identity Services Provider to help us Fraud text
verify your identity. < removed

The Identity Services Provider verifiegghe information you give us against their records. We do not share

your Social Security number with them, an our information only for the period of time permitted
by federal laws, regulations, or guidelines.
Change from

Do you agree to allow us to share your information with the Identity Services Provider? “verified” to

) Yes O No

“verifies”
1/19/16
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Screen Shots for eAccess MFA RCS v1.0

S1-P14 Fail External Verification (LOA2 & LOA3)

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

User is: @ Hel
S5N u g
or _oername (on phone Clear Search

(Jin person
@ Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS @ Help
& We cannot verify the customer's address. “Update” changed to
“Change”
Unable to verify customer's address
‘ ‘ Please read the following to the customer: Text added for going
We were unable to verify the address you provided. We cannot change your cell phone number at this to Fhe local SSA
time. In order to change your cell phone number, you will have fo go to your local Social Security Office. office

you recently moved, you can try again later.
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Screen Shots for eAccess MFA RCS v1.0

S1-P15 No to External Verification (LOA2 & LOA3)

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help
User Search

User is:

SSN © Help
(Jin person
@ Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS @ Help
& We cannot verify the customer's address.
From “update” to
Unable to verify customer's address “change”. Added
2" sentence.
‘ ‘ Please read the following to the customer: Removed “If you
recently moved...
We were unable to verify the address you provided. We cannot change your cell phone number at this later.”

time. In order to change your cell phone number, you will have to go to your local Social Security Office. If
you choose in the future fo allow us to share your information with the |dentity Services Provider, we can
try again to verify your address.
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Screen Shots for eAccess MFA RCS v1.0

2. De-Elevate Account (BPD Section
2.1 LOA3 in Person

Account Summary (LOA3)_InPerson

Social Security * Registration and Customer Support (RCS)
User Search
&SN User is:

Username
(Oon phone

(®)in person

Alexloa3

ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3

User Information Transaction History

RCS

Account Summary

Email Address: AlexLOA3@gmail.com

[ Change E-Mail Address |

Account Type I?xtra Security .
| Remove Extra Security |

Last 4 Digits of
Cell Phone: 7663

 Change Cell Phone Number |

Account Status:  Active
Last Login:  September 20, 2015 11:31

[Email Temp F'assword] | Cancel Account | | Block Access |

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG March 2, 2016

2.5.2)

Text Size v Accessibility Help

Clear Search

ACMGMT
@ Help

Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number

Page 28 of 42
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Screen Shots for eAccess MFA RCS v1.0

S5-P1 - Remove Extra Security: Confirmation (LOA3)

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

User is: @ Hel
S5N u "
or _oername (on phone Clear Search
(Jin person
© Help

EDWARD Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: edwardloa3
RCS © Help RESFC

‘ ‘ Are you sure you want to remove your extra security?

Wording updated to

Please read the following to the customer:
< reflect MFA changes

If you remove your extra security, you will still be required to use your cell phone to access your
account. You will still receive a text with a unique security code each time you log in.

Yes, Remove Extra Security Cancel

Button updated to
reflect RCS Val
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Screen Shots for eAccess MFA RCS v1.0

S5-P9 - (Remove Extra Security Confirmation) Account Summary (LOA3)

Social Security * Registration and Customer Support (RCS) Text Size |v) Accessibility Help

User Search

User is: @ Help

(Con phone Clear Search

(®)in person

SS5N Username
Alexloa3

@ Help

ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3

@ Extra Security has been removed from this account!

User Information Transaction History
RCS ACMGMT

@ Help
Account Summary

Email Address: AlexLOA3@gmail.com

| Change E-Mail Address |

Account Type:  Standard Account
| Add Extra Security |
Last 4 Digits of
Cell Phone: 7663

|' Change Cell Phone Number |

Account Status:  Active
Last Login:  September 20, 2015 11:31

[Email Temp F'assword] | CanceIAccount] | Block Access J

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG

March 2, 2016

Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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Screen Shots for eAccess MFA RCS v1.0

2.2 LOA3 on Phone - Before Send Text Message Selected

Account Summary (LOA3) _OnPhone

OSES/DePPO/UXG

Social Security * Registration and Customer Support (RCS)

User Search

55N Username User =
(® on phone
Alexloa3 P
(in person

ALEX Q. PUBLIC SSN: 900-00-0000

User Information Transaction History

RCS

Account Summary

Before you can provide the customer with any information, or take any action
account, you must send a text message to his or her cell phone.

Email Address: AlexLOA3@gmail.com

Account Type: Extra Security

Last 4 Digits of

Cell Phone: 7663

 Change Cell Phone Number |

Active
September 20, 2015 11:31

Account Status
Last Login

| Send Text Message | | Block Access |

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

March 2, 2016

DOB: 01/01/1970

Text Size v

Accessibility Help

@ Help
Clear Search
@ Hel
Username: alexloa3 P
ACMGMT
@ Help
on this
Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number

Page 31 of 42



Screen Shots for eAccess MFA RCS v1.0

Account Summary (LOA3 on Phone) After Send Text Message Selected

Social Security » Registration and Customer Support (RCS) Text Size v Accessibility Help
User Search
User is:
SSN © Help
! Wlexioa3 (J)in person
@ Help

ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3

User Information Transaction History

RCS ACMGMT

Account Summary

Email Address: AlexLOA3@gmail.com
Account Type: Extra Security

Last 4 Digits of
Cell Phone: 7663

[ Change Cell Phone Number ]

Account Status: Active
Last Login: September 20, 2015 11:31

Block Access

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your Identity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG

March 2, 2016

@b ' Text Code Verification @ Help

Please ask the customer to read you the text
message from his or her cell phone.

A text message will be sent to cell phone

number:
sessseea]pEn

Resend Text Message |

Enter Text Message Code:

8-digit Number

B (o)

Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Notices listed below are for general reference. For a full list of notices,
please see:

+ OA 00250.010-Electronic Access Mailed Notices
+ OA 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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Screen Shots for eAccess MFA RCS v1.0

Account Summary (LOA3 on Phone) After Text Code Verification

Social Security » Registration and Customer Support (RCS)

User Search

User is:

SSN Username
or
| |Alexloa3

ALEX Q. PUBLIC

User Information Transaction History

RCS

Account Summary

Email Address:  AlexLOA3@gmail.com

[ Change E-Mail Address J

Account Type: Extra Security
l Remove Extra Security J

Last 4 Digits of
Cell Phone: T663

l Change Cell Phone Number J

Account Status: Active
Last Login:  September 20, 2015 11:31

[Email Temp Password] [Cancel Account] [ Block Access J

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your Identity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG

(®) on phone
(Jin person

SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3

March 2, 2016

Text Size || Accessibility Help

@ Help
Clear Search
@ Help
ACMGMT
@ Help
Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Notices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
» OA 00250.030-Registration and Customer Support (RCS) Motices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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Screen Shots for eAccess MFA RCS v1.0

S5-P2 - Verify Address Verification (LOA3)

Social Security * Registration and Customer Support (RCS)
User Search

SSN Username I,.!ser s
or (Zion phone

(Jin person

ALEX Q. PUBLIC SSN: 900-00-0000

RCS

Remove Extra Security: Enter Address

Home Address:

Street 1

Street 2
City: State:

DOB: 01/01/1970

Text Size ¥ Accessibility Help

@ Help
Clear Search
@ Hel
Username: alexloa3 P
@telp  gasppe

Container heading

updated to reflect RCS
Val

ZIP Code:

Primary Phone (optional):

10-digit Number

Cancel

OSES/DePPO/UXG March 2, 2016
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Screen Shots for eAccess MFA RCS v1.0

S5-P4 - Cannot Verify Address Internal (LOA3)

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

User is: @ Help
(Jin person
@ Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS @ Help

We cannot verify the address against our recor

Pl A the followi h ] Yellow container
“ ease read the following to the customer: T

We were unable to verify this address against our records: Edit Address

1234 SAMPLE DR
BALTIMORE, MD 53527

We would like your permission to share your information with an extemal Identity Services Provider to help us
verify your identity. ¢ Fraud message removed.

The Identity Services Provider verifi information you give us against their records. We do not share
your Social Security number with them, and they information only for the period of time permitted
by federal laws, regulations, or guidelines.

Change text from

“verified” to “verifies”

Do you agree to allow us to share your information with the Identity Services Provider?

) Yes O No
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Screen Shots for eAccess MFA RCS v1.0

S5-P6 - Fail External Verification (LOA3)

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help
User Search

User is:

@ Help
(Jin person
Hel
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3 @ Help
RCS @ Help

& We cannot verify the customer's address.
We cannot remove extra security over the telephone. €— Added sentence to reflect

' RCS Val.

Unable to externally verify customer's address

‘ ‘ Please read the following to the customer:

We were unable to verify the address you provided. We cannot remove extra security from your account at

this time. In order to remove extra security, you will have to go fo your local Social Security Office. Added 2™ and 3
\ sentences to reflect RCS

Val. Removed “If you
m recently moved...later.”
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Screen Shots for eAccess MFA RCS v1.0

S5-P5 - No to External Verification (LOA3)

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

User is: @ Help
(Jin person
@ Help
ALEX Q. PUBLIC SSN: 900-00-0000 DOB: 01/01/1970 Username: alexloa3
RCS @ Help

& We cannot verify the customer's address.

We cannot remove extra security over the telephone. 4\
Added sentence to reflect

RCS Vval.

Unable to verify customer's address

‘ ‘ Please read the following to the customer:

We were unable to verify the address you provided. We cannot remove extra security from your account at
this time. In order to remove extra security, you will have fo go to your local Social Secunty Office. If you
choose in the future fo allow us to share your information with the |dentity Services Provider, we can fry

again to verify your address. Added 2™ and 3™
sentences to reflect RCS

Val. Removed “If you

m recently moved...later.”
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S5-P7 - (Remove Extra Security Confirmation) Account Summary (LOA3)

Social Security * Registration and Customer Support (RCS) Text Size |v) Accessibility Help

User Search
User is:

(Con phone
(®)in person

@ Help

SS5N Username
Alexloa3

Clear Search

@ Help

S$SN: 900-00-0000 DOB: 01/01/1970

ALEX Q. PUBLIC

Username: alexloa3

6 Extra Security has been removed from this account!

User Information Transaction History

RCS

Account Summary

Email Address: AlexLOA3@gmail.com

| Change E-Mail Address |

Account Type:  Standard Account
| Add Extra Security |
Last 4 Digits of
Cell Phone: 7663

|' Change Cell Phone Mumber |

Account Status:  Active
Last Login:  September 20, 2015 11:31

[Email Temp F'assword] | Cancel Account | | Block Access |

Customer Internet Screens

Ask the customer for the title of the screen he or she is having trouble
with. Look below for the link that matches that title.

Create Account - Verify your ldentity
Create Account - Create Account

Finish Setting Up Your Account - Verify Your Identity
Finsih Setting Up Your Account - Create Account

Add extra security

Sign In
Login with Enhanced Security

OSES/DePPO/UXG March 2, 2016

ACMGMT
@ Help

Sample Notices

If the customer has questions about a notice he or she received, you
can identify the situation and view the appropriate notice.

Motices listed below are for general reference. For a full list of notices,
please see:

= 0A 00250.010-Electronic Access Mailed Notices
= 0A 00250.030-Registration and Customer Support (RCS) Notices

Created a standard account online
Created an account online (with extra security)
Added extra security

Created a standard account in person
Created an account in person (with extra security)
Upgraded account in person

Request to reset cell phone number
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3.0 Miscellaneous Screen Changes

3.1 Screen YWES - Add Extra Security Inmediately After Creating Account

Social Security * Registration and Customer Support (RCS) Text Size v Accessibility Help

User Search

Useris: ) Hel
SSN or Username (Oon phone m Clear Search O Help
(in person
ALEX Q. PUBLIC SSN:900-00-0000 DOB: 01/01/1970 Username: alexloa2 © Help

RCS @rHelp  YWES

6 The customer has been successfully verified for an account.

The customer may also add extra security to his or her account with no additional checks.

Extra Security

‘ ‘ Please read the following to the customer:

We have verified you for a standard account. You have the option to add extra security.

If you'd like to add extra security, you will still use a cell phone with text messaging each time you
sign in. Each time you contact us to make changes to your account, we will send a text message \ g/g?'; ng g Ianguage ol

with a code or ask you for additional information. This provides extra security because even if
someone gets your username and password, he or she will not be able to change your personal
information.

You may want to add extra security to your account if you have been a victim of domestic violence
or identity theft, or have any other reason to believe you need extra security.

Do you want to add extra security to your account?
(OYes (O No
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3.2 Screen AXSEAC - Add Extra Security to Existing Account

Social Security * Registration and Customer Support (RCS) Text Size » Accessibility Help

User Search

SSN Username L!“r s @ Help
or (Oon phone m Clear Search

(@®in person

ALEX Q. PUBLIC S5N:900-00-0000 DOB:01/01/1970 Username: alexloa2 © Help

RCS © Help AXSEAC

Add Extra Security
‘ ‘ Please read the following to the customer:

sign in. Each time you contact us fo make changes to your account, we will send a text message
with a code or ask you for additional information. This provides extra security because even if
someone gets your username and password, he or she will not be able to change your personal
information.

If you'd like to add extra security, you will still use a cell phone with text messaging each time you \ S e
3/2/2016.

You may want to add extra security fo your account if you have been a victim of domestic violence
or identity theft, or have any other reason to believe you need extra security.

Do you want to add extra security to your account?
(OYes O No
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3.3 Screen AXSNEV - Cannot Verify Address Internally

Social Security * Registration and Customer Support (RCS) Text Size - Accessibility Help
User Search
Useris: Hel
(in person
ALEX Q. PUBLIC SSN:900-00-0000 DOB: 01/01/1970 Username: alexloa3 © Help

RCS @ Help AXSNEV

We cannot verify the address against our records

‘ ‘ Please read the following to the customer:

We were unable to verify this address against our records: Edit Address

1234 SAMPLE DR
BALTIMORE, MD 53527

We would like your permission to share your information with an external Identity Services Provider to
help us verify your identity.

The ldentity Services Provider verifies the information you give us against their records. We do not share \ Removed wordin g about

your Social Security number with them, and they keep your information only for the period of time ’ )
permitted by federal laws, regulations, or guidelines. fraud prevention services
on 3/2/2016.

Do you agree to allow us to share your information with the Identity Services Provider?
O Yes (O No
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3.4 Screen EXTOS - Cannot Verify Address Internally

Social Security * Registration and Customer Support (RCS) Text Size Accessibility Help
User Search
Useris: Hel
(in person
ALEX Q. PUBLIC SSN:900-00-0000 DOB: 01/01/1970 Username: alexloa3 0 Help

RCS @ Help AXSNEV

We cannot verify the address against our records

‘ ‘ Please read the following to the customer:

We were unable to verify this address against our records: Edit Address

1234 SAMPLE DR
BALTIMORE, MD 53527

We would like your permission to share your information with an external Identity Services Provider to
help us verify your identity.

The ldentity Services Provider verifies the information you give us against their records. We do not share
your Social Security number with them, and they keep your information only for the period of time
permitted by federal laws, regulations, or guidelines.

™

Removed wording about
fraud prevention services

Do you agree to allow us to share your information with the Identity Services Provider?

O Yes O No on 3/2/2016.
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