Security Self Assessment Template 2015 July 10

Annual Self-Assessment Template Completion Guidance

Template last updated on: March 6, 2014

The annual self-assessment template was developed to support FIPS 199 categorization for MODERATE impact systems. The
controls in the template are compliant with the National Institute of Science and Technology (NIST) Special Publication (SP) 800-53
Revision 4, including errata changes through April 2013.

Disclaimer: As of the date this template was revised; NIST has not yet issued a final NIST Special Publication 800-53A associated with
the Revision 4 controls. Consequently, the column that describes NIST 800-53A Assessment Steps Used may be outdated.

Information System Security Officers (ISSOs) may conduct their 2014 annual self assessments using NIST Special Publication 800-53
Revision 3 controls. ISSOs are encouraged, however, to use the NIST 800-53 Revision 4 template.

[Assessment of Controls:

ISSOs need not assess “common” controls, nor do they need to assess the common portion of a “hybrid” control. 1ISSOs should focus
their review on “system-specific” controls and the system-specific portion of a “hybrid” control. The ISSO is responsible for determining
whether a control is actually common, system-specific or hybrid for the given application/system under review.

Note: For systems external to Federal Student Aid general support system (VDC) - the general support system common
controls need to be evaluated as part of the annual self assessment.

PRA Burden Statement

According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless such
collection displays a valid OMB control number. The valid OMB control number for this information collection is 1845-XXXX. Public
reporting burden for this collection of information is estimated to average 316 hours per response, including time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection
of information. The obligation to respond to this collection is mandatory (428(c) of the Higher Education Act of 1965, as amended). If
you have comments or concerns regarding the status of your individual submission of this form/application/survey, please contact the
FSA Technology Office at FSA_GAsecurity@ed.gov directly.

[Assessment Template Column Descriptions

Column Name Field Completion Instructions  [Description

Security Control Information

NIST Security Control Number No updates required NIST SP 800-53 Revision 4 Control ID
Security Control Name No updates required Name of security control

The NIST designated priority codes: PO, P1, P2 or P3 and
the baseline allocation for the appropriate system
categorization. NIST recommends using the priority codes
Priority / Baseline Allocation No updates required when making sequencing decisions on control
implementations. Baseline allocation is the minimum set
of security controls and associated enhancements that
should be implemented for a given categorization.

Describes the security controls and the enhancements that
Security Control and Enhancements  |No updates required are applicable at the template's specified categorization.
These are pulled directly from NIST SP 800-53 Revision 4.

Identifies whether the control is common, hybrid, system
level or not applicable. Any controls that are generally
Security Control Type Verified by Assessor / ISSO common for systems at the VDC are marked as such in
the template, however this type should always be verified
by the ISSO.

Control Assessment Information

Last date the control was assessed - either by self-

Last Date Security Control Assessed |Entered by Assessor assessment or security authorization (SA)

Assessor Information Entered by Assessor Documents the assessor name, role and emalil
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Control Assessment Information

Assessed Security Control
Effectiveness

Entered by Assessor

Choose from the following:
1. Satisfied: Control is implemented and operating
effectively, no issue founds

2. Partially satisfied: Part of the control is met, but some
issues were found; issues found described in
"Findings/Deficiencies Found" column

3. Not satisfied: The control is not implemented or
operating effectively; issues found described in
"Findings/Deficiencies Found" column

4. Not applicable: The control is not applicable to this
system; justification for status included in "Scoping
Guidance/Risk Based Decision Justification” column.

5. Risk-based decision not to implement: The control
was not implemented due to a risk-based decision; details
on OVMS ID and Accepted Risk documentation developed
included in "Scoping Guidance/Risk Based Decision
Justification" column.

Findings / Deficiencies Found

Entered by Assessor

Describes the issues found when assessing the control.
Should list details of issues found in sampling, scans,
documentation or screen shots.

Scoping Guidance / Risk Based
Decision Justification

Entered by Assessor

Describes the justification for the control being identified as
not applicable or the justififcation that was made for the
control to not be implemented based on a risk-based
decision. Risk based decisions should be supported by
Accepted Risk documentation.

NIST 800-53A Assessment Steps Used

Modified by Assessor if additional
steps used

Lists the assessment steps to be used to verify the
imlementation status and implementation effectiveiness of
each control. Verbiage is pulled from latest version (as of
template last update date) of NIST SP 800-53 A.

Assessment Evidence

Entered by Assessor

Describes the evidence gathered and reviewed by the
assessor in testing the control. Assessor should include:
1. Any documentation or scans reviewed, such as the
SSP, procedures or Qualys scans

2. Description of samples obtained, such as review of a
user account creation to verify following procedures

3. Description of any screen shots, such as screen shots
obtained after testing audit log contents
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Security Control Information

Control Assessment Information

Last Date P Risk -Based D
NIST Security Security Control Priority / Security Control i n Assessed Security Control Justification
Control N;’me Baseline Security Control and Enhancements Type Control e aanan i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AC-1.1 Examine organizational records or documents to determine if access
control policy and procedures: (i) exist; (i) are documented; (iii) are disseminated
Control: The organization: to appropriate elements within the organization; (iv) are periodically reviewed by
a. Develops, documents, and disseminates to [Assignment: responsible parties within the organization; and (v) are updated, when
organization-defined personnel or roles]: Common lorganizational review indicates updates are required.
1. An access control policy that addresses purpose, scope, Satisfied
roles, responsibilities, management commitment, coordination |If additional partially satisfied IAC-1.2 Examine the access control policy to determine if the policy adequately
ACCESS CONTROL P1 lamong organizational entities, and compliance; and system/application Not sat)ilsfied laddresses purpose, scope, roles, responsibilities, management commitment,
AC-1 POLICY AND MOD AC-1 2. Procedures to facilitate the implementation of the access policy/procedures Not applicable coordination among organizational entities, and compliance.
PROCEDURES control policy and associated access controls; and are in place, this is a Risk—gssed decision not to
b. Reviews and updates the current: hybrid control. i mplement IAC-1.3 Examine the access control procedures to determine if the procedures are
1. Access control policy [Assignment: organization-defined p sufficient to address all areas identified in the access control policy and all
frequency]; and lassociated access controls.
2. Access control procedures [Assignment: organization-
defined frequency]. IAC-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the access control policy and procedures control is implemented.
Control: The organization:
a. Identifies and selects the following types of information
fsg:é%?nzq[::;lgi[sn[;:#? %?rla%rig:zgig%?;gglisfg?:;%léﬂness IAC-2.1 Examine organizational records or documents to determine if the
system aécoun?t es]_' g lorganization establishes, activates, modifies, reviews, disables, and removes
byAssigns accou)r?l)maynagers for information system accounts; information system accounts in accordance with documented account
c. Establishes conditions for group and role membership; management procedures.
ghg‘:glce'f:_iz;‘é‘:rosﬁedaﬁze;ggggZL"ILOJ?ZZ‘['%%?(?I:"" group IAC-2.2 Examine organizational records or documents to determine if the
rivileges) and otherpé\ttributes (as required) for ea(‘:h”account' lorganization conducts information system account reviews within the prescribed
2 Rquuires approvals by [Assignmerﬂ' organization-defined ' lorganization-defined frequency and any required actions as a result of the reviews
personnel or roles] for requests to create information system have occurred in accordance with established procedures.
accounts; . " L -
i . . IAC-2.3 Examine selected active user accounts to determine if the organization
{H&?ﬁtgzhe&:’i:ﬁ' amcggg:qe;’ig':gfrz;gg ::s&o[\fsssignm ent: followed procedures to establish and activate the user accounts and completed
organization-defined procedures or conditions]; " Satlsﬂ”ed ted lany organization-required documentation.
" h > . Partially satisfie
P1 .
AC2 ACCOUNT MOD AC-2 (1) (2) E mgtwiz’srsaazﬁﬁterzgn";foég_atmn system accounts; Common, Hybrid, Not satisfied IAC-2.4 Examine a list of recently disabled information system accounts and
MANAGEMENT (3) (4) 1' When accounts are noglon .er required: System-Specific Not applicable icompare to selected system-generated records with user IDs and last login date
2' When users are terminateg or trgnsferr‘ed' and Risk-based decision not to for each account to determine if the last log-in date is beyond the date that the
3. When individual information system usage or need-to-know implement account is disabled.
changes; . . . .
h N . . . IAC-2.5 Examine a list of recently separated or terminated employees to determine:
'1'A:?;{ézsgcicscsesﬁl:%:izggr mation system based on: if the organization removed accounts for these individuals according to
2' Intended system usage; and’ lestablished procedures and completed any organization-required documentation.
2‘52(;32;;;{?“%:3"2%[53ﬁggg ftily:]gt]ii:sr.ganlzatlon or IAC-2.6 Examine organizational records or documents to determine if the
N y . g lorganization assigns responsibility to specific parties and defines specific actions
. Reviews accounts for compliance with account management Y
lrequ|rements [Assignment: oprgamzat\on-defmed freque%cy]' to ensure that the account management control is implemented.
and
k. Establishes a process for reissuing shared/group account
credentials (if deployed) when individuals are removed from the
group.
IControl Enhancements:
Control Enhancements: IAC-2(1) Examine organizational records or documents to determine if the
PR - . lorganization employs automated mechanisms to support information system
(slu) p‘;’;‘ret ?hrga;]';gggg n?g:ﬁIgﬁn?g:r?]g?éﬁds;?;pnagzn;j r:fs laccount management functions and how those mechanisms are implemented.
(2) The information system automatically [Selection: removes; . . P -
disables] temporary and emergency accounts after Satisfied /AC-2(2) Examine organizational recorfis or docu_ments to determln_e if temporary
p1 [ASSIGNMENT: organization-defined time period for each type Partially satisfied and emergency accounts are automatically terminated after [organization defined
ACCOUNT MOD AC-2 (1) (2) [of account]. ICommon, Hybrid, Not satisfied time period] for each type of account.
AC-2
- MANAGEMENT )@

(3) The information system automatically disables inactive
accounts after [ASSIGNMENT: organization defined time
period].

(4) The information system automatically audits account
creation, modification, enabling, disabling, and removal actions,
and notifies [ASSIGNMENT: organization-defined personnel or
roles].

System-Specific

Not applicable
Risk-based decision not to
implement

IAC-2(3) Examine organizational records or documents to determine if inactive
laccounts on the information system are automatically disabled after [organization-
defined time period].

IAC-2(4) Examine the information system configuration settings to determine if the
settings are set to automatically disable inactive accounts after [organization-
defined time period].
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Security Control Information

Control Assessment Information

. .. . Last Date a o ! Risk -Based D
NIST Security Security Control Priority / Security Control i n Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control e aanan i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAC-3.1 Examine organizational records or documents to determine if user access
to the information system is authorized
IAC-3.2 Examine access control mechanisms to determine if the information
isystem is configured to implement the organizational access control policy.
IAC-3.3 Examine the user access rights on the information system to determine if
user privileges on the system are consistent with the documented user
Satisfied lauthorizations.
Control: The information system enforces approved Partially satisfied
AC-3 ACCESS LOV’\:/’lACVS authorizations for logical access to information and system Common, Hybrid, Not satisfied IAC-3.4 Examine organizational records or documents to determine if the
ENFORCEMENT resources in accordance with applicable access control System-Specific Not applicable lorganization assigns responsibility to specific parties and defines specific actions
policies. Risk-based decision not to to ensure that the access enforcement control is implemented.
implement
IAC-3.7 Examine organizational records or documents to determine if the
lorganization explicitly defines security functions for the information system.
IAC-3.8 Examine organizational records or documents to determine if the
organization properly authorizes personnel granted access to security functions
land information in accordance with organizational policy.
IAC-4.1 Examine information system interconnection agreements to determine if
the agreements address: (i) the types of permissible and impermissible flow of
information between systems; and (ii) the required level of authorization
to allow information flow as defined in the information flow enforcement policy and
. procedures.
Control: The information system enforces approved S::L?:ﬁ; satisfied
|NFORMATION FLOW P1 authorizations for controlling the flow of information within the Common, Hybrid. Not satisfied IAC-4.2 Examine information system configuration settings to determine if controls
AC-4 MOD AC-4 system and between interconnected systems based on ! ’ are in place to restrict the flow of information within the system and between

ENFORCEMENT

[ASSIGNMENT: organization-defined information flow control
policies].

System-Specific

Not applicable
Risk-based decision not to
implement

interconnected systems in accordance with the applicable policy, procedures, and
lassigned authorizations. AC-4.3 Examine organizational records or documents to
determine if the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the information flow enforcement control is
implemented.
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Security Control Information

Control Assessment Information

Last Date P Risk -Based D
NIST Security Security Control Priority / Security Control i n Assessed Security Control Justification
Control N;’me Baseline Security Control and Enhancements Type Control e aanan i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAC-5.1 Examine organizational records or documents to determine if the
information system enforces separation of duties.
IAC-5.2 Examine organizational records or documents to determine if personnel
duties requiring the use of the information system, involve functions of significant
criticality or sensitivity that should be subject to control by more than one
individual.
Contol: The orgenization: satisfed has sccess aLthorzatons o1 pleges i may allow he user 1 perfrm. mtiple
SEPARATION OF PL ﬁd?ﬁgﬁ;?;is [ASSIGNMENT: organization-defined duties of (Common, Hybrid. Zﬁ?ﬁﬁ;@?ﬁeu conflicting security functions (e.g., (i) mission functions and distinct information
ACS DUTIES MOD ACS b. Documents separation of duties of individuals; and System-Specific Not applicable ZY;:;?#]%?&SJ;E‘;&?Q:_Szﬁ;jg!gebr:ndt'\iﬁ%?\ﬂdin;%nge”mm information system
géD;f;:;i'g;ﬂS:iaet;Dn system access authorizations to support :?TI]SIT:;?:[?F decision not to isupport functions such as system management, systems programming, quality
P p lassurance/testing, configuration management, and network security; and (jii)
isecurity personnel who administer access control functions should not administer
laudit functions).
IAC-5.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the separation of duties control is implemented.
Control Enhancements:
. - IAC-6(1) Examine organizational records or documents to determine if: (i) the
Control: The organization employs the concept of least N - N N N
priviege, lloving ony authorzed scoesses for users (or remwere) and socurty.etevant nfommaton or which a60ess muctbe Sxplcity
g;oczems:ﬁsshagggg |$en dbtea';zg ?nf ;icegfzi;vnrﬂghw?t’; g:;(:aer\si:{i{):\oal lauthorized; and (ji) the organization explicitly authorizes access to the
Imissions and business functions. lorganization-defined security functions and security-relevant information.
Control Enhancements: Satisfied IAC-6(2) Examine organizational records or documents to determine if: (i) the
A s . Partially satisfied organization defines the security functions or security-relevant information to
Pl (1) The organization explicitly authorizes access to Common, Hybrid Not satisfied which users of information system accounts, or roles, have access; and (ii) the
Ace LEAST PRIVILEGE | MOD AC6 (1) (2) Eﬁs%fmEu;&%?glzsagm;flgsg ;:?;35:;;‘2% fsuer:i}'rﬁyns System-Specific Not applicable lorganization requires that users of information system accounts, or roles, with
rele?/azt information] ' ’ Risk-based decision not to laccess to organization-defined security functions or security-relevant information,
P . . . implement use non-privileged accounts, or roles, when accessing other system functions;
élzc)c-orEﬁ‘gr%?rsgztslonwirt?‘q:&e:s;h% F:g;g“mgméuon system land (iii) the organization, if deemed feasible, audits any use of privileged
izdon e 10 sty ncions o ey oo, ok, i cese o ogricaton s souy tors o
relevant information], use non-privileged accounts, or roles, ' 9 4 .
when accessing nonsecurity functions. IAC-6(3) Examine organizational records or documents to determine if (i) the
lorganization defines the privileged commands to which network access is to be
lauthorized only for compelling operational needs; (ii) the organization authorizes
network access to organization-defined privileged commands only for compelling
/AC-7.1 Examine organizational records or documents to determine if the
information system in accordance with access control policy and procedures: (i)
Common, Hybrid lenforces the maximum number of consecutive invalid access attempts within a
certain period of time; (ii) automatically enforces a limit of an organization-defined
IF SYSTEM USES number of consecutive invalid access attempts by a user during an organization-
IAIMS, COMMON. defined time period; and (iii) enforces automatic locks on the account/node for an
Control: The information system: lorganization-defined time period or delays the next login prompt according to an
a. Enforces a limit of [ASSIGNMENT: organization-defined IF SYSTEM USES lorganization defined delay algorithm when the maximum number of unsuccessful
number] consecutive invalid access attempts by a user during a|PIN, MAY ALSO BE Satisfied lattempts is exceeded
[ASSIGNMENT: organization-defined time period]; and ICOMMON (if PIN Partially satisfied
UNSUCCESSFUL P2 b. Automatically [Selection: locks the account/node for an outside of Not satisfied IAC-7.2 Examine the information system configuration settings to determine if the
ACT LOGON ATTEMPTS MOD AC-7

[ASSIGNMENT: organization-defined time period]; locks the
account/node until released by an administrator; delays next
logon prompt according to [ASSIGNMENT: organization-
defined delay algorithm]] when the maximum number of
unsuccessful attempts is exceeded.

boundaries).

ELSE HYBRID
(system specific, but
'VDC provided for
"backend" accounts).
' This common control
is provided by the
\VDC.

Not applicable
Risk-based decision not to
implement

information system enforces organizational policy and procedures for
unsuccessful login attempts.

IAC-7.3 Test the account lockout policy on selected user accounts by exceeding
the maximum number of invalid login attempts within the organization-defined
time period on the information system to determine if the information system locks
the account/node.

IAC-7.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions

to ensure that the unsuccessful login attempts control is implemented.
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Security Control Information

Control Assessment Information

. .. . Last Date a o ! Risk -Based D
NIST Security Security Control Priority / Security Control i n Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control e aanan i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The information system:
a. Displays to users]ASSIGNMENT: organization-defined
system use notification message or banner] before granting
access to the system that provides privacy and security notices
consistent with applicable federal laws, Executive Orders, IAC-8.1 Examine the information system use notification message to determine if
directives, policies, regulations, standards, and guidance and Common, Hybrid the message includes the following topics: (i) the user is accessing a U.S.
states that: - FY! Government information system; (ii) information system usage may be monitored,
1. Users are accessing a U.S. Government information system; |E SYSTEM USES recorded, and subject to audit; (iii) unauthorized use of the information system is
2. Information system usage may be monitored, recorded, and AIMS. COMMON prohibited and subject to criminal and civil penalties; (iv) use of the information
subject to audit; ! : system indicates consent to monitoring and recording; and (v) appropriate privacy
3. Unauthorized use of the information system is prohibited and |E SYSTEM USES Satisfied land security notices (based on associated privacy and security policies or
subject to criminal and civil penalties; and PIN. MAY ALSO BE Partially satisfied 'summaries).
AC-8 SYSTEM USE MoglAcrs 4. Use of the information system indicates consent to COMMON (fPIN Not satisfied
NOTIFICATION monitoring and recording; outside of Not applicable IAC-8.2 Interview organizational personnel with access control responsibilities and
b. Retains the notification message or banner on the screen boundaries) Risk-based decision not to lexamine organizational records or documents for approval of the information
until users acknowledge the usage conditions and take explicit . implement isystem use notification message before its use.
actions to log on to or further access the information system; ELSE HYBRID
an (system specific, but IAC-8.3 Examine organizational records or documents to determine if the
c. For publicly accessible systems: \VDC provided fc;r lorganization assigns responsibility to specific parties and defines specific actions
1. Displays system use information [ASSIGNMENT: "backgnd" accounts) to ensure that the system use notification control is implemented.
organization-defined conditions], before granting further .
access;
2. Displays references, if any, to monitoring, recording, or
auditing that are consistent with privacy accommodations for
such systems that generally prohibit those activities; and
3. Includes a description of the authorized uses of the system.
PREVIOUS LOGON
AC-9 NOT SELECTED [Not Selected
NOTIFICATION
Control: The information system limits the number of g::’;?:lleydsatisfied
AC20 CONCURRENT SELECTED FOR f,?g::g:gé:?;;ﬂgzfg&,f,?,z?]syﬂem account to [Assignment: Common, Hybrid, Not satisfied
SESSION CONTROL HIGH ONLY g System-Specific Not applicable
Risk-based decision not to
implement
Common, Hrbyrid
Control: The information system: IF SYSTEM USES
c. Prevents further access to the system by initiating a session [AIMS, COMMON. IAC-11.1 Examine the configuration settings of the information system to
lock after [ASSIGNMENT: organization-defined time period] of Satisfied determine if the system initiates a session lock until the user reestablishes access
inactivity or upon receiving a request from a user; and IF SYSTEM USES Partially satisfied using appropriate identification and authentication procedures.
P3 d. Retains the session lock until the user reestablishes access |PIN, MAY ALSO BE Not sat)ilsfied
AC-11 SESSION LOCK MOD AC-11  |using established identification and authentication procedures. [COMMON (if PIN Not applicable IAC-11.2 Examine organizational records or documents to determine if the
outside of Risk—ggsed decision not to lorganization assigns responsibility to specific parties and defines specific actions
Control Enhancements: boundaries). N to ensure that the session lock control is implemented.
- - . . implement
(1) The information system conceals, via the session lock,
information previously visible on the ELSE HYBRID
display with a publicly viewable image. (system specific, but
'VDC provided for
"backend" accounts).
Satisfied
SESSION o2 Control: The information system automatically terminates a ) ﬁﬁ?g@éﬁsﬂed IAC-12 Examine the information system configuration settings to determine if the
AC-12 TERMINATION MODAC-12  |USer session after [ASSIGNMENT: organization-defined Hybrid information system automatically terminates a user session after organization-

conditions or trigger events requiring session disconnect].

Not applicable
Risk-based decision not to
implement

defined conditions or trigger events requiring session disconnect.
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Security Control Information

Control Assessment Information

NIST Security
Control
Number

Security Control
Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date

Assessed Security Control

Control
Assessed

Information

(select one of the following)

g

Found

Risk -Based D

Justification

(must be completed if Assessed Security
Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

AC-14

PERMITTED ACTIONS
WITHOUT
IDENTIFICATION OR
AUTHENTICATION

P1
MOD AC-14

Control: The organization:

a. Identifies [ASSIGNMENT: organization-defined user actions]
that can be performed on the information system without
identification or authentication consistent with organizational
missions/business functions; and

b. Documents and provides supporting rationale in the security
plan for the information system, user actions not requiring
identification and authentication.

ICommon, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

IAC-14.1 Examine organizational records or documents to determine what specific
user actions can be performed on the information system without requiring
identification and authentication.

IAC-14.2 Examine the configuration settings of the information system to
determine if the system allows users to perform certain actions on the system
without identifying and authenticating to the system in accordance with access
control policy and procedures.

IAC-14.3 Test the information system by attempting to perform actions that are
permitted without identification and authorization to determine if those actions can
be performed in accordance with access control policy and procedures.

IAC-14.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the permitted actions without identification and authentication
control is implemented.

IAC-14.8 Examine organizational records or documents to determine if the
lorganization limits specific user actions that can be performed without
identification and authentication to only the actions required to accomplish mission
objectives.

IAC-14.9 Examine the configuration settings of the information system to
determine if the system allows users to perform certain mission related actions
without identifying and authenticating to the system.

AC-16

SECURITY
ATTRIBUTES

NOT SELECTED

Not Selected

AC-17

REMOTE ACCESS

P1
MOD AC-17 (1) (2)
@) @)

Control: The organization:

a. Establishes and documents usage restrictions,
configuration/connection requirements, and implementation
guidance for each type of remote access allowed; and

b. Authorizes remote access to the information system prior to
allowing such connections.

Common

Provided by VDC
and/or EDUCATE

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

/AC-17.1 Examine organizational records or documents to determine if remote
laccess is: (i) monitored on a periodic basis in accordance with

lorganization policy; (ii) restricted through dial-up connections or protects
lagainst unauthorized connections or subversion of unauthorized

iconnections; (iii) authorized and restricted to users with an operational

need for access; and (iv) restricted to only allow privileged access based

lon compelling operational needs.

IAC-17.2 Examine organizational records or documents to determine if remote
laccess activity is being recorded in logs and reviewed periodically in
laccordance with the organizational policy and procedures.

/AC-17.3 Examine organizational records or documents to determine if remote
laccess is documented and authorized by the appropriate organization
officials.

IAC-17.4 Examine the configuration of the information system to determine if
controls are employed to restrict remote access to the system.

IAC-17.5 Examine a system-generated list of user accounts with remote access
land

determine if the established procedures are followed to authorize remote
laccess for the accounts.

IAC-17.6 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the remote access control is implemented.

IAC-17.7 Test the remote access controls by attempting to gain remote access to
the

information system using a valid system account that does not have remote
laccess permissions.

IAC-17.10 Examine organizational records or documents to determine what
lautomated mechanisms and functions are employed to support and
facilitate the monitoring and control of remote access methods.

/AC-17.11 Examine organizational records or documents to determine if the
lautomated mechanisms supporting the monitoring and control of remote
laccess are effectively employed in accordance with organizational policy
land procedures.

terview selected organizational personnel with access control
ies and examine the configuration of the information system to
determine if the organization uses encryption to protect the confidentiality
of remote access sessions.

IAC-17.15 Interview selected organizational personnel with access control
responsibilities and examine the configuration of the information system to
determine if the organization controls remote access through a managed
laccess control point.
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Security Control Information

Control Assessment Information

Last Date P Risk -Based D
NIST Security Security Control Priority / Security Control i n Assessed Security Control Justification
Control N;’me Baseline Security Control and Enhancements Type Control e aanan i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
allow privileged access based on compelling operational needs.
IAC-17.2 Examine organizational records or documents to determine if remote
laccess activity is being recorded in logs and reviewed periodically in accordance
with the organizational policy and procedures.
IAC-17.3 Examine organizational records or documents to determine if remote
laccess is documented and authorized by the appropriate organization officials.
IAC-17.4 Examine the configuration of the information system to determine if
Control Enhancements: 5
(1) The information system monitors and controls remote controls are employed to restrict remote access to the system.
access methods.

A " . . IAC-17.5 Examine a system-generated list of user accounts with remote access
g;;ﬁ:ﬂ:zg:ﬁ“?g;‘éﬁf‘: é?ﬂﬁz;?;ﬁtczﬁ?ﬁ]ﬁp?@ of land determine if the established procedures are followed to authorize remote
remote access spt.essions 4 g laccess for the accounts.

: " . Satisfied

P1 Ei)s-grg,'\?’fﬂoérs?'%? ?;tzea';r:oﬁlg:fsngrszﬂnféeegcrﬁzizezzhmwh Common Partially satisfied IAC-17.6 Examine organizational records or documents to determine if the
AC-17 REMOTE ACCESS | MOPACL7 (1) ) | atwork access.cogtrol oints 9 Not satisfied lorganization assigns responsibility to specific parties and defines specific actions
(3@ SS control p Provided by VDC Not applicable to ensure that the remote access control is implemented.
(4) The organization
i and/or EDUCATE Risk-based decision not to
:E?:;Q?gzsiscbﬁﬁy?:;gsgz?iz;oﬁm/:teigseli?r?mggd;iggs onl implement /AC-17.7 Test the remote access controls by attempting to gain remote access to
for [ASSIGNMENT: organization-defined needs]; and Y the information system using a valid system account that does not have remote
b. Documents the rationale for such access in the security plan access permissions.
for the information system. IAC-17.10 Examine organizational records or documents to determine what
lautomated mechanisms and functions are employed to support and facilitate the
monitoring and control of remote access methods.
/AC-17.11 Examine organizational records or documents to determine if the
lautomated mechanisms supporting the monitoring and control of remote access
lare effectively employed in accordance with organizational policy and procedures.
IAC-17.13 Interview selected organizational personnel with access control
responsibilities and examine the configuration of the information system to
determine if the organization uses encryption to protect the confidentiality of
remote access sessions.
/AC-18.1 Examine organizational records or documents to determine if the
lorganization: (i) establishes usage restrictions and implementation guidance for
wireless technologies; (i) documents, monitors, and controls wireless access to
the information system; and (iii) authorizes the use of wireless technologies.
IAC-18.2 Examine organizational records or documents to determine if the access
control policy and procedures are consistent with NIST Special Publication 800-48
Control: The organization: land address usage, implementation, monitoring, and authorization of wireless
a. Establishes usage restrictions, configuration/connection technologies.
requirements, and implementation guidance for wireless Satisfied
access; and Common Partially satisfied /AC-18.3 Examine organizational records or documents to determine if the
P1 b. Authorizes wireless access to the information system prior to Not sal)ilsfied lorganization tracks and monitors wireless access and usage in accordance with
AC-18 WIRELESS ACCESS | MOD AC-18 (1) |allowing such connections. lorganizational policy and procedures.

Control Enhancements:

(1) The information system protects wireless access to the
system using authentication of [Selection (one or more): users;
devices] and encryption.

Provided by VDC
and/or EDUCATE

Not applicable
Risk-based decision not to
implement

IAC-18.4 Examine organizational records or documents to determine if wireless
users have been authorized to access the information system.

IAC-18.5 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the wireless access restrictions control is implemented.

IControl Enhancements:
IAC-18(1) Examine the configuration of the information system to determine if
wireless access to the system is only permitted through the use of authentication

with encryption
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Security Control Information

Control Assessment Information

Risk -Based D

NIST Security | g, o0 oo | Priority | Security Control | L2stDate . Assessed Security Control Justification
Control N;’me Baseline Security Control and Enhancements Type Control e aanan i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAC-19.1 Examine organizational records or documents to determine if: (i) the
organization establishes and documents restrictions and implementation guidance
for portable and mobile devices; (ii) the organization monitors and controls the use:
Control: The organization: - LS " v by
2 Establishes L?sage restrictions, configuration requirements, of portable and mobile devices; and (||!) appropriate orgamzatlonal officials
cénneclion requirements, and im‘plementation quidance for " lauthorize the use of portable and mobile devices and device access to
organization-controlled mobile devices; and organizational information systems.
gi’ A;‘r:i?;‘iéiill?:f;%?gt?grﬁosn ;)tfem(s)b”e devices o IAC-19.2 Interview selected organizational personnel with access to the
9 4 . Satisfied information system and examine organizational records or documents detailing
. Common Partially satisfied the use of portable and mobile devices to determine if personnel are complying
AC-19 AC(;ESRS‘N?O%'\"E;OL MOD :&1:719 © S?r;\llzjotlggfe\z{\;demems. Not satisfied with the usage restrictions and applying the implementation guidance on the use
DEVICES (2) Not Selected. Provided by VDC Not applicable lof portable and mobile devices in accordance with organization
(3) Not Selected. and/or EDUCATE Risk-based decision not to policy and procedures.
X implement
(4) Not Selected. . P L
AR . . . IAC-19.3 Examine organizational records or documents to determine if the
g)n"l';‘:ﬁec:rggglzattlig:]elr;ﬁplr%){zc[ts iﬁcgg:ﬁ;‘glnSael‘{"czr?g?;{guﬁg lorganization assigns responsibility to specific parties and defines specific actions
of |nformation%llr)1 [ASSI(SNMENT' organization-dgfmed mo%ile to ensure that the access control for portable and mobile devices is implemented.
devices]. IControl Enhancements:
IAC-19(5) Examine organizational records or documents to determine if the
lorganization employs removable hard drives or cryptography to protect
information on portable and mobile devices.
/AC-20.1 Examine organizational records or documents to determine if the use of
a personally owned information system meets the following minimum
requirements as defined by the access control policy and procedures regarding:
(i) the types of applications that can be accessed from personally owned
information systems; (i) the maximum FIPS 199 security category of information
that can be processed, stored, and transmitted; (iii) how other users of the
Control: The organization establishes terms and conditions personally owned information system will be prevented from accessing federal
L " N . h h " information; (iv) the use of virtual private networking (VPN) and firewall
g‘rjn;:;eart‘ﬁ)‘gls“::\?v?r n"“ztp':rlglﬁnsghﬁ ;S:T?;I:,Istgﬁ,ﬁ nWIg‘xg?:;I technologies; (v) the use of and protection against the vulnerabilities of wireless
infgormation systemsg'allowing ag\hhorized individualg to: technologies; (vi) the maintenance of adequate physical security controls; (vii) the
> » & e . use of malicious code protection software; and (viii) how often the security
2. Qz(ﬁss at:g information system from the external information capabilities of installed software are to be updated (e.g., operating system and
byProceés store, and/or transmit organization-controlled other software security patches, malicious code definitions, firewall version
information using the external information systems. updates, malicious code protection definitions).
Control Enhancements: IAC-20.2 Interview selected organizational personnel with access to the
(1) The organization e‘rmils authorized individuals to use an Satisfied information system to determine if the personnel are adhering to the restrictions
g P Partially satisfied on the use of personally owned information systems for processing, storing, or
USE OF EXTERNAL 5 external information system to access the information system N Y - ! S Y "
. A ICommon, Hybrid, Not satisfied transmitting federal information in accordance with access control policy
AC-20 INFORMATION | MOD AC-20 (1) (2) [or to process, store, or transmit organization-controlled
SYSTEMS information only when the organization: System-Specific g_otkagphcgtéle L " and procedures.
iy isk-based decision not to
ievsiféiz;rse)}ggglme?:gl;etgfr;ec:if {s?ﬁgﬁ;ﬁ;g& ;2 ntrols on implement IAC-20.3 Examine organizational records or documents to determine if the
N N " h : . lorganization assigns responsibility to specific parties and defines specific actions
Efggaaﬂtrzosnaf);sgczﬂ?r?flg:rymi\r:ﬁ)siili:gympéiﬁnfction or to ensure that the personally owed information systems control is implemented.
processing agreements with the organizational entity hosting .
the external information system. Control Enhancements: .
(2) The organization [Selection: restricts; prohibits] the use of IAC-20(1) Examine organizational records or documents to determine if the
organizatign—controlled ponablé Storageldpevices by authorized lorganization permits authorized individuals to use an external information system
R ! " to access the information system or to process, store, or transmit organization-
individuals on external information systems. controlled information only when the organization: -can verify the implementation
of required security controls on the external system as specified in the
lorganization’s information security policy and security plan; or -has approved
information system connection or processing agreements with the organizational
lentity hosting the external information system.
IAC-20(2) Examine organizational records or documents to determine if the
lorganization limits the use of organization-controlled portable storage media by
lauthorized individuals on external information systems.
Examine organizational records or documents to determine if: (i) the organization
Control: The Organization: defines the circumstances where user discretion is required to facilitate
a. Facilitates information sharing by enabling authorized users |Hybrid information sharing; (i) the organization facilitates information sharing by enabling
to determine whether access authorizations assigned to the [Note: The quarterly Satisfied lauthorized users to determine whether access authorizations assigned to the
sharing partner match the access restrictions on the review of accounts Partially satisfied sharing partner match the access restrictions on the information for the
AC-21 INFORMATION P2 information for [ASSIGNMENT: organization-defined covers this. Includes Not satisfied lorganization-defined circumstances; (iii) the organization defines the information
SHARING MOD AC-21 all NFS mounts for

information sharing circumstances where user discretion is
required]; and

b. Employs [ASSIGNMENT: organization-defined automated
Imechanisms or manual processes] to assist users in making
information sharing/collaboration decisions.

systems. Not
applicable to VDC.]

Not applicable
Risk-based decision not to
implement

isharing circumstances and automated mechanisms or manual processes required
to assist users in making information sharing/collaboration decisions; and (iv) the
lorganization employs organization-defined circumstances and automated
mechanisms or manual processes to assist users in making information
isharing/collaboration decisions.
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Security Control Information

Control Assessment Information

i jori - Last Date N p / _Risl_( -Based D
NIST Security Security Control Priority / Security Control i n Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control e aanan i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
(a:ogggiléI:tzsgggir\]/lifii"a?géuthorized to post information onto a Examine or_gan_iz_alional recor_ds or documenls to Qelermine if: (i) Ih? or_ganizalion
anincly accessible information system; designates individuals authorized to post information onto an organizational
b. Trains authorized individuals to ensure that publicly information system that is publicly accessible; (ii) the organization trains
a;:cessible information does not contain nonpublic information; Satisfied autho_rlzed |nd|V|_dL§aIS to er_15ure_}ha1 pUb"CIY ac_cesslb[e information does not
. Reviews the proposed content of information prior to posting Partially satisfied contain nonpublic information; (iii) the organization reviews the proposed content
PUBLICLY P2 onto the publicly accessible information system to ensure that [Common, Hybrid, Not satisfied of publicly accessible information for nonpublic information prior to posting onto
AC-22 A(égENsTsEIS\T_E MOD AC-22 nonpublic information is not included; and System-Specific Not applicable the organizational information system; (iv) the organization defines the frequency

d. Reviews the content on the publicly accessible information
system for nonpublic information [ASSIGNMENT: organization-
defined frequency] and removes such information, if
discovered.

Risk-based decision not to
implement

of reviews of the content on the publicly accessible organizational information
system for nonpublic information; (v) the organization reviews the content on the
publicly accessible organizational information system for nonpublic information in
laccordance with the organization-defined frequency; and (vi) the organization
removes nonpublic information from the publicly accessible organizational
information system, if discovered.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

SeNcIS:i-ty Security Control Priori§yl . Security Control Lsa:‘:u[:iat;e eeEEERT Assessed Se}:urity Control o o Ju;tificaﬁion ) .
Canial Name Basellpe Security Control and Enhancements ) Typ_e Control e et Effectiveness ) Findings I Deficiencies Found (mgst be co_mpleted if Assessed _Securlty Contrpl_ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
IAT-1.1 Examine organizational records or documents to determine if
security awareness and training policy and procedures: (i) exist; (i) are
documented; (iii) are disseminated to appropriate elements within the
Control: The organization: organ!zat!on; (iv) are periodically reviewed by _responslh\e _pan_lesvwnhln the
a. Develops documents and disseminates to [ASSIGNMENT: orgdan‘uallun. and (vc)j are updated when organizational review indicates
lorganization-defined personnel or roles]: ICommon updates are required.
cope roles responciniics management commiment cordinaton | addiiona /AT-L.2 Examine the security awareness and training polcy to determine i
SECURITY lamong organizational entities and compliance; and system/application Satisfied the policy adequately addresses purpose scope roles responsibilities
AT-1 AWARENESS AND P1 2. Procedures to facilitate the implementation of the security awareness  |policy/procedures are Eﬁ?gﬁiﬂsnw gﬁsﬁ:&zm commitment coordination among organizational entities and
TRAINING POLICY MOD AT-1 land training policy and associated security awareness and training in place this is a " .
AND PROCEDURES controls; and hybrid control. Not applicable - . . .
b. Reviews and updates the current: Risk-based decision not to implement /AT-1.3 Examine the security awareness and training procedures to
1. Security awareness and training policy [ASSIGNMENT: organization- determlng if the procedures are ?“”‘C'ef“ to address all areas |dent!f|ed in
defined frequency]; and the security awareness and training policy and all associated security
2. Security awareness and training procedures [ASSIGNMENT: awareness and training controls.
organization-defined frequency] /AT-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the security awareness and training policy and
lprocedures control is i ted.
|AT-2.1 Examine organizational records or documents to determine if: (i)
security awareness instruction is provided to all users; (ii) records include
the type of instruction received and the date completed; and (iii) initial and
refresher instruction is provided in accordance with organization-defined
Control: The organization provides basic security awareness training to frequency at least annually.
information system users (including managers senior executives and
contractors): Satisfied /AT-2.2 Examine security awareness instructional materials to determine if
SECURITY a. As part of iljit\al tra_ming for_ new users; ) Partially satisfied _lhe matgrials address the _specific requirements of th_e organization and the
AT-2 AVWARENESS P1 b. When required by mfur_mapon system changes; Common Hybrid Not satisfied information systems to which personnel have authorized access.
TRAINING MOD AT-2(2) c. [ASSIGNMENT: organization-defined frequency] thereafter. System-Specific Not applicable
Risk-based decision not to implement IAT-2.3 Examlne_urgamzatlongl_rgcords or dpcumgnts to dete_rmme if tr_\g
Control Enhancements: lorganization assigns responsibility to specific parties and defines specific
(2) The organization includes security awareness training on recognizing lactions to ensure that the security awareness control is implemented.
land reporting potential indicators of insider threat.
Control Enhancements:
|AT-2(2) Examine organizational records or documents to determine if the
organization includes security awareness training on recognizing and
reporting potential indicators of insider threat.
|AT-3.1 Examine organizational records or documents to determine if the
organization identifies personnel with significant information system
security responsibilities and documents those roles and responsibilities.
/AT-3.2 Examine organizational records or documents to determine if: (i)
the organization provides security training to personnel with identified
Control: The organization provides role-based security-related training to Satisfied information system security roles and responsibilities before authorizing
personnel with assigned security roles and responsibilities: partially satisfied laccess to the system; (ii) records include the type of security training
AT-3 ROLE-BASED P1 a. Before authorizing access to the information system or performing \ICommon Hybrid Not satisfied received and the date completed; and (jii) the organization provides initial
SECURITY TRAINING MOD AT-3 gssighned dulies;d by inf h ’ ISystem-Specific Not applicable land refresher training in accordance with organization-defined frequency.
. When required by information system changes; an
c. [ASSIGNMENT: organization-defined frequency] thereafter. Risk-based decision not to implement /AT-3.3 Examine the security training material for the selected roles and
responsibilities to determine if the material addresses the procedures and
lactivities necessary to fulfill those roles and responsibilities.
|AT-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the security training control is i ited.
Contol: The organization: Saisfied orgaizaton moniors and fuly Gocuments bask Securty awarences
2 [Dpcumenl_s_anq monjlurs individual informa!ion syslem_security o Partially satisfied training and specific information system security training
AT-4 SECURITY TRAINING P3 training activities including basic security awareness training and specific [Common Hybrid Not satisfied :
RECORDS MOD AT-4

information system security training; and
b. Retains individual training records for [ASSIGNMENT: organization-
defined time period].

ISystem-Specific

Not applicable
Risk-based decision not to implement

|AT-4.2 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific

lactions to ensure that the security training records control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

a - q Last Date - At
NIST Security g Priority / Security Control 5 Assessed Security - oy Justification
Control Secm:lty Coptol Baseline Security Control and Enhancements Type %ecutntgl/ | ’}ssesst?r Control Effectiveness F'"d'ngsF’ Degcmncles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) As::srsoed ntormation (select one of the following) oun Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
(a:olggeélergse grogci?nlzear?tgn'and disseminates to AU-1.1 Ex_a_mine qrganizational records or QOcu__ments to determine ivf”audit and
[ASSIGNMEINT' organizelion-defined personnel or apcoun}ablllty policy and_ procedures: (i) exist; (ii) are d‘ocu_ment_ed; (iii) are
roles]: : dlssemmated to appropriate _element_s within the organization; (iv) are periodically
1 An Iaudit and accountabilit licy that addi reviewed by responsible parties within the organization; and (v) are updated, when
. Y policy that addresses organizational review indicates updates are
purpose, scope, roles, responsibilities, management(Common required
commitment, coordination among organizational Satisfied a !
entities, and compliance; and If additional N e . " - . L .
acooTABITY | ofLy, |2 Procedures to facitate the implementation of the Isystem/application Notsatefed edecately adirosses pUp0Se, scope, ok, responsibiiies, management
AU-L POLICY AND MOD AU laudit and accoy_mablllty po!lcy and associated audit poll(_:ylprocedul_'es_ Not applicable commitment, coordination among organizational entities, and compliance.
PROCEDURES and acpountablllty controls; and are in place, this is Risk-based decision not to
klj‘ ES;:?:ﬁda:gcgﬁ:taalﬁﬁi:;]%gﬁé;e{);ésIGNMENT' @ hybrid control. implement /AU-1.3 Examine the gudit and accountability procevdvure_s to determine if the N
o;'ganization-defined frequencyl; and ) pro_cedures are suffl_ment to eddress all areas AI(_:lenlIfled in the audit and accountability
2. Audit and accountability 'd policy and all associated audit and accountability controls.
X procedures
[ASSIGNMENT: organization-defined frequency]. IAU-1.4 Examine organizational records or documents to determine if the organization
assigns responsibility to specific parties and defines specific actions to ensure that
the audit and accountability policy and procedures control is implemented.
Control: The organization:
a. Determines that the information system is
capable of auditing the following events:
[ASSIGNMENT: organization-defined list of
auditable events];
b. Coordinates the security audit function with other /AU-2.1 Examine organizational records or documents and the information system
organizational entities requiring audit-related configuration settings to determine if the system generates audit records for the
information to enhance mutual support and to help organization-defined auditable events.
guide the selection of auditable events;
c. Provides a rationale for why the list of auditable /AU-2.2 Test the information system by attempting to perform actions that are
events are deemed to be adequate to support after- Satisfied configured to generate an audit record.
the-fact investigations of security incidents; and Partially satisfied
P1 d. Determines that the following events are to be (Common, Hybrid Not satisfied /AU-2.3 Examine organizational records or documents to determine if the organization
AU-2 AUDIT EVENTS MOD AU-2 (3) |audited within the information system: ! !

[ASSIGNMENT: organization-defined audited
events (the subset of the auditable events defined in
AU-2 a.) along with the frequency of (or situation
requiring) auditing for each identified event].

Control Enhancements:

(1) [withdrawn: Incorporated into AU-12]

(2) [Withdrawn: Incorporated into AU-12]

(3) The organization reviews and updates the
audited events [ASSIGNMENT: organization-
defined frequency].

(4) [Withdrawn: Incorporated into AC-6]

ISystem-Specific

Not applicable
Risk-based decision not to
implement

assigns responsibility to specific parties and defines specific actions to ensure that
the auditable events control is implemented.

Control Enhancements:

IAU-2(3) Examine organizational records or documents to determine if: (i) the
organization defines the frequency of reviews and updates to the list of organization-
defined auditable events; and (i) the organization reviews and updates the list of
organization-defined auditable events in accordance with the organization-defined
frequency.
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Security Control Information Control Assessment Information
NIST S . - s — Last Date A - . Scoping Guida‘\]nc?_eristl_( -Based Decision
ecurity A riori ecurity Control g ssessed Security Ao et ustification
Control Secm:lty Coptol Baseline Security Control and Enhancements Type %ecutntgl/ | ’}ssesst?r Control Effectiveness F'"d'ngsF’ Degcmncles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) As::srsoed ntormation (select one of the following) oun Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AU-3.1 Examine organizational records or documents to determine if the information
system audit records capture sufficient information to establish what events occurred,
the sources of the events, and the outcomes of the events.
IAU-3.2 Test the content of audit records by attempting to perform actions that are
configured to generate audit records to determine if the audit records capture
sufficient information to establish what events occurred, the sources of the events,
Control: : The information system generates audit and the outcomes of the events.
records containing information that establishes what
type of event occurred, when the event occurred, /AU-3.3 Examine organizational records or documents to determine if the organization
\where the event occurred, the source of the event, Satisfied assigns responsibility to specific parties and defines specific actions to ensure that
!hg_ o_gtcolme of Igg event, an_d lhg id_egtirt]y of any Partially satisfied the content of audit records control is implemented.
p1 individuals or subjects associated with the event. . g
AU-3 CONLEE'\::TO%FDQUD'T MOD AU-3 (1) sCommon, Hy.?”d' “0( Sat'ff'eﬂl /AU-3.6 Examine organizational records or documents to determine if the information
Control Enhancements: ystem-Specific R'm applicable system provides the capability to include additional, more detailed information in the
h - . isk-based decision not to N - . = . N
(1) The information system generates audit records implement audit records for audit events identified by type, location, or subject.
containing the following additional information:
[ASSIGNMENT: organization-defined additional, IAU-3.7 Test the information system capability to include additional, more detailed
more detailed information]. information in the audit records for audit events by changing the audit configuration
settings to add additional information and by performing actions that create audit
records to ensure the additional information is captured.
Control Enhancements:
IAU-3(2).1 Examine organizational records or documents to determine if the
organization defines the information system components for which the content of
audit records generated is centrally managed.
IAU-4.1 Examine the information system configuration to determine if the organization
allocates sufficient audit record storage capacity and establishes configuration
settings to prevent such capacity from being exceeded
Control: Th izati locat dit d §a§ifﬁ|?d tisfied IAU-4.2 Test the information system configuration to determine if the organization
P1 ontrol: The organization allocates audit recor . artially satisfie allocates sufficient audit record storage capacity and establishes configuration
AU-4 AUDIT STORAGE MoDAU-4  [Storage capacity in accordance with ) [Common, Hybrid, Not satisfied settings to prevent such capacity from being exceeded by artificially generatin
CAPACITY [ASSIGNMENT: organization-defined audit record  |System-Specific Not applicable 9 pI pacity 9 " Yy -~ 9
y N . enough auditable events to create a number of audit records to exceed the storage
storage requirements]. Risk-based decision not to capacit
implement pacity.
/AU-4.3 Examine organizational records or documents to determine if the organization
assigns responsibility to specific parties and defines specific actions to ensure that
the audit storage capacity control is implemented.
I/AU-5.1 Examine the information system configuration to determine if in the event of
an audit failure or audit storage capacity being reached, the information system alerts
Control: The information system: appropriate organizational officials and takes any additional
a. Alerts [ASSIGNMENT: organization-defined organization-defined actions.
personnel or roles] in the event of an audit
processing failure; and Satisfied IAU-5.2 Test the information system configuration to determine in the event of an
b. Takes the following additional actions: Partially satisfied audit failure or audit storage capacity being reached, the information system alerts
AUS AUBE_S;’SSEESTSC:NG P1 [ASSIGNMENT: organization-defined actions to be (Common, Hybrid, Not satisfied appropriate organizational officials and takes any additional organization-defined
FAILURES MOD AU-5  ltaken (e.g., shut down information system, overwrite|System-Specific Not applicable actions by artificially generating auditable events to cause an audit failure or excess
oldest audit records, stop generating audit records)]. Risk-based decision not to capacity condition.
implement
IAU-5.3 Examine organizational records or documents to determine if the organization
assigns responsibility to specific parties and defines specific actions to ensure that
the audit processing control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

a - q Last Date - At
NIST Security g Priority / Security Control 5 Assessed Security - oy Justification
Control Secm:lty Coptol Baseline Security Control and Enhancements Type %ecutntgl/ | ’}ssesst?r Control Effectiveness F'"d'ngsF’ Degcmncles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) As::srsoed ntormation (select one of the following) oun Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AU-6.1 Examine organizational records or documents to determine if the organization
regularly reviews/analyzes audit records for indications of inappropriate or unusual
activity, investigates suspicious activity or suspected violations, reports findings to
appropriate officials, and takes necessary actions.
gogg\[l)iléxgeasgg::;;ggg.information system audit AU-6._2 T(_est the audit monitoring, analysis and reporting process to detgrmine if t‘he
récords [ASSIGNMENT: organization-defined organization reg_ula_rly rev_lews/analyz_e_s audit (e_cords for mdlcauons o_f inappropriate
frequency] for indications of [ASSIGNMENT: or unusual activity, investigates suspicious activity or suspected violations, reports
organization-defined inappropriate or unusual flnd[ngs to appropriate officials, and takes necessary actions by amfl_c_lally generating
activity]; and audlgabl_e events to cause an _audlt failure or suspicious activity condition and
b. Reports findings to [ASSIGNMENT: organization- monitoring how the organization reacts.
defined personnel o roles]. Satisfied IAU-6.3 Examine organizational records or documents to determine if the organization
. Partially satisfied assigns responsibility to specific parties and defines specific actions to ensure that
AUG :gi&gé‘"fm MOD AUS(1)E) 83”%‘2 E%Zi?;:trgin;?ﬁploys automated Common, Hybrid, Not satisfied the audit monitoring, analysis, and reporting control is implemented.

REPORTING mechanisms to integrate audit review, analysis, and System-Specific got applicable . .
reporting processes to support organizational L isk-based decision not to AU-6.7 Examine _organlza_tlonal recor(}ls or docqmems to det_e_rmlne if tr_le organization
processes for investigation and response to implement integrates analysis of audit records with analysis _of yulngrabnlny_scannmg
Suspicious activities. mf_o_rmathn, p_erfqrmance Qata, and network m_onltorlng information to enhance the
(2) Not Selected. ability to identify inappropriate or unusual activity.

(3) The organization analyzes and correlates audit Control Enhancements:
[ﬁggﬁ;ﬁt‘gﬁ?&g‘;ﬁ;ﬁ;i;i’;?ix:giigam IAU-6(1) Examine organizational records or documents to determine if the information
: system integrates audit review, analysis, and reporting processes to support
organizational processes for investigation and response to suspicious activities.
IAU-6(3) Examine organizational records or documents to determine if the
organization analyzes and correlates audit records across different repositories to
gain organization-wide situational awareness.
Control: The information system provides an audit /AU-7.1 Examine the information system configuration to determine if the system
reduction and report generation capability that: provides an audit reduction and report generation capability.
a. Supports on-demand audit review, analysis, and
reporting requirements and after-the-fact IAU-7.2 Test the audit reduction and report generation capability by artificially
investigations of security incidents; and Satisfied generating a sufficient number of auditable events to cause an audit reduction and
b. Does not alter the original content or time Partially satisfied report generation condition.
AUDIT REDUCTION P2 ordering of audit records Common, Hybrid Not satisfied . - o o
AU-7 AND REPORT MOD AU-7 (1) S stem-sy ecific ! Not applicable AU-7.3 Examme_o_rgamzalnongl recor_ds or docu_ments to q_eterm_me if the organization
GENERATION Control Enhancements: 4 P Risk gp 4 decision not assigns responsibility to specific parties and defines specific actions to ensure that
(1) The information system provides the capability irr:s Iémaesr?t ecision not to the audit reduction and report generation control is implemented.
to process audit records for events of interest based P
on [ASSIGNMENT: organization-defined audit fields Control Enhancements:
within audit records]. IAU-7(1) Examine organizational records or documents to determine if the
organization specifies the permitted actions for each authorized information system
process, role, and/or user in the audit and accountability policy.
Control: The information system:
:{aL:::SS ;Q:zﬂ;ﬁi?:ﬁ;lgﬁss to generate time /AU-8.1 Examine the information system configuration to determine if the system
b. Records time stamps %or audit records that can provides time stamps for use in audit record generation.
g?en;ﬁ\?v‘ifls ’}/?egr?%%laggiﬂ%";sfﬁ;ge (UTC)y or AU-8.2 Test_lhe use of time stamps within th_e audit rec_ord generation capability of
[ASSIGNMENT: organization-defined granularity of the information system by artificially generating an auditable event at a known time
time measurement] - and compare the time stamp on the resulting audit record.
: Satisfied
: Partially satisfied IAU-8.3 Examine organizational records or documents to determine if the organization
AUS TIME STAMPS MOD ilu-s ) g_?r]lELOeI E?:ﬂ;ﬁ&eg;;em: Commom Not satisfied assigns responsibility to specific parties and defines specific actions to ensure that

(a) Compares the internal information system clocks
[ASSIGNMENT: organization-defined frequency]
with [ASSIGNMENT: organization-defined
authoritative time source]; and

(b) Synchronizes the internal system clocks to the
authoritative time source when the time difference is
greater than [ASSIGNMENT: organization-defined
time period].

Provided by VDC

Not applicable
Risk-based decision not to
implement

the time stamps control is implemented.

Control Enhancements:

IAU-8(1) Examine the configuration settings and test the information system to
determine if: (i) the organization defines the frequency of internal clock
synchronization for the information system; (ii) the organization defines the
authoritative time source for internal clock synchronization; and (jii) the organization
synchronizes internal information system clocks with the organization-defined
authoritative time source in accordance with the organization-defined frequency.
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Security Control Information Control Assessment Information
NIST S . - s — Last Date A - . Scoping Guida‘\]nc?_eristl_( -Based Decision
ecurity A riori ecurity Control g ssessed Security Ao et ustification
Control Secuwy Coptol Baseline Security Control and Enhancements Type %ecutntgl/ | ’}ssesstf)r Control Effectiveness F'"d'ngsFl Deguencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) As::srsaed ntormation (select one of the following) oun Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The information system protects audit
information and audit tools from unauthorized IAU-9.1 Examine the information system configuration to determine if the system
access, modification, and deletion. protects audit information and audit tools from unauthorized access, modification,
and deletion.
Control Enhancements: Satisfied
(1) Not Applicable. Partially satisfied IAU-9.2 Test the protection of audit information and audit tools from unauthorized
AUS PROTECTION OF P1 (2) Not Applicable. ICommon, Hybrid, Not satisfied access, modification, and deletion by attempting to gain unauthorized access,
INFORMATION MOD AU-9(4)  ((3) Not Applicable. System-Specific Not applicable modify, and delete audit information.
(4) The organization authorizes access to Risk-based decision not to
management of audit functionality to only implement /AU-9.3 Examine organizational records or documents to determine if the organization
[ASSIGNMENT: organization-defined subset of assigns responsibility to specific parties and defines specific actions to ensure that
privileged users]. the protection of audit information control is implemented.
Satisfied
Partially satisfied
SELECTED FOR ICommon, Hybrid, Not satisfied
AU-10 NON-REPUDIATION HichonLy  |Not Selected System-Spe)(,:ific Not applicable
Risk-based decision not to
implement
Control: The organization retains audit records for /AU-11.1 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined time period Satisfied organization retains information system audit logs for an organizationdefined time
consistent with records retention policy] to provide Partially satisfied period to provide support for after-the-fact investigations of security incidents and to
AU-11 AUDIT RECORD MO[;’iUrll support for after-the-fact investigations of sgcurity ICommon, Hyl_Jrid, Not Satisfied meet regulatory and organizational information retention requirements.
RETENTION incidents and to meet regulatory and organizational |System-Specific Not applicable
information retention requirements. Risk-based decision not to /AU-11.2 Examine organizational records or documents to determine if the
implement organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit retention control is implemented.
IAU-12.1 Examine organizational records or documents to determine if the
organization defines the information system components that provide audit record
Control: The information system: generation capability for the list of auditable events defined in AU-2.
a. Provides audit record generation capability for the
list of auditable events defined in AU-2 at IAU-12.2 Examine the information system configuration settings to determine if the
[ASSIGNMENT: organization-defined information Satisfied information system provides audit record generation capability, at organization-
system components]; o ) Partially satisfied defined information system components, for the list of auditable events defined in
1 b. Allows [ASSIGNMENT: organization-defined (Common, Hybrid Not satisfied AU-2.
AU-12 AUDIT GENERATION|  \\ora 54, [Personnel or roles] to select which auditable events System-épecific ! Not applicable
are to be audited by specific components of the Risk-based decision not to /AU-12.3 Examine the information system configuration settings to determine if the
information system; and implement information system allows designated organizational personnel to select which
c. Generates audit records for the events defined in auditable events are to be audited by specific components of the system.
IAU-2 with the content as defined in AU-3.
IAU-12.4 Test to verify the information system generates audit records for the list of
audited events defined in AU-2 with the content as defined in AU-3.
MONITORING FOR
AU-13 INFORMATION NOT SELECTED |Not Selected
DISCLOSURE
AU-14 SESSION AUDIT | NOT SELECTED |Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

o Last Date . e i
. ; Priority / 5 3 Assessed Security Control - P Decision Justification
C’\;Inst.ll'-olsf\ﬁ:mlt)ﬁr Secur'!ltzn::: pial Baseline Security Control and Enhancements Sect(;vr ét%’fyclz?stz;:);ype ?;:r:;g Ir{\f:f;se\stz;n Effectiveness ) FlndlngsFlozzgt:Ienmes (must be com_pleted if_Assessed _Security NIST 800-53A Assessment Steps Used A;i?j:::;m
Allocation Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
ICA-1.1 Examine organizational records or documents to determine if security
lassessment, certification, and accreditation policy and procedures: (i) exist; (i) are
Control: The organization: documented,; (iii) are disseminated to appropriate elements within the organization;
a. Develops, documents, and disseminates to [ASSIGNMENT: (iv) are periodically reviewed by responsible parties within the organization; and (v)
lorganization-defined personnel or roles]: are updated, when organizational review indicates updates are required.
1. A security assessment and authorization policy that addresses Common
purpose, scope, roles, responsibilities, management commitment, CA-1.2 Examine the security assessment, certification, and accreditation policy to
coordination among organizational entities, and compliance; and If additional Satisfied determine if the policy adequately addresses purpose, scope, roles,
SECURITY 2. Procedures to facilitate the implementation of the security system/application Partially satisfied responsibilities, management commitment, coordination among
oAl AT N vobcas  [assessment and authorization policy and associated security policy/procedures are in Not satisfied organizational entities, and compliance.
POLICIES AND lassessment and authorization controls; and place, this is a hybrid Not applicable
PROCEDURES b. Reviews and updates the current: control. Risk-based decision not to ICA-1.3 Examine the security assessment, certification, and accreditation
1. Security assessment and authorization policy [ASSIGNMENT: implement procedures to determine if the procedures are sufficient to address all
organization-defined frequency]; and lareas identified in the security assessment, certification, and accreditation policy
2. Security assessment and authorization procedures land all associated security assessment, certification, and accreditation controls.
[ASSIGNMENT: organization-defined frequency].
ICA-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions to
lensure that the security assessment, certification, and accreditation policies and
procedures control is implemented.
Control: The organization:
a. Develops a security assessment plan that describes the scope of
the assessment including:
'» Security controls and control enhancements under assessment;
'+ Assessment procedures to be used to determine security control
effectiveness; and
* Assessment environment, 1ent team, and 1ent roles
land responsibilities; ICA-2.1 Examine organizational records or documents to determine if the security
b. Assesses the security controls in the information system and its controls in the information system are assessed for correct implementation, for
lenvironment of operation [ASSIGNMENT: organization-defined Satisfied intended operation, and for producing the desired outcome with respect to meeting
_frequency] to determine the extent to which the controls are partially satisfied the security requirements for the system in accordance with organization-defined
e | o | e, e coreel peraingos endd,and prodicha e common vy, Syt
ASSESSMENTS MOD CA-2

requirements;

c. Produces a security assessment report that documents the results
of the assessment; and

d. Provides the results of the security control assessment to to
[ASSIGNMENT: organization-defined

e. individuals or roles].

Control Enhancement:

(1) The organization employs assessors or assessment teams with
[ASSIGNMENT: organization-defined level of independence] to
iconduct security control assessments.

Specific

Not applicable
Risk-based decision not to
implement

ICA-2.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the security assessments control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

o Last Date . e i
. ; Priority / 5 3 Assessed Security Control - P Decision Justification
C’\;Inst.ll'-olsf\ﬁ:ml%r Secur'!ltzn::: pial Baseline Security Control and Enhancements Sec‘(‘vré%ycﬁ‘;zd ;’)ype ?:?r:‘t;g I:f:f;se\stz;n Effectiveness FlndlngsFlozzgt:Ienmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A;i?j:::;m
Allocation yp Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IControl: The organization:
ifgﬁg?lgﬁes Z?gr':‘z(?;‘?gi frhotrﬂeﬂlesclencf)?nwglggnsny:éz:)nn‘ggézﬁrty CA-3.1 Examine organizational records or documents to determine if all external
Agreements‘y 9 information systems (i.e., information systems outside of the accreditation boundary|
N . . . . that are connected to the information system) are identified and all resulting system
g‘ecDu(:'(iE[;Tee;lEiefgeﬁz:hapéetﬁ:ﬂgfﬂleog% I:: ::;i:fn?:: é::aracterlstlcs, connections are authorized and approved by appropriate organizational officials.
icommunicated; and - . . L
: : . . e ICA-3.2 Examine information system connection agreements to determine if the
FA'SRSe;/éeNWJEapﬂr,ug%a:;i:éiﬁzggﬁg?n Security Agreements ggtr't?;"eyd satisfied agreements are consistent with NIST Special Publication 800-47.
SYSTEM P1 . : it
cAs INTERCONNECTION|  MoD cAa(s) |0 frequency]- Common, Hybrid, Not safisfied CA-3.3 Examine organizational records or documents to determine if the
s Control Enhancement: System-Specific ggkéggggzb(ﬁcision not to lorganization assigns responsibility to specific parties and defines specific actions to
(1) Not Selected . implement ensure that the information system connections control is implemented.
Eg mg{ Z::ggzg' Control Enhancement:
(4) Not Selected' ICA-3(5) Examine organizational records or documents to determine if the
P . ~ . organization employs an allow-all, deny-by-exception or a deny-all, permit-by-
(e?czgleio?:gggrlﬁgﬁnpeeﬂg!i gfgz;ﬂggj 22%‘/;%}1325“?9 exception policy for allowing organization-defined information systems to connect to
[ASSIGNMENT: organization-defined information systems] to extemal information systems.
connect to external information systems.
ICA-5.1 Examine organizational records or documents to determine if a plan of
action and milestones for the information system: (i) exists; (ii) is
documented; and (iii) is updated in accordance with organization-defined
Control: The organization: frequency.
a. Develops a plan of action and milestones for the information
system to document the organization’s planned remedial actions to Satisfied ICA-5.2 Examine the plan of action and milestones to determine if the plan
correct weaknesses or deficiencies noted during the assessment of Partially satisfied ’documents the organization’s planned, implemented, and evaluated
PLAN OF ACTION P3 the security controls and to reduce or eliminate known vulnerabilities Common, Hybrid Not sat)i/sfied remedial actions to correct noted deficiencies and to reduce or eliminate
CA5 MOD CA-5 in the system; and » Hybrid, " known vulnerabilities in the information system.
AND MILESTONES hon . . System-Specific Not applicable
b. Updates existing plan of action and milestones [ASSIGNMENT: Risk-based decision not to
organization-defined frequency] based on the findings from security implement CA-5.3 Examine organizational records or documents to determine if the
controls assessments, security impact analyses, and continuous P lorganization follows the plan of action and milestones (i.e., correcting
monitoring activities. deficiencies and meeting milestones).
CA-5.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions to
lensure that the plan of action and milestones control is implemented.
CA-6.1 Examine organizational records or documents to determine if a security
accreditation process is defined that authorizes (i.e., accredits) the
information system for processing before operations, and updates the
Control: The organization: lauthorization within the organization-defined frequency.
gfﬁ/Z.S;'?Sftﬁesﬁ.?:ﬂ:;glne:ﬁme or manager as the authorizing Common gztrlt?af\llfydsatisfled ICA-6.2 Examine organizational records or documents to determine if the security
P3 oA ' . . . s o laccreditation process employed by the organization is consistent with NIST
A6 SECURITY MOD CA6 b. Ensures that the authorizing official authorizes the information Not satisfied Special Publications 800-37.

AUTHORIZATION

isystem for processing before commencing operations; and
c. Updates the security authorization [ASSIGNMENT: organization-
defined frequency].

Provided by FSA

Not applicable
Risk-based decision not to
implement

CA-6.3 Examine organizational records or documents to determine if a senior
lorganizational official signs and approves the security accreditation.

CA-6.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the security accreditation control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

o Last Date . e i
. ; Priority / 5 3 Assessed Security Control - P Decision Justification
C’\;Inst.ll'-olsf\ﬁ:mlt)ﬁr Secur'!ltzn?: pial Baseline Security Control and Enhancements Sect(;vr é?i'fycﬂ‘stzd ;’)ype ?;:r:;g Ir{\f:f;se\stz;n Effectiveness FlndlngsFlozle‘Et:Ienmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A;i?j:::;m
Allocation yp Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IControl: The organization develops a continuous monitoring strategy
land implements a continuous monitoring program that includes:
la. Establishment of [ASSIGNMENT: organization-defined metrics] to
be monitored; . - M.
" ' . . ICA-7.1 Examine organizational records or documents to determine if the
b. Establishment of [ASSIGNMENT: organization-defined o - b . A y .
frequencies] for monitoring and [ASSIGNMENT: organization- g;gs'-}l:lzatwn monitors the security controls in the information system on an ongoing
defined frequencies] for assessments supporting such monitoring; .
g};{,l,?f;;ig,?;Céglr%,-fsg:,r:lmaosr?ifgrs,rl?ge;trsag;jmrdance with the ICA-7.2 Examine organizational records or documents to determine if the
d. Ongoing security status monitoring of organization-defined metrics grgeacr;;aptlggliﬁz‘uﬁp:)lgisagosgtéugtn%c;é\ggl:;rAnonltonng process consistent with NIST
in accordance with the organizational continuous monitoring y P .
strategy; ; . . - L
. . . . . Partially satisfied ICA-7.3 Examine organizational records or documents to determine if the
AT CONTINUOUS MODFgAJ(l) g‘ i:;féz%?ﬁ:gf;iﬁiﬂ:e_cumy'rEIa[Ed information generated Common, Hybrid, System- Not satisfied lorganization: (i) assesses designated security controls in the information
MONITORING Y 9: Not applicable system; (i) analyzes for impact, documents, and reports changes to or

f. Response actions to address results of the analysis of security-
related information; and

g. Reporting the security status of organization and the information
system to [ASSIGNMENT: organization-defined personnel or roles]
[ASSIGNMENT: organization-defined frequency].

Control Enhancement:

(1) The organization employs assessors or assessment teams with
[ASSIGNMENT: organization-defined level of independence] to
Imonitor the security controls in the information system on an ongoing
basis.

Specific

Risk-based decision not to
implement

deficiencies in the operation of the security controls; and (iii) makes
adjustments to the information system security plan and plan of action and
milestones, as appropriate.

ICA-7.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions to
ensure that the continuous monitoring control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:lclf;li-ty Security Control Priorisyl . Security Control Lsaes‘:lﬁiat;e T Assessed Sgcurity Control o o Ju;tificaﬁion ) i
Control Name Basellpe Security Control and Enhancements ) Typ_e Control e o Effectiveness ) Findings I Deficiencies Found (mgst be co_mpleted if _Assessed _Securlty Contrpl_ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Effectiveness is Not Appl_lcable or Risk-based decision
not to implement)
ICM-1.1 Examine organizational records or documents to determine if the
configuration management policy and procedures: (i) exist; (ii) are
documented; (iii) are disseminated to appropriate elements within the
(Control: The organization: organ!zat!un; (iv) are periodically reviewed by responsible pam_es within the
a. Develops, documents, and disseminates to [ASSIGNMENT: ﬁr%aantlezsa‘al?enlr:ngirg’gi are updated, when organizational review indicates
orgamzaftlun-defmed personnel or 1olesa]: ad Common P a )
1. A configuration management policy that addresses purpose, scope, ICM-1.2 Examine the configuration management policy to determine if the
CONFIGURATION :)Orlge:ﬁi;eaxs‘il;anr;siIzlrl\lt‘ilt?esé,rgizacgsrwpelgncczTg::::lmenL coardination among If additional o Satisfied . policy adequately ac_ldresses purpose, scope, roles, re_spc!nsmllme_s:
CM-1 MANAGEMENT P1 2. Procedures to facilitate the implementation of the configuration :ﬁgﬂ;’z’gﬁ:}é‘?&e Ei?ggszzgsne‘j ggmgﬁ:nmczm commitment, coordination among organizational entities, and
POLICY AND MOD CM-1 mar policy and configuration management controls; | P " .
PROCEDURES in place, this is a Not applicable
. hybrid control. Risk-based decision not to implement ICM-1.3 Examine the configuration management procedures to determine if
b. Revw_ews a_nd updates the curre_nl. . P 4 P the procedures are sufflclegnt to address gll areaspldentmed in the
1. Configuration management policy [ASSIGNMENT: organization- f i t poli d all ated fi ti
[defined frequency]; and configuration managlemen policy and all associated configuration
2. Configuration management procedures [ASSIGNMENT: organization- management controls.
defined frequency]. ICM-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the configuration management policies and
procedures control is implemented.
ICM-2.1 Examine organizational records or documents to determine if the
lorganization develops, documents, and maintains a baseline configuration
of the information system which includes key architectural components and
the relationship among those components.
ICM-2.2 Examine organizational records or documents to determine if the
organization develops, documents, and maintains an inventory of the
hardware, software, and firmware components that compose the
information system and ownership information by component.
ICM-2.3 Examine organizational records or documents to determine if the
inventory of information system components includes manufacturer, type,
serial number, version number, and location (i.e., physical location and
IControl: The organization develops, documents, and maintains under logical position within the information system architecture).
configuration control, a current baseline configuration of the information
Isystem. ICM-2.4 Examine organizational records or documents to determine if the
inventory of information system components designates those components
IControl Enhancements: required to implement and/or conduct contingency operations.
(1) The organization reviews and updates the baseline configuration of
the information system: ICM-2.5 Examine organizational records or documents to determine if the
(a) [ASSIGNMENT: organization-defined frequency]; lorganization assigns responsibility to specific parties and defines specific
(b) When required due to [ASSIGNMENT organization-defined lactions to ensure that the baseline configuration and system component
circumstances]; and inventory control is implemented.
(c) As an integral part of information system component installations and Satisfied
upgrades. ) Partially satisfied CM-2.8 E}(amine Q(gani;glional records or documem_s to detgrming if the
CcM-2 ELINE P1 (2) HIGH Only. ICommon, Hybrid, Not satisfied lorganization identifies: (i) instances that trigger baseline configuration and
MOD CM-2 (1) (3) (7) |(3) The organization retains [ASSIGNMENT: organization-defined

CONFIGURATION

previous versions of baseline configurations of the information system] to
isupport rollback.

(4) Not Selected.

(5) Not Selected.

(6) Not Selected.

(7) The Organization:

a. Issues [ASSIGNMENT: organization-defined information systems,
lsystem components, or devices] with [ASSIGNMENT: organization-
defined configurations] to individuals traveling to locations that the
organization deems to be of significant risk; and

b. Applies [ASSIGNMENT: organization-defined security safeguards] to
the devices when the individuals return.

ISystem-Specific

Not applicable
Risk-based decision not to implement

Icomponent inventory updates; (ii) the frequency of updates to the baseline
configuration and component inventory; (iii) the dates of baseline

and inventory updates, a summary of the updates, and the
name of the individuals performing the updates.

IControl Enhancements:

ICM-2(1) Examine organizational records or documents to determine if: (i)
the organization defines: -the frequency of reviews and updates to the
baseline configuration of the information system; and -the circumstances
that require reviews and updates to the baseline configuration of the
information system; and (ii) the organization reviews and updates the
baseline configuration of the information system -in accordance with the
lorganization-defined frequency; -when required due to organization-
defined circumstances; and -as an integral part of information system
lcomponent installations and upgrades.

ICM-2(3) Examine organizational records or documents to determine if the
lorganization retains older versions of baseline configurations as deemed
necessary to support rollback.

ICM-2(7) Examine organizational records or documents to determine if the
lorganization:

(a) Issues organization-defined information systems, system components,
or devices with organization-defined configurations to individuals traveling
to locations that the organization deems to be of significant risk; and

(b) Applies organization-defined security safeguards to the devices when
the individuals return.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘cllili-t Security Control Priority / Security Control Lsaes‘:lﬁiat;e T Assessed Security Control Justification
Comro{ N;’me Baseline Security Control and Enhancements Type Control e o Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed =
not to implement)
IControl: The organization:
i&rﬁ%ﬁ:glggsc?;rzﬁﬁ of changes to the information system that are ICM-3.1 Examine organizational records or documents to determine if the
b. Reviews proposed configuration-controlled changes to the information lorganization documents and controls changes to the information system.
zﬁ‘;?;;?;agg@iz{ dilrsnapas:’togr?sl s:ecg changes with explicit ICM-3.2 Examine organizational records or documents to determine if
. Documents - y ?han e yses; with the lappropriate organizational officials approve information system changes in
|ﬁformat|on system; ' 9 laccordance with organizational policy and procedures.
%1l}r:\nqlae£in§;gnp1r.oved configuration-controlled changes to the ICM-3.3 Examine organizational records or documents to determine if the
" g . . . " lorganization assigns responsibility to specific parties and defines specific
le. Retains records of configuration-controlled changes to the information 3 " : b
system for [ASSIGNMEN?: organization-defined \i?ne period]; Satisfied lactions to ensure that the configuration change control is implemented.
oms | soueummnon | en - anges to e information systems and oo e | Common, Hybrd ot satsted Control Enhancements: - .
g. Coordinates and provides oversight for configuration change control System-Specific Not applicable gxé%;z;?slclﬁr:'nl::srmara:?r? slgsctee?;‘conflguratlon to determine if
lactivities through [ASSIGNMENT: organization-defined configuration Risk-based decision not to implement | document proposed changes ltjo the iﬁformatiun system
change control element (e.g., committee, board] that convenes - notify desi pnafed a rova?authorities Y
[ASSIGNMENT: (one or more): [ASSIGNMENT: organization-defined - highlight agJ rovalsrilgat have not been received by the organization-
frequency]; [ASSIGNMENT: organization-defined configuration change defignedg(imepgeriod Yy 9
conditions]. - inhibit change until designated approvals are received
Control Enhancements: - document completed changes to the information system.
(1) HIGH Only.
A " ICM-3(2) Examine organizational records or documents to determine if the
(2) The organization tests, validates, and documents changes to the - : .
A : A N N organization tests, validates, and documents changes to the information
gl;;){em"?tlon system before implementing the changes on the operational system before implementing the changes on the operational system.
ICM-4.1 Examine organizational records or documents to determine if the
lorganization monitors changes to the information system and identifies the
types of changes monitored.
Satisfied ICM-4.2 Examine organizational records or documents to determine if the
Partially satisfied lorganization performs security impact analyses to assess the effects of
cM-4 SECURITY IMPACT P2 IControl: The organization analyzes changes to the information system to [Common, Hybrid, Not sa[lilsfied changes to the information system.
YSIS MOD CM-4 determine potential security impacts prior to change implementation. System-Specific Not applicable
" - . ICM-4.3 Examine organizational records or documents to determine if the
Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the monitoring configuration changes control is
implemented.
ICM-5.1 Examine organizational records or documents to determine if the
lorganization maintains a list of personnel authorized to access the
information system for purposes of initiating changes, upgrades, and/or
modifications to the system.
ICM-5.2 Examine organizational records or documents to determine if the
lorganization enforces physical and logical access restrictions associated
Satisfied \with changes to the information system and generates, retains, and
ACCESS b1 Control: The organization defines, documents, approves, and enforces Common. Hybrid Partially satisfied reviews records reflecting all such changes.
CM-5 RESTRICTIONS FOR MOD CM-5 physical and logical access restrictions associated with changes to the , Hybrid, Not satisfied
CHANGE

information system.

ISystem-Specific

Not applicable
Risk-based decision not to implement

ICM-5.3 Examine organizational records or documents identifying changes
made to the information system to determine if only authorized personnel
initiated, tested, approved, and implemented changes to the system.

ICM-5.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the access restrictions for change control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:lclf;li-ty Security Control Priority / Security Control Lsaes‘:lﬁiat;e T Assessed Security Control Justification
Control N;’me Baseline Security Control and Enhancements Type Control e o Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
ICM-6.1 Examine organizational records or documents to determine if the
lorganization: (i) i ndatory confi ion settings for
IControl: The organization: information technology products employed within the information system;
la. Establishes and documents configuration settings for information (ii) configures the security settings of information technology products to
technology products employed within the information system using the most restrictive mode consistent with operational requirements; (iii)
[ASSIGNMENT: organization-defined security configuration checklists] the configuration settings; and (iv) enforces the configuration
that reflect the most restrictive mode consistent with operational Satisfied settings in all components of the information system.
requirements; : Partially satisfied
CM-6 coh;lg?#ségloN MoDPch-a b. Implements the configuration settings; gusn‘lénngrg ?éﬁlr::d Not satisfied ICM-6.2 Examine selected information system configuration settings to
c. Identifies, documents, and approves any deviations from established V! P Not applicable determine if they are configured in accordance with the organization-
configuration settings for [ASSIGNMENT: organization-defined Risk-based decision not to implement defined settings.
information system components] based on [ASSIGNMENT: organization-
defined operational requirements]; and ICM-6.3 Examine organization documentation or records to determine if the
d. Monitors and controls changes to the configuration settings in lorganization assigns responsibility to specific parties and defines specific
laccordance with organizational policies and procedures. lactions to ensure that the configuration settings control is implemented.
ICM-7.1 Examine organizational records or documents to determine if the
Control: The organization: lo Spociicall pranii andlr estiet e use of organzaton geined
a. Configures the information system to provide only essential ey : " - .
capabilities; and prohibited and/or restricted functions, ports, protocols, and/or services.
b. Prohibits or restricts the use of the following functions, ports, protocols,
land/or services: [ASSIGNMENT: organization-defined prohibited or Cynz.zr-g(e:éérse !‘nfgr?e?\‘llg;:y:r;en};?]ﬁﬁ;ﬂg'ﬁ;{;’;zgemﬁeu functions,
restricted functions, ports, protocols, and/or services]. P P! ’ p .
Control Enhancements: ICM-7.3 Examine organizational records or documents to determine if the
Ppvra lorganization assigns responsibility to specific parties and defines specific
(1) The organization: lactions to ensure that the least functionality control is implemented.
(a) Reviews the information system [ASSIGNMENT: organization-defined y P .
frequency] to identify and unnecessary and/or nonsecure functions, ports, .
protocols, and/or services; and isfied (Control Enhancements:
B itic ASSIGNNENT. rganizaon et ncions pors U 7) s ceanzalora s r dount o et e
CM-7 FuNcLTElg?uLuTv MOD CMP,% (L@@ protocols, and services within the information system deemed to be [Common, Hybrid, Not satisfied identify and eliminate unnecessary: -functions; -ports; -protocols; and/or -

unnecessary and/or nonsecure].

(2) The information system prevents program execution in accordance
with [Selection (one or more): [ASSIGNMENT: organization-defined
policies regarding software program usage and restrictions]; rules
lauthorizing the terms and conditions of software program usage].

(3) Not Selected.

(4) The organization:

(a) Identifies [ASSIGNMENT: organization-defined software programs not
lauthorized to execute on the information system];

(b) Employs an allow-all, deny-by-exception policy to prohibit the
lexecution of unauthorized software programs on the information system;
land

(c) Reviews and updates the list of unauthorized software programs
[ASSIGNMENT: organization defined frequency].

ISystem-Specific

Not applicable
Risk-based decision not to implement

services and the organization reviews the information system in
laccordance with organization-defined frequency to identify and eliminate
unnecessary: -functions; -ports; -protocols; and/or -services.

ICM-7(2) Examine organizational records or documents to determine if the
lorganization defines develops and maintains one or more of the following
ispecifications to prevent software program execution on the information
isystem: -a list of software programs authorized to execute on the
information system; -a list of software programs not authorized to execute
lon the information system; and/or -rules authorizing the terms and
conditions of software program usage on the information system; and the
lorganization employs automated mechanisms to prevent software program
lexecution on the information system in accordance with the organization-
defined specifications.
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:lclf;li-ty Security Control Priorisyl . Security Control Lsaes‘:lﬁiat;e T Assessed Sgcurity Control o o Ju;tificaﬁion . 3
Control Name Baseline Security Control and Enhancements Type Control e o Effectiveness Findings I Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed =
not to implement)
ICM-8.1 Examine organizational records or documents to determine if the
lorganization defines information deemed necessary to achieve effective
- property accountability; and the organization develops, documents, and
Control: The organization: . . . maintains an inventory of information system components that: -accurately
2. Develops and documents an inventory of information system reflects the current information system; -is consistent with the authorization
components that: boundary of the information system; -is at the level of granularity deemed
1. Accurately reflects the current information system; necessary for tracking and reporting; -includes organization-defined
2. Includes all components within the authorization boundary of the information deemed necessary to achieve effective property accountability;
information system; . . land -is available for review and audit by designated organizational officials.
3. Is at the level of granularity deemed necessary for tracking and
reporting; and IControl Enhancements:
4. Includes [ASSIvGNMENT:_ orgamzatlu_n-defmed information deemed ICommon ICM-8(1) Examine organizational records or documents to determine if the
necessary to achieve effective information system component lorganization updates the inventory of information system components as
accountability]; and ) : ) If the system relies on an integral part of component: -installations; -removals; and -information
b. Reviews and updates the information system component inventory operational assets system updates.
[Assignment: organization-defined frequency]. hosted outside VDC,
INFORMATION Control Enhancements: g‘:z;ﬂﬁdmz'lg may gzﬂ?:ne;satisfied CM-8(3).1 Examine organizational records or documents to determine if
CM-8 SYSTEM PL (1) The organization updates the inventory of information system depending on ' Not satisfied the organization defines the frgguency of employing automated
COMPONENT MOD CM-8 (1)(3)(5) ' ! " J | > mechanisms to detect the addition of unauthorized components/devices
INVENTORY components as an integral part of component installations, removals, and [responsibility for Not applicable into the information system;
information system updates. identifying and Risk-based decision not to implement
(2) HIGH Only. validating assets at ICM-8(3).2 Examine organizational records or documents to determine if
2. The Organization: X - VDC for purpose of the organization employs automated mechanisms, in accordance with the
la. Employs automated mechanisms [ASSIGNMENT: organization- inclusion in CMDB, lorganization-defined frequency, to detect the addition of unauthorized
defined frequency] to detect the presence of unauthorized hardware, this control may be components/devices into the information system; and
software, and firmware components within the information system; and  |hybrid.
b. Takes the following actions when unauthorized components are ICM-8(3).3 Test the information system configuration to determine if the
detected: [Selection (one or more): disables network access by such organization disables network access by such components/devices or
icomponents; isolates the components; notifies [ASSIGNMENT: notifies designated organizational officials.
organization-defined personnel or roles]].
b. HIGH Only. ICM-8(5) Examine organizational records or documents to determine if the
(5) The organization verifies that all components within the authorization lorganization verifies that all components within the authorization boundary
boundary of the information system are not duplicated in other of the information system are either inventoried as a part of the system or
information system inventories. recognized by another system as a component within that system.
IControl: The organization develops, documents, and implements a
iconfiguration management plan for the information system that: ICM-9 Examine organizational records or documents to determine if the
a. Addresses roles, responsibilities, and configuration management lorganization develops, documents, and implements a configuration
processes and procedures; Satisfied management plan for the information system that: -addresses roles,
b. Establishes a process for identifying configuration items throughout the Common. Hybrid Partially satisfied responsibilities, and configuration management processes and procedures;
CM-9 CONFIGURATION MOSEMVQ isystem development life cycle and for managing the configuration of the , Hybrid, Not satisfied -defines the configuration items for the information system and when in the

MANAGEMENT PLAN

configuration items;

c. Defines the configuration items for the information system and places
the configuration items under configuration management; and

d. Protects the configuration management plan from unauthorized
disclosure and modification.

ISystem-Specific

Not applicable
Risk-based decision not to implement

isystem development life cycle the configuration items are placed under

mar and the means for identifying

items throughout the system development life cycle and a
process for managing the configuration of the configuration items.
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Control Assessment Information

Scoping Guidancel Risk -Based Decision

S(:‘clf;li-ty Security Control Priori_tyl . Security Control Lsa:éu[:;;? [eeEEeET Assessed Se_curity Control o o JU§tification . .
Control Name Baseline Security Control and Enhancements Type Control Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed i
not to implement)
CP-1.1 Examine organizational records or documents to determine if
contingency planning policy and procedures: (i) exist; (i) are documented;
(iii) are disseminated to appropriate elements within the organization; (iv)
IControl: The organization: are periodically reviewed by responsible parties within the organization;
a. Develops, documents, and disseminates to [ASSIGNMENT: Common and (v) are updated, when organizational review indicates updates are
organization-defined personnel or roles]: required.
1. A contingency planning policy that addresses purpose, scope, roles, |If additional
responsibilities, management commitment, coordination among system/application Satisfied ICP-1.2 Examine the contingency planning policy to determine if the policy
CONTINGENCY organizational entities, and compliance; and policy/procedures Partially satisfied adequately addresses purpose, scope, roles, responsibilities, management
CP-1 PLANNING POLICY MOI;ICF-l 2. Procedures to facilitate the implementation of the contingency planning|are in place, this is a Not satisfied commitment, coordination among organizational entities, and compliance.
AND PROCEDURES policy and associated contingency planning controls; and hybrid control. Not applicable
b. Reviews and updates the current: Risk-based decision not to implement CP-1.3 Examine the contingency planning procedures to determine if the
1. Contingency planning policy [ASSIGNMENT: organization-defined procedures are sufficient to address all areas identified in the contingency
frequency]; and planning policy and all associated contingency planning controls.
2. Contingency planning procedures [ASSIGNMENT: organization-
defined frequency]. CP-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the contingency planning policy and procedures
control is implemented.
2. Provides recovery Objeciives, Tesforation priofities, and metrics, CP-2.1 Examine organizational records or documents to determine if a
3. Addresses contingency roles, responsibilities, assigned individuals - RO gt N
lwith contact information: contingency plan: (i) exists; (ii) is docqmenled. (i) is d}lssen‘\maled to
l4. Addresses maintaining essential missions and business functions @ppropriate elements within the organization; and (v) is reviewed and
despite an information system disruption, compromise, or failure; approved by responsible officials within the organization.
5 Adqres;es sventual, fu_II information 5V5.‘¢m restoration withaut CP-2.2 Examine the contingency plan for the information system to
i‘ﬁﬁé‘;ﬁ;@?ﬁ;g]de security safeguards originally planned and detgrming if ghg plan aqdresses conlingency roles, regpqnsibilltles.
6. Is rewewe& and approved by [ASSIGNMENT: organization-defined assl_gned |nd|wdua|s with cor_nact information, and_actlvme_s fqr restoring
pérsonnel o roles]; . the information system consistent with NIST Special Publication 800-34.
o e oo b oty o s,
land/or by role) and organizational elements]; plannlng and plan |mp\emenlal|on rgqunslbllllles to determine !f key
(3) Coordinates contingency planning activities with incident handling operating elements W'.lh'“ the organization understand the contingency
activities: plan and are ready to implement the plan.
Ei)slgleéﬁ\’(vﬂséﬁ\r‘?cucigt;‘rr\]igzear:icg/nﬁljae?irf‘cérdt?rigsjfg::ﬁ?lon system Satisfied CP-Z._A Egamlne orgamzatlonfal (ecords ur_d_ocumems to determine if ﬂ_]_e
1 (5) Updates the contingency plan to address changes to the organization, Common. Hybrid Partially satisfied grc%z?g?g%m:jz%ﬂz{?ﬁgigim'%;z Spﬁ::'goﬁzﬁss ?nrldlgfnfgizgpeclflc
CcP-2 CONTINGENCY PLAN| o cp. o NEIC) information system, or environment of operation and problems , Fybrid, Not satisfied gency p! P :

lencountered during contingency plan implementation, execution, or
testing;

(6) Communicates contingency plan changes to [ASSIGNMENT:
organization-defined key contingency personnel (identified by name
land/or by role) and organizational elements]; and

(7) Protects the contingency plan from unauthorized disclosure and
modification.

Control Enhancements:

(1) The organization coordinates contingency plan development with
organizational elements responsible for related plans.

(2) Not Selected.

(3) The organization plans for the resumption of essential missions and
business functions within [ASSIGNMENT: organization-defined time
period] of contingency plan activation.

(4) Not Selected.

(5) Not Selcted.

(6) Not Selected

System-Specific

Not applicable
Risk-based decision not to implement

Control Enhancements:

CP-2(1) Examine organizational records or documents to determine if the
organization coordinates the contingency plan with other related plans
(e.g., Business Continuity Plan, Disaster Recovery Plan, Continuity of
Operations Plan, Business Recovery Plan, Incident Response Plan) and if
the contingency plan supports the requirements in the related plans.

ICP-2(3) Examine organizational records or documents to determine if (i)
the organization defines the time period for planning the resumption of
essential missions and business functions as a result of contingency plan
activation; and (ii) the organization plans for the resumption of essential
missions and business function within organization-defined time period of
contingency plan activation.

CP-2(8) Examine organizational records or documents to determine if the
organization identifies critical information system assets supporting
essential missions and business functions.
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Security Control Information

Control Assessment Information

Scoping Guidancel Risk -Based Decision

S(:‘clf;li-ty Security Control Priority | Security Control I.Sa:éu[:;te [eeEEeET Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Contro{ Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
CP-3.1 Examine organizational records or documents to determine if the
lorganization identifies personnel with significant contingency roles and
responsibilities and documents those roles and responsibilities.
CP-3.2 Examine organizational records or documents to determine if the
lorganization: (i) provides contingency training to personnel with
significant contingency roles and responsibilities or personnel
Control: The organization provides contingency training to information L implementing the contingency plan; (ii) records the type of contingency
N training received and the date completed; and (iii) provides initial and
system users consistent with assigned roles and responsibilities: Partially satisfied refresher training in accordance with organization-defined frequency, at
cp-3 CONTINGENCY P2 la. Within [ASSIGNMENT: organization-defined time period] of assuming (Common, Hybrid, Not sa!)i/sfied least annuall 9 9 q 4
TRAINING MOD CP-3 la contingency role or responsibility; System-Specific Not applicable v
E' [\/ngrller?\‘[;\;lg:‘qr.bzrlngtjnrirzn;‘t:nrl;;si:]eerg fizazgﬁi; ]alrl‘wdereaher Risk-based decision not to implement CP-3.3 Examine the contingency training material for the selected roles
. $ 01 a V] . land responsibilities to determine if the material addresses the procedures
land activities necessary to fulfill those roles and responsibilities.
CP-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the contingency training control is implemented.
CP-4.1 Examine organizational records or documents to determine if the
lorganization tests its contingency plan using the organization-defined tests
land exercises in accordance with the organization-defined frequency and
[documents the results of the tests.
CP-4.2 Examine organizational records or documents to determine if the
organization reviews the contingency plan test results and takes corrective
actions.
[Control: The organization: CP-4.3 Examine organizational records or documents to determine if the
la. Tests the contingency plan for the information system [ASSIGNMENT: - " ’
organizanon—definegd freyqﬁency] using [ASSIGNMgNT: or[ganizalion— contingency plan lests or exercises address kgy aspects of the plan and if
defined tests] to determine the effectiveness of the plan and the Satisfied the tests or exercises confirm that the plan objectives are met.
cpa co"‘é‘g‘ﬁﬁ’écly\‘;“” P2 grggen&f:xgr;ﬁlerggglﬂfﬁ:n? eT:ﬁL':[:szl:gs‘ﬂﬁ; and Common, Hybrid, Zi;‘lsa;g/s;thed CP-4.4 Examine organizational records or documents to determine if the
EXERCISES MOD CP-4 (1) . Initiates corrective 2clin:spif needed ! System-Specific Not applicable lorganization assigns responsibility to specific parties and defines specific
. . . Risk—lg'gsed decision not to implement lactions to ensure that the contingency plan testing control is implemented.
Control Enhancements: " - L
N . " " . CP-4.8 Examine organizational records or documents to determine if the
g) ;:ez ;‘rgg:;zgg?nneﬁ?: I[glsnac:gzIg;n;:jn’gr(:?;)églalg;essllng with lorganization coordinates contingency plan testing with organizational
g P P . lelements responsible for related plans (e.g., Business Continuity Plan,
Disaster Recovery Plan, Continuity of Operations Plan, Business Recovery
Plan, Incident Response Plan).
Control Enhancements:
CP-4(1) Examine organizational records or documents to determine if the
lorganization coordinates contingency plan testing and/or exercises with
lorganizational elements responsible for related plans.
CP-6.1 Examine organizational records or documents to determine if
Control: The organization: alternate storage site agreements are currently in place to permit storage
a. Establishes an alternate storage site including necessary agreements of information system backup information.
itgfg?r:]rg:‘lol::s':grage and retrieval of information system backup CP-6.2 Examine organizational records or documents to determine if the
: " . . " . Common lorganization assigns responsibility to specific parties and defines specific
g.afEegiL;edss“;:;w; ;:ﬁ;"?ﬁ;sé?{ﬁgepf‘"r:a‘:;o; ;reles information security Satisfied lactions to ensure that the alternate storage site control is implemented.
. If the system relies N -
Partially satisfied .
cP6 ALTERNATE oD c’;fe we Control Enhancements: on operational Not satisfied Control Enhancements:

STORAGE SITE

(1) The organization identifies an alternate storage site that is separated
from the primary storage site to reduce susceptibility to the same
hazards.

(2) HIGH Only.

(3) The organization identifies potential accessibility problems to the
alternate storage site in the event of an area-wide disruption or disaster
land outlines explicit mitigation actions.

assets hosted
outside VDC, then
the control may be
hybrid

Not applicable
Risk-based decision not to implement

ICP-6(1).1 Examine the contingency plan to determine if the plan identifies
the primary storage site hazards.

CP-6(3) Examine organizational records or documents to determine if: (i)
the organization identifies potential accessibility problems to the alternate
storage site in the event of an area-wide disruption or disaster; and (i) the
lorganization outlines explicit mitigation actions for organization identified
laccessibility problems to the alternate storage site in the event of an area-

wide disruption or disaster.
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Control Assessment Information

Scoping Guidancel Risk -Based Decision

S(:‘clf;li-ty Security Control Priori_tyl . Security Control Lsa:éu[:;;? [eeEEeET Assessed Se_curity Control o o JU§tification . .
Control Name Basell_ne Security Control and Enhancements Type Control Information Effectiveness ) Findings / Deficiencies Found (mqst be cqmpleted if _Assessed _Secunty Contr_olv NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) ] (select one of the following) Effectiveness is Not App|_|cable or Risk-based decision
not to implement)
CP-7.1 Examine organizational records or documents to determine if
IControl: The organization: alternate processing site agreements are currently in place to permit the
la. Establishes an alternate processing site including necessary resumption of information system operations for critical mission/business
lagreements to permit the transfer and resumption of [ASSIGNMENT: functions within organization-defined time period.
organization-defined information system operations] for essential
imissions/business functions within [ASSIGNMENT: organization-defined CP-7.2 Examine organizational records or documents to determine if the
time period consistent with recovery tlme and recovery pomt objectives] lorganization assigns responsibility to specific parties and defines specific
iwhen the primary processing ¢ are ur lactions to ensure that the alternate processing site control is implemented.
b. Ensures that equipment and supplies required to transfer and resume
operations are available at the alternate processing site or contracts are |Common Control Enhancements:
in place to support delivery to the site within the organization-defined time Satisfied CP-7(1).1 Examine the contingency plan to determine if the plan identifies
period for transfer/resumption; and If the system relies Partially satisfied the primary processing site hazards.
p7 ALTERNATE P1 c. Ensures that the alternate processlng site provides information security|on operational Not satisfied _ _ _ o o
PROCESSING SITE | MOD CP-7 (1) (2) (3) safeguards equivalent to that of the primary site. assets hosted Not applicable CP-7(1).2 Examine the alternate processing site to determine if the site is
outside VDC, then Risk-based decision not to implement sufficiently separated from the primary processing site so as not to be
Control Enhancements: the control may be susceptible to the same hazards identified at the primary site.
(1) The organization identifies an alternate processing site that is hybrid
from the primary processing site to reduce susceptibility to the CP-7(2) Examine the contingency plan to determine if the plan: (i) identifies
same threats. potential accessibility problems to the alternate processing site in the event
(2) The organization identifies potential accessibility problems to the of an area-wide disruption or disaster; and (i) defines explicit mitigation
lalternate processing site in the event of an area-wide disruption or lactions for those accessibility problems.
disaster and outlines explicit mitigation actions.
(3) The organization develops alternate processing site agreements that CP-7(3) Examine alternate processing site agreements to determine if the
contain priority-of-service provisions in accordance with organizational lagreements contain priority of service provisions in accordance with the
lavailability requirements (including recovery time objectives). lorganization’s availability requirements.
. - . - CP-8.1 Examine alternate telecommunication service agreements to
e v re ey I lce 0 pon e esumpon o
[ASSIGNMENT: organization-defined information system operations] for telecommunication services for critical mission/business functions within
lessential missions and business functions within [ASSIGNMENT: organl_zl_a_uon-deflned t[Telperlod when the primary telecommunications
organization defined time period] when the primary telecommunications capabiliies are unavailable.
z?;;aubri‘\tg\gs;é:unavallable at either the primary or altemate processing CP-S._Z Egamme_orgamzanonal_ (ecords or_c!ocum_ems to dete_rmlne if thg
Common lorganization assigns responsibility to S»peC}IfIC parties and deflngs specific
Control Enhancements: Satisfied ﬁ;:tlf:;;ﬂteezsure that the telecommunications services control is
L ELECOMMUNICATIO 1 (1) The organization: ‘ ) If additional . Pamally ;a!lsfled P .
cP-8 NS SERVICES MOD CP-8 (1) (2) (@) Develops primary a_nd a_lte_rnate lelepommuanatlons service ) systemlappllcatlon Not sansﬂed Control Enhancements:
lagreements that contain priority of-service provisions in accordance with |policy/procedures Not applicable ) CP-8(1) Examine priméw and alternate telecommunication service
grh?eacn:éaelswin::]gvallablhty requirements (including recovery time 2;1?]:(‘1’::'35:"0TIS isa Risk-based decision not to implement agreements to determine \fvthe agreements contaivn priority of servig:e
(b) Requests Telecommunications Service Priority for all prOV|s_|onl§ mv acco?jance Wlﬂi\ the availability requirements defined in the
telecommunications services used for national security emergency organization's contingency pian.
preparires e cveny v e pinry iy sherate Gr-3) Examine rinaryand et communicatons e
. N Ml : lagreements and interview appropriate telecommunications service
(2) The orggnlzanon obtalns_alterna_\te telec_ommunvlcauon_s services to p?oviders to determine if aItSrZatz and primary telecommunications
reduce the likelihood of sharing a single point of failure with primary services share a single point of failure
telecommunications services. .
CP-9.1 Examine organizational records or documents to determine if the
lorganization defines the user-level and system-level information (including
Isystem state information) that is required to be backed up and identifies
Control: The organization: the location for storing backup information.
la. Conducts backups of user-level information contained in the
information system [ASSIGNMENT: organization-defined frequency CP-9.2 Examine selected information system backup media, or selected
consistent with recovery time and recovery point objectives]; Common records of backups if available, to determine if the organization backs up
b. Conducts backups of system-level information contained in the the required user-level and system-level information (including system
information system [ASSIGNMENT: organization-defined frequency If system operations state information) in accordance with the organization-defined frequency
consistent with recovery time and recovery point objectives]; relyyon asssts that Satisfied land stores the backup information in designated locations in accordance
c. Copducts backups oﬂnfor_manon system documema_tlon_ mcludl_ng are not backed up by Partially satisfied yvith )
cp-o INFORMATION MOD?:lP-Q o security-related documentation [ASSIGNMENT: organization-defined \VDC or EDUCATE, Not satisfied information system backup procedures.

SYSTEM BACKUP

frequency consistent with recovery time and recovery point objectives];
land

d. Protects the confidentiality, integrity, and availability of backup
information at storage locations.

Control Enhancements:

(1) The organization tests backup information [ASSIGNMENT:
organization-defined frequency] to verify media reliability and information
integrity.

or the system
performs additional
backups, this control
may be hybrid.

Not applicable
Risk-based decision not to implement

CP-9.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the information system backup control is
implemented.

Control Enhancements:

CP-9(1) Examine organizational records or documents including results
from testing of backup operations to determine if the organization conducts
testing within the organization-defined frequency, and if the testing results
indicate backup media reliability and information integrity.
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Control Assessment Information

Scoping Guidancel Risk -Based Decision

S(:‘clf;li-ty Security Control Priority | Security Control I.Sa:éu[:;te [eeEEeET Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Contro{ Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
CP-10.1 Examine organi; records or ¢ to determine if the
lorganization makes available and applies mechanisms and procedures for
recovery and reconstitution of the information system.
CP-10.2 Examine organizational records or documents to determine if the
lorganization identifies means for capturing the information system’s
loperational state including all system parameters, patches, configuration
IControl: The organization provides for the recovery and reconstitution of fs:i}ﬂ:]egs’ and application/system software prior to system disruption or
the information system to a known state after a disruption, compromise, :
INFORMATION or failure. g;:‘t?:l(r;satisﬁed CP-10.3 Examine organizational records or documents to determine if the
cp-10 SYSTEM RECOVERY Voo gé,m @ Control Enhancements: Common, Hybrid, Not satisfied lorganization tests the information system after completion of recovery and

AND
RECONSTITUTION

(1) [Withdrawn: Incorporated into CP-4].

(2) The information system implements transaction recovery for systems
[that are transaction-based.

(3) [Withdrawn: Addressed through tailoring procedures.]

System-Specific

Not applicable
Risk-based decision not to implement

reconstitution operations.

CP-10.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the information system recovery and reconstitution
control is implemented.

Control Enhancements:

ICP-10(2) Examine organizational records or documents to determine if the
information system implements transaction recovery for systems that are
transaction-based.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

a S q Last Date S A
NIST Security q Priority / Security Control 5 Assessed Security - YFroreref] Justification
Control c oﬁ;‘;lilw:m 5 Baseline Security Control and Enhancements Type f:?rl;lt:l(:ll’ "ﬁzf;?tgn Control Effectiveness FmdmgsFlozzgmencnes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pecreer] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-1.1 Examine organizational records or documents to determine if
X R identification and authentication policy and procedures: (i) exist; (ii)
gogtere;;'hse ?jrogcaur::‘lz:rilt(sménd disseminates to are documented,; (jii) are disseminated to appropriate elements within
[ASSIGNI\BIENT' or aniz;nion-defined ersonnel or the organization; (iv) are periodically reviewed by responsible parties
roles]: - 019 p within the organization; and (v) are updated, when organizational
B e - . review indicates updates are required.
1. An identification and authentication policy that
Pl Common
addresses purpose, scope, roles, responsibilities, . . I . .
management commitment, coorcination among |- iong) Satisfed lemine 1 ine policy Adequately adcresses purpose. Scope, roles
DENTEITION organizational entities, and compliance; and system/application Partially satisfied responsibilities rE\an;, emgnl co%mitment co%rdpi)nali(;n aﬁovn '
1A-1 AUTHEQ?IDCATION MOPDl\A»l 2. Procedures to facilitate the implementation of the glic ) roe:?edures Not satisfied or znizational éntitiesgand compliance. o
POLICY AND identifjcatiop anq authentication poliqy and zre ir): Slace this is Not applicable » g ! P !
PROCEDURES associated identification and authentication controls; hybrid ! | Risk-based decision not to ine the identificati d authenticati d
and a hybrid control. implement :jA-tl.B I_Exal_?{rr:et e i Zntl ication a;_ _autt tentlggnon prltl)ce ures to
. . etermine if the procedures are sufficient to address all areas
kl)' EZ\SSH\% Zﬁgﬁ :ﬁg?ﬁ;g&gg&[}eﬂm'o“c identified in the identification and authentication policy and all
[ASSIGNMENT' organizalion-definsd Y associated identification and authentication controls.
frequency];and : . N L
2 denicaton and authentcaton procedures
[ASSIGNMENT: organization-defined frequency]. specific actions to ensure that the identification and authentication
policy and procedures control is implemented.
(COMror TTE OO SYSTETT UTyueETy TaETTUTTE: - = " n "
and authenticates organizational users (or with NIST Special Publication 800-63.
processes acting on behalf of organizational users). IA-2.3 Test the information system to determine if passwords, tokens,
Control Enhancements: or biometrics meet Level 2, 3, or 4 requirements consistent with NIST
h - . . N Special Publication 800-63.
(1) The information system implements multifactor
:E'};i':#ga“on for network access to privileged IA-2.4 Examine organizational records or documents to determine if
(2) The information system implements multifactor the organization assigns responsibility to specific parties and defines
uthentication for netzvork accgss to nonprivileged specific actions to ensure that the user identification and
authentication control is implemented.
accounts.
(3) The information system implements multifactor . .
Bl - [Common, Hybrid Control Enhancements:
:gégi'::t'gauon for local access to privileged IA-2(1) Examine the configuration settings and test the information
g IF SYSTEM USES e system to determine if the information system uses multifactor
(4) HIGH Only. IAIMS, COMMON Satisfied authentication for network access to privileged accounts
IDENTJ:’L%ATION o (5) Not Selected. ’ Partially satisfied .
A2 AUTHENTICATIONMOD A2 (1) (2) (3) ggg e gz::g:g' ELSE HYBRID o Za"ﬁfc'zgle IA-2(2) Examine the configuration settings and test the information
(ORGANIZATIONA|  (8) (11)(12 : (system specifc for pp system to determine if the information system uses multifactor

L USERS)

(8) The information system implements replay-
resistant authentication mechanisms for network
access to privileged accounts.

(9) Not Selected.

(10) Not Slected.

(11) The information system implements multifactor
authentication for remote access to privileged and
non-privileged accounts such that one of the factors
is provided by a device separate from the system
gaining access and the device meets
[ASSIGNMENT: organization-defined strength of
mechanism requirements].

(12) The information system accepts and
electronically verifies Personal Identity Verification
(PIV) credentials

app accounts, but
VDC provided for
"backend"
accounts)

Risk-based decision not to
implement

authentication for network access to non-privileged accounts.

1A-2(3) Examine the configuration settings and test the information
system to determine if the information system uses multifactor
authentication for local access to privileged accounts.

IA-2(8) Examine the configuration settings and test the information
system to determine if: (i) the organization defines the replay-resistant
authentication mechanisms to be used for network access to
privileged accounts; and (ii) the information system uses the
organization-defined replay-resistant authentication mechanisms for
network access to privileged accounts.

IA-2(11) Examine the configuration settings and test the information
system to determine if the information system implements multifactor
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

a G q Last Date 5 B
NIST Security q Priority / Security Control 5 Assessed Security - YFroreref] Justification
Control c oﬁ;‘;lilw:m 5 Baseline Security Control and Enhancements Type f:?rl;lt:l(:ll’ "ﬁzf;?tgn Control Effectiveness FmdmgsFlozzgmencnes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pecreer] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-3.1 Examine organizational records or documents and information
system configuration settings to determine if the system uses either
shared known information or an organizational authentication solution
to identify and
.Common (Hybrid / authenticate devices on local and/or wide area networks.
Control: The information system uniquely identifies |System-Specific) Satisfied
DEVICE and authenticates [ASSIGNMENT: organization- Partially satisfied IA-3.2 Examine organizational records or documents to determine if
A3 IDENTIFICATION MOEl\ A3 defineq specific and/ or types of devices] before NOTE:DEPENDS Not satisfied the strength of the device authentication mechanism is consistent with
AND establishing a [Selection (one or more): local; ON SETUP. Not applicable the FIPS 199 security categorization of the information system.
AUTHENTICATION remote; network] connection. Likely Common if Risk-based decision not to
no system-to- implement IA-3.3 Examine organizational records or documents to determine if
system interfaces the organization assigns responsibility to specific parties and defines
specific actions to ensure that the device authentication and
authentication control is implemented.
IA-4.1 Examine organizational records or documents and information
system configuration settings to determine if the organization
manages user identifiers by: (i) uniquely identifying each user; (ii)
verifying the identity of each user; (iii) receiving authorization to issue
X - . . a user identifier from an appropriate organization official; (iv) ensuring
g&qgﬂiggﬁigg:rgﬁnon manages information ?hat the user i_dentifier is A A A -
a. Receiving authorization from [ASSIGNMENT: issued tot_the_cljnlfgndde? party; (V)dd'??b""tg .‘,:Sler n?jenl_lfler e:_te_r an
organization-defined personnel or roles] to assign Satisfi organization-defined time period of inactivity; an (vi) archiving user
N S e atisfied identifiers.
an |nd|vujua|, gr_oup,_r_ole, or (jevm_e_ldenllfl_er,_ _ partially satisfied
\Aa IDENTIFIER MOFI;1\A 4 b. Selecting an |de_nt|f|er that identifies an individual, ‘Common, Hybrid, Not satisfied |A-4.2 Examine organizational records or documents to determine if a
- MANAGEMENT - group, role, or device;

c. Assigning the identifier to the intended individual,
group, role, or device;

d. Preventing reuse of identifiersfor [ASSIGNMENT:
organization-defined time period]; and

e. Disabling the identifier after [ASSIGNMENT:
organization-defined time period of inactivity].t

System-Specific

Not applicable
Risk-based decision not to
implement

personal identity verification (PIV) card token is used to uniquely
identify and authenticate federal employees and contractors in
accordance with FIPS 201 and NIST Special Publications 800-73,
800-76, and 800-78.

|A-4.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the identifier management control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

4 g 3 Last Date . T on
NIST Security q Priority / Security Control 5 Assessed Security - YFroreref] Justification
Control c oﬁ;‘;ﬁlw:m 5 Baseline Security Control and Enhancements Type f:?rl;lt:l;ll’ "ﬁzf:,s;gn Control Effectiveness FmdmgsFlozzgmencnes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pecreer] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The organization manages information
system authenticators by:
3&?&%@3 '{;Se ?c?erh‘;: ”:J? {ﬂg'?;;ﬂ}gﬁ;fm"ﬂ role IA-5.1 Examine organizational records or documents and the
or device réceivin theyauthenticator' - group. information system configuration settings to determine if the system
b. Establishin iniﬁal authenticator c[)ntent for protects passwords from unauthorized disclosure and modification
aﬁthenticator?deﬁned by the organization: \when stored and transmitted, prohibits passwords from being
c. Ensuring that authentiycators hgave sufficient displayed when entered, enforces password minimum and maximum
strength of mechanism for their intended use; lifetime rgsmctlo?s, and PE}WZ“S ber of _
d. Establishing and implementing administrative password reuse for a specified number of generations.
fgg&fgﬁﬁi:ﬁ{sglﬂ 3;2?2?;3;&55&?;2?2’ ;?,rd IA-5.2 Examine organizational records or documents to determine if
ifor revokl;n authenticators-g ' the organization establishes administrative procedures for initial
e Changin% default contenyt of authenticators prior authenticator distribution, for lost/compromised, or damaged
to information system installation; ?:Jgi;“cgmﬁérﬁ{gfgr;
f. Establishing minimum and maximum lifetime [¢] .
restictions and reuse conditions for authenticators; IA-5.3 Examine organizational records or documents to determine if
E«S\ggﬁ(‘;ﬁmg&ﬁrfrglgsi;;zgﬁ?égﬁézg[ime period by the organization changes default authenticators upon information
authenticator tybe]' system installation.
En:S:riﬁlzr;% Z?égﬁgﬂﬁztgﬁgogfé}}igﬁgn- and IA-5.4 Interview selected organizational personnel with identification
i. Requiring individuals to take, and havin'g devices and authentication responsibilities to determine if users take
- i . : reasonable measures to safeguard authenticators including
gﬂ’:rirr?t?cn;ﬁ)sr?gr?g security safeguards protect maintaining possession of their individual authenticators, not loaning
li. Changing authenticators for group/role accounts orhsharlngdauthentlcatlors with ised authenti . diatel
when membership to those accounts changes. others, and reporting lost or compromised authenticators immediately.
Control Enhancements: IA-5.5 Examine organizational records or documents to determine if
; - " the information system establishes user control of the corresponding
;ﬂtg:,iigggn? tlon system, for password-based private key and maps the authenticated identity to the user account
(a) Enforces minimum password complexity of (for PKI-based authentication).
K:rs ;{sGeNs“gEgg&igrgﬁﬂgggfg}dcmggtﬁg”L.ﬁin oefms IA-5.6 Examine organizational records or documents to determine if
upper-case letters, ' lower-case letters. nu'mbers and the organization assigns responsibility to specific parties and defines
ssgcial characters’ including minimurﬁ requirerﬁems [Common, Hybrid specific actions to ensure that the authenticator management control
; ' is implemented.
zg; eEi(;grtcyepsegt least the following number of IF SYSTEM USES
changed characters when new passwords are AIMS, COMMON Control Enhancements: N . . . .
created: [ASSIGNMENT: organization-defined IF SYSTEM USES IA-5(1) Examine the configuration settings and test the information
numberi' -org PIN, MAY ALSO Satisfied system to determine if: (i) the organization defines the minimum
P1 () Stores and transmits only encrypted BE COMMON (if Partially satisfied password complexity requirements to be enforced for case sensitivity,
1A-5 AUTHENTICATOR |MOD IA°5 (1) (2) ®)| g presentations of assworéls » PIN outside of Not satisfied the number of characters, and the mix of upper-case letters, lower-
MANAGEMENT (11) (d)pEnforceS asSV\Ford minimum and maximum boundaries) Not applicable case letters, numbers, and special characters including minimum
lifetime restrigtions of [ASSIGNMENT: organization Risk-based decision not to requirements for each type; (i) the organization defines the minimum
: Org: ELSE HYBRID implement number of characters that must be changed when new passwords are

defined numbers for lifetime minimum, lifetime
maximum];

(e) Prohibits password reuse for [ASSIGNMENT:
organization-defined number] generations; and

(f) Allows the use of a temporary password for
system logons with an immediate change to a
permanent password.

(2) The information system, for PKI-based
authentication:

(a) Validates certifications by constructing and
verifying a certification path to an accepted trust
anchor including checking certificate status
information;

(b) Enforces authorized access to the
corresponding private key; and

(c) Maps the authenticated identity to the account of
the individual or group; and

(d) Implements a local cache of revocation data to
support path discovery and validation in case of
inability to access revocation information via the
network.

(3) The organization requires that the registration
process to receive [ASSIGNMENT: organization-
defined types of and/or specific authenticators] be
conducted [Selection: in person; by a trusted third
party] before [ASSIGNMENT: organization-defined
registration authority] with authorization by
[ASSIGNMENT: organization-defined personnel or
roles].).

(4) Not Selected.

(5) Not Selected.

(6) Not Selected.

(7) Not Selected.

(8) Not Selected.

(9) Not Selected.

(10) Not Selected.

(11) The information system, for hardware token-

(system specifc for
app accounts, but
VDC provided for
"backend"
accounts)

created; (iii) the organization defines the restrictions to be enforced for
password minimum lifetime and password maximum lifetime
parameters; (iv) the organization defines the number of generations
for which password reuse is prohibited; and (v) the information
system, for password-based authentication:

-enforces the minimum password complexity standards that meet the
organization-defined requirements;

-enforces the organization-defined minimum number of characters
that must be changed when new passwords are created;

-encrypts passwords in storage and in transmission; -enforces the
organization-defined restrictions for password minimum lifetime and
password maximum lifetime parameters; and

-prohibits password reuse for the organization-defined number of
generations.

IA-5(2) Examine the configuration settings and test the information
system to determine if the information system, for PKI-based
authentication:

-validates certificates by constructing a certification path with status
information to an accepted trust anchor;

-enforces authorized access to the corresponding private key; and
-maps the authenticated identity to the user account.

IA-5(3) Examine organizational records or documents to determine if:
(i) the organization defines the types of and/or specific authenticators
for which the registration process must be carried out in person before
a designated registration authority with authorization by a designated
organizational official; and (i) the organization requires that the
registration process to receive organization-defined types of and/or
specific authenticators be carried out in person before a designated
registration authority with authorization by a designated organizational
official (e.g., a supervisor).

IA-5(11) Examine the configuration settings and test the information
system to determine if the information system, for hardware token-
based authentication, employs mechanisms that satisfy organization-
defined token qualitv requirements.

Template Date March 6, 20|

L4




Page 30

Security Self Assessment Template Rev. 4 Compliant Moderate 2014 March 6

Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

N P q Last Date S A
NIST Security q Priority / Security Control 5 Assessed Security - YFroreref] Justification
Control c oﬁ;‘;ﬁlw:m 5 Baseline Security Control and Enhancements Type f:?rl;lt:l;ll’ "ﬁzf:,s;gn Control Effectiveness FmdmgsFlozzgmencnes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pecreer] (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
[Common, Hybrid IA-6.1 Examine organizational records or documents and information
system configuration settings to determine if the system obscures
IF SYSTEM USES feedback of authentication information during the authentication
AIMS, COMMON process (e.g., displaying asterisks when a user types in a password).
IF SYSTEM USES
Control: The information system obscures feedback PIN, MAY ALSO_ Sati_sfied o IA-G._2 Test tlje_ info_rmation_system to d_e_termine if the feedback
o of authéntication information during the BE COMMON (if Pamally ;ansﬂed prowde_s sufficient information for a legitimate user to understand why
A6 AUTHENTICATOR MOD 1A-6 authentication process to protect the information PIN outside of Not satlsfled access is not granted (e.g., made a keystroke mistake, forgot the
FEEDBACK from possible exploitation/use by unauthorized boundaries) Not applicable - password), but does not provide . .
individuals _Rlsk-based decision not to mforma_tlon_that would _allow an unauthorized user to compromise the
. ELSE HYBRID implement authentication mechanism.
(system specifc for
app accounts, but IA-6.3 Examine organizational records or documents to determine if
'VDC provided for the organization assigns responsibility to specific parties and defines
"backend" specific actions to ensure that the authenticator feedback control is
accounts) implemented.
IA-7.1 Examine organizational records or documents and information
system configuration settings to determine if the system employs
authentication methods for authentication to a cryptographic module
that meet the requirements of FIPS 140-2.
IA-7.2 Examine organizational records or documents and information
system configuration settings to determine if the information system
Control: The information system implements Common Satisfied lemploys authentication methods in accordance with FIPS 201 and
mechanisms for authentication to a cryptographic Partially satisfied NIST Special Publications 800-73 and 800-78 when the cryptographic
A7 CRY;’AE)DGU'T_‘EPH'C MOFI;1\A ,  |module that meet the requirements of applicable |5, . Not satisfied module is a personal identity verification (PIV) card token.
) - federal laws, Executive Orders, directives, policies, | roVided by VDC Not applicable
AUTHENTICATION g 3 » P g pp!
regulations, standards, and guidance for such Risk-based decision not to IA-7.3 Examine organizational records or documents to determine if
authentication. implement the organization clearly documents authentication methods to a
cryptographic module for the information system.
|A-7.4 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the cryptographic module
authentication control is
implemented.
IA-8 Examine organizational records or documents to determine if the
organization defines the information system uniquely identifies and
authenticates non-organizational users (or processes acting on behalf
Control: The information system uniquely identifies of non-organizational users).
and authenticates non-organizational users (or ‘Common, Hybrid
processes acting on behalf of non-organizational Control Enhancement:
users). IF SYSTEM USES IA-8(1) Examine the information system documentation or
AIMS, COMMON configuration settings to determine if the information system accepts
Control Enhancement: IF SYSTEM USES and electronically verifies Personal Identity Verification (PIV)
\DENTIFICATION (1) The information system accepts and PIN, MAY ALSO Satisfied credentials from other federal agencies.
AND P1 electronically verifies Personal Identity Verification ([BE COMMON (if Partially satisfied
A8 AUTHENTICATION| MOD IA-8(1)(2)(3) |(PIV) credentials from other federal agencies. PIN outside of Not satisfied IA-8(2) Examine the information system documentation or
- @) (2) The information system accepts only FICAM- boundaries) Not applicable configuration settings to determine if the information system accepts
ORGAU"QSQTS')ONAL approved third-party credentials Risk-based decision not to only Federal Identity, Credential, and Access Management (FICAM)-
(3) The organization employs only FICAM-approved [ELSE HYBRID implement approved third-party credentials.

information system components in [ASSIGNMENT:
organization-defined information systems] to accept
third-party credentials.

(4) The information system conforms to FICAM-
issued profiles.

(system specifc for
app accounts, but
\VDC provided for
"backend"
accounts)

IA-8(3) Examine organizational records or documents to determine if
the organization employs only FICAM-approved information system
components in organization-defined information systems to accept
third-party credentials.

IA-8(4) Examine the information system documentation or
configuration settings to determine if the information system conforms

to FICAM-issued profiles.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

SeNcIS:i-t Security Control Priority / Security Control Lsa:‘:u[:iat;e eeEEERT Assessed Security Control Justification
Contro{ N;’me Baseline Security Control and Enhancements Type Control e et Effectiveness Findings I Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed
not to implement)
IR-1.1 Examine organizational records or documents to determine if
incident response policy and procedures: (i) exist; (i) are documented; (iii)
Control: The organization: are disseminated to appropriate elements within the organization; (iv) are
N y " . . eriodically reviewed by responsible parties within the organization; and (v)
a. Develops, documents, and disseminates to [ASSIGNMENT: P o e A
organization-defined personnel or roles]: lare updated, when organizational review indicates updates are required.
1. An incident response policy that addresses purpose, scope, roles, ICommon . . " L "
S " Lo L IR-1.2 Examine the incident response policy to determine if the policy
IR-1 RESPONSE POLICY MO'IDDIIR-l 2. Procedures to facilitate the implementation of the incident response system/application Not satisfied coordination among organizational entities, and compliance.
AND PROCEDURES policy and associated incident response controls; and policy/procedures are Not applicable |R-1.3 Examine the incident response procedures to determine if the
b. Reviews and updates the current: in place, this is a Risk-based decision not to implement . d ffici ddp "p ‘dentified in the incid
1. Incident response policy [ASSIGNMENT: organization-defined hybrid control procedures are sufficient to address all areas identified in the incident
fréquency]' and : : response policy and all associated incident response controls.
2. Incident response procedures [ASSIGNMENT: organization-defined IR-1.4 Examine organizational records or documents to determine if the
frequency]. : : o py y . el
organization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response policy and procedures control
is implemented.
IR-2.1 Examine organizational records or documents to determine if the
lorganization identifies personnel with significant incident response roles
land responsibilities and documents those roles and responsibilities.
IR-2.2 Examine organizational records or documents to determine if: (i)
incident response training is provided to personnel with significant incident
response roles and responsibilities; (ii) records include the type of incident
Control: The organization provides incident response training to response training received and the date completed; and (iii) initial and
information system users consistent with assigned roles and Satisfied refresher training is provided in accordance with organization-defined
INCIDENT P2 responsibilities: Common, Hybrid Partially satisfied frequency, at least annually.
IR-2 RESPONSE MOD IR-2 a. Within [ASSIGNMENT: organization-defined time period] of assuming S stem—é e)(/:\fic ' Not satisfied
TRAINING lan incident response role or responsibility; V! P Not applicable IR-2.3 Examine the incident response training material for the selected
b. When required by information system changes; and Risk-based decision not to implement roles and responsibilities to determine if the material addresses the
c. [ASSIGNMENT: organization-defined frequency] thereafter. procedures and activities necessary to fulfill those roles and
responsibilities.
IR-2.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response training control is
implemented.
IR-3.1 Examine organizational records or documents to determine if the
organization tests its incident response capability using the organization
defined tests and exercises in accordance with the organization-defined
frequency and documents the results of the tests.
IR-3.2 Examine organizational records or documents to determine if the
Control: The organization tests the incident response capability for the :giirllwszatlun reviews incident response test results and takes corrective
information system [ASSIGNMENT: organization-defined frequency] .
using [ASSIGNMENT: organization-defined tests] to determine the Satisfied . S .
> : e IR-3.3 Examine organizational records or documents to determine if the
INCIDENT P2 incident response effectiveness and documents the results. ICommon, Hybrid, Partially satisfied incident response tests or exercises address key aspects of the incident
IR-3 MOD IR-3 (2) Not satisfied

RESPONSE TESTING

Control Enhancements:

(1) Not Selected.

(2) The organization coordinates incident response testing with
lorganizational elements responsible for related plans.

ISystem-Specific

Not applicable
Risk-based decision not to implement

response capability and if the tests or exercises confirm that the incident
response objectives are met.

IR-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response testing control is implemented.

IControl Enhancements:

IR-3(2) Examine organizational records or documents to determine if the
organization coordinates incident response testing with organizational
lelements responsible for related plans.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

SeNcIS:i-ty Security Control Priori§yl . Security Control Lsa:‘:u[:iat;e eeEEERT Assessed Se}:urity Control o o Ju;tificaﬁion ) .
Canial Name Baseline Security Control and Enhancements Type Control e et Effectiveness Findings I Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed
not to implement)
IR-4.1 Examine organizational records or documents to determine if the
organization implements an incident handling capability for the
Control: The organization: information system that includes preparation, detection and analysis,
la. Implements an incident handling capability for security incidents that containment, eradication, and recovery.
includes preparation, detection and analysis, containment, eradication,
land recovery; IR-4.2 Examine organizational records or documents (or personnel
b. Coordinates incident handling activities with contingency planning Satisfied lengaged in incident handling activities) to determine if personnel are
b1 lactivities; and \Common, Hybrid Partially satisfied following designated incident handling procedures.
IR-4 INCIDENT HANDLING MOD IR-4 (1) c. Incorporates lessons learned from ongoing incident handling activities S stem-é ecific ! Not satisfied
into incident response procedures, training, and testing/exercises, and Y P Not applicable IR-4.3 Examine organizational records or documents to determine if the
implements the resulting changes accordingly. Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident handling control is implemented.
Control Enhancements:
(1) The organization employs automated mechanisms to support the IControl Enhancements:
incident handling process. IR-4(1)Examine organizational records or documents to determine if
incident handling functions are automated.
IR-5.1 Examine organizational records or documents to determine if the
organization tracks and documents information system security incidents
lon an ongoing basis.
o ) ! ) iztltwsz?lle;jsatisfied IR-5.2 Ex_an]ing organiza_tiur)al recc_)r_d_s or ducumen_ts (qr personnel
RS INCIDENT P1 Conlrpl: Thg organization tracks and documents information system (ICommon, Hyb‘nd, Not satisfied lengaged in incident monitoring activities) to determine if personnel are
MONITORING MOD IR-5 security incidents. System-Specific N following designated incident monitoring procedures.
ot applicable
Risk-based decision not to implement IR-5.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident monitoring control is implemented.
IR-6.1 Examine organizational records or documents to determine if
theorganization promptly reports incident information to appropriate
Control: The organization: lauthorities.
a. Requires personnel to report suspected security incidents to the
lorganizational incident response capability within [ASSIGNMENT: IR-6.2 Examine organizational records or documents (or personnel
lorganization-defined time-period]; and Satisfied lengaged in incident reporting activities) to determine if personnel are
e INCIDENT p1 g Reports security incident information to [ASSIGNMENT: organization- (Common, Hybrid, Parl\all)_/ s_alisfied following designated incident reporting procedures.
- REPORTING MOD IR-6(1) lefined authorities]. System-Specific Not sans_fled
Not applicable IR-6.3 Examine organizational records or documents to determine if the
Control Enhancements: Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
(1) The organization employs automated mechanisms to assist in the lactions to ensure that the incident reporting control is implemented.
reporting of security incidents.
IControl Enhancements:
IR-6(1) Examine organizational records or documents to determine if
incident reporting functions are automated.
IR-7.1 Examine organizational records or documents to determine if the
organization provides an incident response support resource that offers
ladvice and assistance to users of the information system for the handling
land reporting of security incidents.
Control: The organization provides an incident response support
resource, integral to the organizational incident response capability that IR-7.2 Examine organizational records or documents (or personnel
offers advice and assistance to users of the information system for the  |Common Satisfied lengaged in incident response support activities) to determine if personnel
INCIDENT b3 handling and reporting of security incidents. Partially satisfied lare following designated incident response support procedures.
IR-7 RESPONSE g Provided by VDC Not satisfied
ASSISTANCE MODIR-7 (1)

Control Enhancements:
(1) The organization employs automated mechanisms to increase the
lavailability of incident response-related information and support.

Not applicable
Risk-based decision not to implement

IR-7.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response assistance control is
implemented.

IControl Enhancements:
IR-7(1) Examine organizational records or documents to determine if

incident response support functions are automated.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

SeNcIS:i-t Security Control Priority / Security Control Lsa:‘:u[:iat;e eeEEERT Assessed Security Control Justification
Contre o{ N;’m o Baseline Security Control and Enhancements Type Control e et Effectiveness Findings I Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed
not to implement)
Control: The organization: . S .
" . IR-8.1 Examine organizational records or documents to determine if the
- Develops an incident response plan that: organization develops an incident response plan that: -provides the
1. Provides the organization with a roadmap for implementing its incident 2;%2?)‘5@'_0" with a roadmap for implementing its incident response
response capability; ¥ !
2. Describes the structure and organization of the incident response ci?)sacbrill?ti's the structure and organization of the incident response
capability; AT . s
3 growldyes a high-level approach for how the incident response ;prowdeia hlgh—lﬁvel approach for how the incident response capability
- 2 P its into the overall organization;
capability fits into the overall organization; " N . N - .
4. Meets the unique requirements of the organization, which relate to meets the unique requlremdefms of Ih? organization, which relate to
mission, size, structure, and functions; mission, size, structure, and functions;
5. Defines reportable incidents; -defln_es reporl;xble |nc|dents;} . L
6. Provides metrics for measur}ng the incident response capability within —prowdesvmetncs for measuring the incident response capabilty within the
the organization. Satisfied ?r;g::ezsa:;?:'resources and management support needed to effectively
RS INCIDENT P1 Zn a?&g?:z;zen:eafgggﬁ:gg ;??ggsg?‘:gt CS au FP ;lg Iﬁ r?e:: de d to effectively ICommon, Hybrid, Zﬁ?‘:ﬁ"&z:ﬂsmd maintain and mature an incident response capability; and
RESPONSE PLAN MOD IR-8 Y ISystem-Specific -is reviewed and approved by designated officials within the organization.

8. Is reviewed and approved by [ASSIGNMENT: organization-defined
personnel or roles];

b. Distributes copies of the incident response plan to [ASSIGNMENT:
lorganization-defined incident response personnel (identified by name
land/or by role) and organizational elements];

c. Reviews the incident response plan [ASSIGNMENT: organization-
defined frequency];

d. Updates the incident response plan to address system/organizational
Ichanges or problems encountered during plan implementation,
lexecution, or testing;

le. Communicates incident response plan changes to [ASSIGNMENT:
lorganization-defined incident response personnel (identified by name
land/or by role) and organizational elements].

f. Protects the incident response plan from unauthorized disclosure and
modification.

Not applicable
Risk-based decision not to implement

IR-8.2 Examine organizational records or documents to determine if: (i) the
organization defines, in the incident response plan, incident response
personnel (identified by name and/or role) and organizational elements; (i)
the organization distributes copies of the incident response plan to incident
response personnel and organizational elements identified in the plan; (jii)
the organization defines, in the incident response plan, the frequency to
review the plan; (iv) the organization reviews the incident response plan in
laccordance with the organization-defined frequency; (v) the organization
revises the incident response plan to address system/organizational
changes or problems encountered during plan implementation, execution,
jor testing; and (vi) the organization communicates incident response plan
changes to incident response personnel and organizational elements
identified in the plan.
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST - Last Date ;
3 5 Priority | 5 i Assessed Security Control Justi on
?:e;:“':;{ Secur’:‘tz"(‘.‘.: ol Baseli!le Security Control and Enhancements Sec:lvr:riyfyﬁz:;tl;(;‘lj;ype ?:e:r:jt:g Ing:f:t;:" Effectiveness ) Findings I Deficiencies Found (mqs! be cqmpleted if _Assessed Securily Contr‘olb NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation et (select one of the following) Effectiveness is Not Appl_u:able or Risk-based decision
not to implement)
MA-1.1 Examine organizational records or documents to determine if the
information system maintenance policy and procedures: (i) exist; (i) are
[documented; (iii) are disseminated to appropriate elements within the
lorganization; (iv) are periodically reviewed by responsible parties within the
Control: The organization: lorganization; and (v) are updated, when organizational review indicates
a. Develops, documents, and disseminates to [ASSIGNMENT: updates are required.
lorganization-defined personnel or roles]: Common
1. A system maintenance policy that addresses purpose, scope, roles, MA-1.2 Examine the information system maintenance policy to determine if
responsibilities, management commitment, coordination among If additional Satisfied the policy adequately addresses purpose, scope, roles, responsibilities,
MAI?\IYTSELEA%CE - lorganizational entities, and compliance; and system/application Partially satisfied management commitment, coordination among organizational entities, and
MA-1 POLICY AND MOD MA-1 2. Procedures to facilitate the implementation of the system maintenance |policy/procedures are in Not satisfied icompliance.
PROCEDURES policy and associated system maintenance controls; and place, this is a hybrid Not applicable
b. Reviews and updates the current: control. Risk-based decision not to implement MA-1.3 Examine the information system maintenance procedures to
1. System maintenance policy [ASSIGNMENT: organization-defined [determine if the procedures are sufficient to address all areas identified in
frequency]; and the information system mai e policy and all i information
2. System maintenance procedures [ASSIGNMENT: organization-defined| Isystem maintenance controls.
frequency].
MA-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the system maintenance policy and procedures
control is
Common, Hybrid MA-2.1 E izational ds or d d ine if th
Control: The organization: -2.1 Examine organizational records or documents to determine if the
a. Schedules, performs, documents, and reviews records of maintenance WHILE FSA GENERALLY organization sg:?r?:Ice:n?ngnzirlf:LTtsh’eo:Jn!;g?lnijf;%:"s(a;veernaildarcecgourlda;nce
land repairs on information system components in accordance with THINKS OF THESE with manufacturer or venﬂor specifications and/or or yanizalional
manufacturer or vendor ifications and/or of ional CONTROLS AS requirements P 9
requirements; COMMON, WE MUST a :
b. Approves and monitors all maintenance activities, whether performed |[NOTE THAT, TO THE - A
on site or remotely and whether the equipment is serviced on site or EXTENT THAT AN MA'Z'.Z Examine organizational vgcords or doqumems to determine if the
removed to another location; IAPPLICATION-SUPPORT e organlzat\on fully documents routine preyemanvg and regu[ar
c. Requires that [ASSIGNMENT: organization-defined personnel or roles] [TEAM MUST CONDUCT g:}‘t?af\llfds atisfied vrci?r"n;?g:ggcg:etrs rc\?erggl;?thesc?fifc‘;t?ol:gogm‘é?Zn’sél:rt\iezrgﬁ:g nagslc:erggg‘cce
MA2 CONTROLLED P2 lexplicitly approve the removal of the information system or system INTEGRATION TESTING Not sat):sﬂed maintenance requirements.
MAINTENANCE MOD MA-2 icomponents from organizational facilities for off-site maintenance or UPON Not applicable .
repairs; INFRASTRUCTURE pp

d. Sanitizes equipment to remove all information from associated media
prior to removal from organizational facilities for off-site maintenance or
repairs;

le. Checks all potentially impacted security controls to verify that the
controls are still functioning properly following maintenance or repair
lactions; and

f. Includes [ASSIGNMENT: organization-defined maintenance-related
information] in organizational maintenance records.

MAINTENANCE, AND
MAY, UNDER CERTAIN
CIRCUMSTANCES,
MODIFY THE
IAPPLICATION DUE TO
INFRASTRUCTURE
CHANGES, THIS
CONTROL COULD BE
DEEMED

Risk-based decision not to implement

MA-2.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the periodic maintenance control is implemented.

MA-2.6 Examine the maintenance log to determine if the log includes: (i)
the date and time of maintenance; (i) name of the individual performing the
maintenance; (i) name of escort, if necessary; (iv) a description of the
maintenance performed; and (v) a list of equipment removed or replaced
(including identification numbers, if applicable).
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST - Last Date ;
3 5 Priority | 5 i Assessed Security Control Justi on
sce;:“':;{ Secur’:‘tzn(‘.‘.: ol Baseli!le Security Control and Enhancements Sec;lvr:r)i/fy(:tz:;tl;%;ype ?:e:r:jt:g Ing:f:t;:" Effectiveness ) Findings I Deficiencies Found (mqs! be cqmpleted if _Assessed Securily Contr‘olb NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation et (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
MA-3.1 Examine organizational records or documents to determine if the
organization approves, controls, and monitors information system
maintenance tools.
(Common, Hybrid MA-3.2 Examine approved information system maintenance tools and
. associated documentation to determine if the organization maintains the
ggLERVXE&ETESHﬁKS OF tools and documentation on an ongoing basis and if the processes applied
THESE CONTROLS AS are consistent with the documented maintenance procedures.
Control Enhancements: COMMON, WE MUST
(1) The organization inspects the maintenance tools carried into a facility NOTE THAT TO THE Satisfied MA-3.3 Examine organizational records or documents to determine if the
by maintenance personnel for improper or pnau;honzeq modifications. EXTENT THAT AN Partially satisfied organization assigns respons‘\blllly to specific pames»ar‘\cl defines specific
MA3 MAINTENANCE P2 (2) The organization checks media containing diagnostic and test APPLICATION-SUPPORT Not satisfied actions to ensure that the maintenance tools control is implemented.
TooLs MOD MA-3 (1) (2) |programs for malicious code before the media are used in the information TEAM FOR A COTS Not applicable
system. PRODUCT, FOR Risk—gzsed decision not to implement Control Enhancements: M
(3) HIGH Only. EXAMPLE‘MUST OBTAIN MA-S(_l) Examine organizational records or docyme_nts to deggrmme if the
MAINTENANCE organization inspects all maintenance tools camet_i into a facility by
SUPPORT FOR THE maintenance personnel for obvious improper modifications.
QEZL!.EQTBI'SS?.THIS MAY MA-3(2) Examine organizational records or documents to determine if the
CONTROL organization checks all media containing diagnostic and test programs
(e.g., software or firmware used for information system maintenance or
diagnostics) for malicious code before the media are used in the
information system.
MA-4.1 Examine organizational records or documents to determine if the
organization approves, controls, and monitors remotely executed
maintenance and diagnostic activities.
MA-4.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the remote maintenance control is implemented.
Control Enhancements:
. . MA-4(2) Examine organizational records or documents to determine if the
Control: The organization: Common, Hybrid organization documents the installation and use of non-local maintenance
a. Approves and monitors nonlocal maintenance and diagnostic activities; and diagnostic connections in the security plan for the information system.
b. Allows the use of nonlocal maintenance and diagnostic tools only as  |WHILE FSA GENERALLY
iconsistent with organizational policy and documented in the security plan [THINKS OF THESE
for the information system; CONTROLS AS
c. Employs strong authenticators in the establishment of nonlocal COMMON, WE MUST
maintenance and diagnostic sessions; NOTE THAT, TO THE Satisfied
NONLOCAL - d. Maintains records for nonlocal maintenance and diagnostic activities; [EXTENT THAT AN Panially satisfied
MA-4 MAINTENANCE MOD MA-4 (2) d IAPPLICATION-SUPPORT Not satisfied
le. Terminates session and network connections when nonlocal ITEAM FOR A COTS Not applicable
maintenance is completed. PRODUCT, FOR Risk-based decision not to implement
EXAMPLE, MUST OBTAIN
Control Enhancements: MAINTENANCE
(1) Not Selected. SUPPORT FOR THE
(2) The organization documents in the security plan for the information ~ |APPLICATION, THIS MAY
system, the policies and procedures for the establishment and use of BE A "HYBRID"
nonlocal maintenance and diagnostic connections. CONTROL
Common, Hybrid MA-5.1 Examine organizational records or documents to determine if: (i)
the organization maintains a list of personnel authorized to perform
\WHILE FSA GENERALLY maintenance on the information system; and (ii) only authorized personnel
ITHINKS OF THESE have performed maintenance on the information system.
Control: The organization: ICONTROLS AS
a. Establishes a process for maintenance personnel authorization and ~ (COMMON, WE MUST MA-5.2 Examine organizational records or documents to determine if
maintains a list of authorized maintenance organizations or personnel;  |[NOTE THAT, TO THE Satisfied theorganization assigns responsibility to specific parties and defines
MAINTENANCE - b. Ensures that non-escorted personnel performing maintenance on the |EXTENT THAT AN Partially satisfied specific actions to ensure that the maintenance personnel control is
MAS Mobmas [information system have required access authorizations; and APPLICATION-SUPPORT Not satisfied

PERSONNEL

c. Designates organizational personnel with required access
authorizations and technical competence to supervise the maintenance
activities of personnel who do not possess the required access
authorizations.

ITEAM FOR A COTS
PRODUCT, FOR
EXAMPLE, MUST OBTAIN
MAINTENANCE
SUPPORT FOR THE
IAPPLICATION, THIS MAY
BE A "HYBRID"

CONTROL

Not applicable
Risk-based decision not to implement

implemented.
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision
NIST - Last Date ;
3 5 Priority | 5 i Assessed Security Control Justi on
?:e:r:“':;{ Secur’:‘tz"(‘.‘.: ol Baseline Security Control and Enhancements sec?‘;:riyfyﬁ?_l?s";gl ('el')ype ?:e:r:jt:ﬁ)ll Ings‘s:ﬁt::" Effectiveness Findings I Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation P et (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
Common, Hybrid
IWHILE FSA GENERALLY
ITHINKS OF THESE
gg:‘AIAFEJOAILSMj?éSMUST MA-6.1 Examine organizational records or documents to determine if
NOTE THAT TO THE Satisfied maintenance support agreements and the inventory of spare parts are
Control: The organization obtains maintenance support and/or spare EXTENT THAT AN Partially satisfied sufficient to support the organization-defined list of key information system
TIMELY P1 arts for [ASSIGNMENT: organization-defined information system components within the organization-defined time period of failure.
MA6 MATMELY e T L g 4 APPLICATION-SUPPORT Not satisfied P g P

icomponents] within [ASSIGNMENT: organization-defined time period] of
failure.

ITEAM FOR A COTS
PRODUCT, FOR
EXAMPLE, MUST OBTAIN!
MAINTENANCE
SUPPORT FOR THE
IAPPLICATION, THIS MAY
BE A "HYBRID"
CONTROL

Not applicable
Risk-based decision not to implement

MA-6.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the timely maintenance control is implemented.
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Security Control Information Control Assessment Information
Scoping Guidance/ Risk -Based Decision
S:‘e‘i‘i’ty Security Control i Security Control Lsa:(:u[iiat;e eeEEEn Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
MP-1.1 Examine organizational records or documents to determine if the
imedia protection policy and procedures: (i) exist; (ii) are documented; (iii)
. . lare disseminated to appropriate elements within the organization; (iv) are
Control: The organization:
) periodically reviewed by responsible parties within the organization; and (v)
g;gDaen\i/ze;?i?)?{—gg;gg]degt;szg:ec:liferroTIHens?'les 10 [ASSIGNMENT: Common lare updated when organizational reviews indicate updates are required.
1. A media protection policy that addresses purpose, scope, roles, . " " . .
il rnanagemeym- C i t, goorpdinanon Smong If additional Satisfied MP-1.2 Examine the media protection policy to de‘e’"?'”.?." the policy
MEDIA PROTECTION b1 organizational entities, and compliance; and system/application Partially satisfied Ialdequalely acifgﬁs;%:?:}Zhscgr’)znrigﬁlsé"rzlszﬁgﬁgl“:‘Sd' g?ﬂ?:""gzm
MP-1 pl;%%%‘[f)cggs MOD MP-1 2. Procedures to facilitate the implementation of the media protection policy/procedures are Not satisfied 9 o1 ! P !
policy and associated media protection controls; and in place, this is a Not applicable . : .
© N ° e . . MP-1.3 Examine the media protection procedures to determine if the
'i)' I\Rﬂi‘gieawsr;g?:#;fa;eliIh[iglglr(gr!:llMENT' organization-defined hybrid control. Risk-based decision not to implement procedures are sufficient to address all areas identified in the media
fr‘equenc)ﬁ' and policy - 0rgi protection policy and all associated media protection controls.
fzréM::;]aC qrotectlun procedures [ASSIGNMENT: organization-defined MP-1.4 Examine organizational records or documents to determine if the
q Yl lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media protection policy and procedures control is
implemented.
IMP-2.1 Examine organizational records or documents and/or physical
Satisfied [facilities containing media devices to determine if only authorized users
b1 IControl: The organization restricts access to [ASSIGNMENT: Common. Hybrid Partially satisfied zi‘é?liceciensfvir(moa"l]ig)r:msagloe?nm printed form or on digital media removed
P2 MEDIA ACCESS VobMp2  |organization-defined types of digital and/ or non-digital media] to ot St Not satisfied ystem.
[ASSIGNMENT: organization-defined personnel or roles]. 4 P Not applicable 22 . izational d d d ine if th
Risk-based decision not to implement IMP-. - vaammev organlzauonvav records or documents to etermine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media access control is implemented.
IMP-3 Examine organizational records or documents to determine if:
(i) the organization defines removable media types and information system
output that require marking;
(Control: The organization: (ii) the organization marks removable media and information system output
L N . - " P - " in accordance with organizational policies and procedures, indicating the
la. Marks information system media indicating the distribution limitations, Satisfied T P " " - N
handling caveats, and applicable security markings (if any) of the . Partially satisfied E!IS(rlhutIDﬂ Imnatlons,‘ ha.ndhng caveats, and applicable security markings
PL N e Common, Hybrid, ! (if any) of the information;
MP-3 MEDIA MARKING MOD MP-3 information; and System-Specific Not satisfied (iii the organization defines:
b. Exempts [ASSIGNMENT: organization-defined types of information 4 P Not applicable —removablge media types and information system output exempt from
isystem media] from marking as long as the media remain within Risk-based decision not to implement marking; P! 4 P P
[ASSIGNMENT: organization-defined controlled areas]. -controlled areas designated for retaining removable media and
information output exempt from marking; and
(iv) removable media and information system output exempt from marking
remain within designated controlled areas.
IMP-4.1 Examine organizational records or documents to determine if the
lorganization protects information system media at the highest FIPS 199
isecurity category for the information system until the media is destroyed or
(Control: The organization: sanitized using approved equipment, techniques, and procedures.
" . . - Satisfied
p1 :‘e: :grjl‘callgscgfn;zullfa?gi jegf;%lﬁ_z‘lorﬁj L’::j;?xmi’}};é?gﬂ&?ﬁ? Common, Hybrid Partially satisfied IMP-4.2 Examine the location where the organization physically controls
MP-4 MEDIA STORAGE MOD MP-4 or anlza{gn—defmegd controlled areas? : S stem—§ e)émc ! Not satisfied land securely stores information system media, both paper and digital, to
b. gProtects information system media .Llntll the media are destroyed or V! P! Not applicable determine if the organization controls the media at the highest FIPS 199
s " ystem " Y Risk-based decision not to implement security category of the information recorded on the media.
sanitized using approved equipment, techniques, and procedures.
IMP-4.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
|actions to ensure that the media storage control is implemented.
Control: The organization: . . .
" . MP-5.1 Examine organizational records or documents to determine if the
a. Protects and controls [ASSIGNMENT: organization-defined types of P ; " -
digital and non-digital media] during transport outside of controlled areas organization restricts the pickup, receipt, transfer, and delivery of
Lsing [ASSIGNMENT: organization-defined security safeguards]; information system media (paper and digital) to authorized personnel.
gg{!ﬂgf;";ﬁﬁ%ﬂgﬂtZ’,’é'g’s'vmr information system media during transport MP-5.2 Examine the list of personnel that have been authorized for the
: pickup, receipt, transfer, and delivery of information system media to
gyggfmigﬁiﬁ?&'mes associated with the transport of information Satisfied determine if access is appropriately restricted.
" . Partially satisfied
MP-5 MEDIA TRANSPORT MDDTAIPVS(A) g g:rsr:"rﬁtesdti';et:;t\'}(m;iszzzso;:ﬁjnglm the transport of information gogsem"?g' ngl;'cd Not satisfied MP-5.3 Examine organizational records or documents to determine if the
V! P . Y P Not applicable lorganization assigns responsibility to specific parties and defines specific
Control Enhancements: Risk-based decision not to implement lactions to ensure that the media transport control is implemented.
(1) [Withdrawn: Incorporated into MP-5]. .
i i Control Enhancements:
g; [’:‘I\éltﬂ;derli;v[;r;dlncorporaled into MP-5]. MP-5(4) Examine organizational records or documents to determine if the
P " . lorganization employs cryptographic mechanisms to protect the
(4) The organization employs cryptographic mechanisms to protect the . o . 3 . ) " y .
. 9 . " . . . confidentiality and integrity of information stored on digital media during
::rzl:]fsldirxlgﬂziggdo}nésggtg"gg\r;frt;;rrsxallun stored on digital media during ltransport outside of controlled areas.
1Sport outside 2
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision
S(!ﬂ\?:i-ty Security Control Security Control I‘Sa:éu[iia&e eeEEEn Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
IMP-6.1 Examine organizational records or documents to determine if the
lorganization: (i) sanitizes information system media, both paper and digital,
using approved equipment, techniques, and procedures prior to disposal or
release for reuse; (ii) tracks, documents, and verifies media sanitization
(Control: The organization: lactions; and (iii)conducts periodic tests of sanitization equipment to ensure
la. Sanitizes [ASSIGNMENT: organization-defined information system correct performance.
media] prior to disposal, release out of organizational control, or release Satisfied g
b1 for reuse using [ASSIGNMENT: organization-defined sanitization Common, Hybrid Partially satisfied mpa?{ii;i);imslgﬁit?zrg:?:fg:lr?wgzszogct‘:nfrw?ggiimsgtﬁ tc;d:tear:wdlr:jei l{[g;e
MP-6 MEDIA SANITIZATION MOD MP-6 techniques and procedures] in accordance with applicable federal and , Hybrid, Not satisfied g 4 . pap gita,

lorganizational standards and policies; and

b. Employs sanitization mechanisms with the strength and integrity
icommensurate with the security category or classification of the
information.

System-Specific

Not applicable
Risk-based decision not to implement

using approved equipment, techniques, and procedures prior to disposal or
release for reuse consistent with NIST Special Publication 800-88.

IMP-6.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the media sanitization and disposal control is
implemented.
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"ch\?:i-t Security Control Priority /| Security Control I'stéubr;te e Assessed Security Control Justification
ccmm‘( Name Baseline Security Control and Enhancements ype Contro)ll Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Pecerea] (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
PE-1.1 Examine organizational records or documents to determine if the
physical and environmental protection policy and procedures: (i) exist; (i)
are documented; (iii) are disseminated to appropriate elements within the
. P organization; (iv) are periodically reviewed by responsible parties within the
Control: The organization: PSR A S
a. Develops, documents, and disseminates to [ASSIGNMENT: ﬁ%z’:z:g?:}gngir(gt)j are updated, when organizational review indicates
organization-defined personnel or roles]: Common P a :
luf SQZSISC;I aen dr;:;"?g? 22?:)5&?22(:%7:"20Ié%;:?tc:ﬁ%?;s:; PE-1.2 Examine the physical and environmental protection policy to
Eoo?dina‘tion er;on or an?zanonal entities, a?\d compliance: and If additional Satisfied determine if the policy adequately addresses purpose, scope, roles,
EECIVS(')%%EA’J‘T& - . Procedures to fagci\itgte the implementati‘on of the ghysicél and system/application Partially satisfied responsibilities, management commitment, coordination among
PEL Pﬁﬁgi%ggg;[%é? MOD PE-1 environmental protection policy and associated physical and ﬁ_?gf;’égm‘ﬁ?sd;r? are mg: :;g?ifclzgl e organizational entities, and compliance.
Emigre?/l?g\:vesn;ar:dpzrﬁgg:g]:tﬁzn&?lrse;n?nd hybrid control. Risk-based decision not to implement PE-1.3 Examine the physical and environmental protection procedures to
. " - " . determine if the procedures are sufficient to address all areas identified in
é; g?"ﬁ;ﬁ)lna_';i::ggzlﬁjg;ily’]]rgfé:"on policy [ASSIGNMENT: the physical and environmental protection policy and all associated
2. Physical and environmental protection procedures [ASSIGNMENT: physical and environmental protection controls.
organization-defined frequency]. PE-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the physical and environmental protection policy and
procedures control is implemented.
PE-2.1 Examine organizational records or documents to determine if: (i)
the organization develops and keeps current a list of personnel with
authorized access to the facility containing the information system; (i) the
organization issues appropriate authorization credentials (e.g., badges,
Control: The organization: Common. Hybrid identification cards, smart cards); and (jii) designated officials within the
a. Develops, approves, and maintains a list of individuals with authorized s Satisfied organization review and approve the access list and authorization
access to the facility where the information system resides; f the system relies on partially satisfied credentials on an organization-defined frequency.
PE-2 PHYSICAL ACCESS P1 b. Issues authorization credentials for facility access; o eratilénal assets Not sal)ilsfied
AUTHORIZATIONS MOD PE-2 c. Reviews the access list detailing authorized facility access by hgsted outside VDC. Not applicable PE-2.2 Examine the facility access list to determine if: (i) the individuals on
individuals [ASSIGNMENT: organization-defined frequency]; and ! ot app . . the list are current personnel assigned to the organization; and (i) the
P . " : then the control may Risk-based decision not to implement it :
d. Removes individuals from the facility access list when access is no be hybrid authorization credentials of the personnel are appropriate.
longer required. Y
PE-2.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the physical access authorizations control is
PE-3.1 Examine organizational records or documents and the facility that
contains the information system to determine if the organization: (i)
controls all physical access points to the facility; (ii) verifies individual
access authorizations before granting access to the facility; and (iii)
. P controls access to areas officially designated as publicly accessible, as
Control: The organization: " . © PR, -
. Enforces physical access authorizations at [ASSIGNMENT: appropriate, in accordance with the organization’s assessment of risk.
organization-defined entry/exit points to the facility where the information PE-3.2 Examine organizational records or documents and selected
system resides] by; I " y s N N
A - . sical access devices to determine if; (i) physical access devices (e.g.,
f1. \ﬂvenfylng individual access authorizations before granting access to the| Ee));s locks, card readers) used at the faéi}it‘;/ g\’re functioning properl)(/ a?]d
acility; an > iy N .
P - . . maintenance on these devices occurs on a regular and scheduled basis;
2. Controlling ingress/egress to the facility using [Selection (one or more): i
: . (ii) the organization secures keys, combinations and other access devices
[S?Séﬁglsm;]?rggj:;é:]@n defined physical access control Common, Hybrid on a regular basis; and (i) keys and combinations to locks within the
b. Maintains physical access audit logs for [ASSIGNMENT: organization- Satisfied ::aucr!“):oar;?szedr‘?)?Iﬁ\adl:ziszzgg:i?:awnzfgrl;?jyzratl;eeirlr?iitétce%mblnanons are
PHYSICAL ACCESS 1 defined entry/exit points]; If the system relies on Partially satisfied P ' .
PE-3 MOD PE-3 c. Provides [ASSIGNMENT: organization-defined security safeguards] to [operational assets Not satisfied

control access to areas within the facility officially designated as publicly
accessible;

d. Escorts visitors and monitors visitor activity [ASSIGNMENT:
organization-defined circumstances requiring visitor escorts and
monitoring];

e. Secures keys, combinations, and other physical access devices;

f. Inventories [ASSIGNMENT: organization-defined physical access
devices] every [ASSIGNMENT: organization-defined frequency]; and

9. Changes combinations and keys [ASSIGNMENT: organization-defined
frequency] and/or when keys are lost, combinations are compromised, or
individuals are transferred or terminated.

hosted outside VDC,
then the control may
be hybrid

Not applicable
Risk-based decision not to implement

PE-3.3 Examine organizational records or documents and selected
physical access devices to determine if: (i) the access control system
conforms to the requirements of FIPS 201 and NIST Special Publication
800-73 (where the federal Personal Identity Verification (PIV) credential is
used as an identification token and token-based access control is
employed); (i) the access control system conforms to the requirements of
NIST Special Publication 800-78 (where the token-based access control
function employs cryptographic verification); and (jii) the access control
system conforms to the requirements of NIST Special Publication 800-76
(where the token-based access control function employs biometric
verification).

PE-3.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the physical access control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"ch\?:i-t Security Control Priority /| Security Control I'stéubr;te e Assessed Security Control Justification
ccmm‘( Name Baseline Security Control and Enhancements ype Contro)ll Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed B
not to implement)
Common, Hybrid
i ot " Satisfied . - L
Control: The organization controls physical access to [ASSIGNMENT: PE-4.1 Examine organizational records or documents to determine if the
ACCESS CONTROL P1 organization-defined information system distribution and transmission If the system relies on Partially safisfied organization controls physical access to information system distribution
PE-4 FOR TRANSMISSION MOD PE-4 I i P - . . ot operational assets Not satisfied . : i > poy
MEDIUM |ne_s] within orgamzallonal facilities using [ASSIGNMENT: organization- hosted outside VDC. Not applicable and transmission lines within organizational facilities.
defined security safeguards). then the control may Risk-based decision not to implement
be hybrid
PE-5.1 Examine organizational records, documents, and the facility where
ICommon, Hybrid the information system resides to determine if the organization controls
Satisfied physical access to information system devices that display information to
ACCESS CONTROL 1 Control: The organization controls physical access to information system [If the system relies on! Partially satisfied prevent unauthorized individuals from observing the display output.
PE-5 FOR OUTPUT MOD PE-5 output devices to prevent unauthorized individuals from obtaining the operational assets Not satisfied
DEVICES output. hosted outside VDC, Not applicable PE-5.2 Examine organizational records or documents to determine if the
then the control may Risk-based decision not to implement organization assigns responsibility to specific parties and defines specific
be hybrid actions to ensure that the access control for display medium control is
PE-6.1 Examine organizational records, documents, and the facility where
the information system resides to determine if the organization monitors
physical access to information systems to detect and respond to incidents.
Control: The organization:
a. Monitors physical access to the facility where the information system PE-6.2 Interview selected organizational personnel with physical and/or
resides to detect and respond to physical security incidents; Common, Hybrid lenvironmental protection responsibilities to determine how individuals
b. Reviews physical access logs [ASSIGNMENT: organization-defined Fy) Satisfied respond to physical access incidents.
frequency] and upon occurrence of [ASSIGNMENT: organization-defined " N -
PE6 MONITORING P1 events or potential indications of events]; and g‘g?afi)g‘;n;;:g?: on zz:u:;ltyi/;izgsfled PE-6.3 Examine organizational records or documents to determine if the
PHYSICAL ACCESS MOD PE-6 (1) c. c. Coordinates results of reviews and investigations with the hgsted outside VDC, Not applicable organization assigns responsibility to specific parties and defines specific
organizational incident response capability. then the control may Risk-based decision not to implement ﬁgg?en;elﬁtzlnjsure that the monitoring physical access control is
Control Enhancements: be hybrid
(1) The organization monitors physical intrusion alarms and surveillance Control Enhancements:
lequipment. PE-6(1) Examine intrusion alarms and surveillance equipment to determine|
if the organization monitors real-time physical intrusion alarms and
surveillance equipment.
PE-8.1 Examine organizational records or documents to determine if the
organization maintains a visitor access log to the facility where the
information system resides that includes: (i) name and organization of the
. . Common, Hybrid person visiting; (ii) signature of the visitor; (iii) form of identification; (iv)
gohr;:?r:'[;;:s\zg;?';iggz's records to the facility where the information Satisfied date of access; (v) time of entry and departure; (vi) purpose of visit; (vii)
VISITOR ACCESS 3 s' stem resides for [ASSIGNMENT: or anizalig-l—defined time period]; If the system relies on Partially satisfied name and organization of person visited; and (viii) an indication of a
PE-8 ECORD: MOD PE-8 axd + 0rg P " operational assets Not satisfied designated official’s review of the access log within the organization
. . . P hosted outside VDC, Not applicable defined frequency.
?r.eng:]eCw]s visitor access records [ASSIGNMENT: organization-defined then the control may Risk-based decision not to implement
q vl be hybrid PE-8.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the access logs control is implemented.
PE-9.1 Examine organizational records, documents, and the facility where
‘Common, Hybrid the information system resides to determine if the organization protects
Satisfied power equipment and power cabling for the information system from
PE© POWER EQUIPMENT P1 Control: The organization protects power equipment and power cabling g;g?ﬂzﬁ‘:ln;srsg?: on zz:[?a"t{s;:gs"erj damage and destruction.
AND CABLING MOD PE-9 i i
for the information system from damage and destruction. hosted outside VDC, Not applicable PE-9.2 Examine organizational records or documents to determine if the
then the control may Risk-based decision not to implement organization assigns responsibility to specific parties and defines specific
be hybrid actions to ensure that the power equipment and power cabling control is
PE-10.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
. ) records, documents, and the facility containing concentrations of
acog::)?)i.dzzeﬂzgcznIéz}:iun.of shutting off power to the information system Common, Hybrid information system resources to determine if the organization provides the
OIV' individual s sterpn cor;y onents ingemer;l ency situations: 4 capability of shutting off power to any information system component that
V! P : gency sit g . If the system relies on Partially satisfied may be malfunctioning or threatened.
EMERGENCY P1 b. Places emergency shutoff switches or devices in [ASSIGNMENT: - o
PE-10 SHUTORF MOD PE-10 operational assets Not satisfied

organization-defined location by information system or system
component] to facilitate safe and easy access for personnel; and
c. Protects emergency power shutoff capability from unauthorized
activation.

hosted outside VDC,
then the control may
be hybrid

Not applicable
Risk-based decision not to implement

PE-10.2 Examine the emergency shutoff capability to ensure that it exists
and is functional.

PE-10.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
|actions to ensure that the emergency shutoff control is implemented.
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Security Control Information

Control Assessment Information

NIST
Security
Control
Number

Security Control
Name

Priority /|
Baseline
Allocation

Security Control and Enhancements

Security Control

ype
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security Control
Effectiveness
(select one of the following)

Findings / Deficiencies Found

Scoping Guidance/ Risk -Based Decision
Justification
(must be completed if Assessed Security Control
Effectiveness is Not Applicable or Risk-based decision
not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

PE-11

EMERGENCY POWER

MOD PE-11

Control: The organization provides a short-term uninterruptible power
supply to facilitate [Selection (one or more): an orderly shutdown of the
information system; transition of the information system to long-term
alternate power] in the event of a primary power source loss.

Common, Hybrid

If the system relies on
operational assets
hosted outside VDC,
then the control may
be hybrid

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

PE-11.1 Interview selected organizational personnel with physical and/or
environmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization provides a short-term uninterruptible power
supply to facilitate an orderly shutdown of the system in the event of a
primary power source loss.

PE-11.2 Examine organizational records or documents to determine if the
results of the last tested power outage demonstrated the availability of a
shortterm power supply for the information system.

PE-11.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the emergency power control is implemented.

Control Enhancements:

PE-11(1) Examine the physical site location to determine if the
organization provides a long-term alternate power supply for the
information system that is capable of maintaining minimally required
operational capability in the event of an extended loss of the primary power
source.

PE-12

EMERGENCY
LIGHTING

P1
MOD PE-12

Control: The organization employs and maintains automatic emergency
lighting for the information system that activates in the event of a power
outage or disruption and that covers emergency exits and evacuation
routes within the facility.

ICommon, Hybrid

If the system relies on
operational assets
hosted outside VDC,
then the control may
be hybrid

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

PE-12.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization employs and maintains an automatic
lemergency lighting system that activate in the event of a power outage or
disruption and that covers emergency exits and evacuation routes.

PE-12.2 Examine organizational records or documents to determine if the
results of the last tested power outage demonstrated that the emergency
lighting system was operational and fully functional.

PE-12.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the emergency lighting control is implemented.

PE-13

FIRE PROTECTION

MOD PE-13(3)

Control: The organization employs and maintains fire suppression and
detection devices/systems for the information system that are supported
by an independent energy source.

Common, Hybrid

If the system relies on
operational assets
hosted outside VDC,
then the control may
be hybrid

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

PE-13.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization employs and maintains fire suppression
and detection devices/systems that can be activated in the event of a fire.

PE-13.2 Examine the results of the last test of the fire suppression and
detection devices/systems to determine if the fire protection resources can
be successfully activated in the event of a fire.

PE-13.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the fire protection control is implemented.

PE-13.6 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records or documents to determine if fire suppression and detection

activate automatically in the event of a fire.
Control Enhancements:

PE-13(3) Examine the information system documentation or configuration
settings to determine if the organization employs an automatic fire
suppression capability for the information system when the facility is not
staffed on a continuous basis.

PE-14

TEMPERATURE AND
MIDITY
CONTROLS

P1
MOD PE-14

Control: The organization:

a. Maintains temperature and humidity levels within the facility where the
information system resides at [ASSIGNMENT: organization-defined
acceptable levels]; and

b. Monitors temperature and humidity levels [ASSIGNMENT:
organization-defined frequency].

Common, Hybrid

If the system relies on
operational assets
hosted outside VDC,
then the control may
be hybrid

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

PE-14.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records or documents to determine if the organization regularly maintains,
within acceptable levels, and monitors the temperature and humidity of the
facility where the information system resides.

PE-14.2 Examine the facility where the information system resides to
determine if the temperature and humidity controlling systems are in place
and functioning as intended.

PE-14.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the temperature and humidity control is

implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"ch\?:i-t Security Control Priority /| Security Control I'stéubr;te e Assessed Security Control Justification
Contro‘l’ Name Baseline Security Control and Enhancements ype Contro)ll Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed B
not to implement)
PE-15.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records or documents to determine if the organization protects the
information system from water damage by ensuring that master shutoff
valves are accessible, working properly, and known to key personnel.
Common, Hybrid
- . . Satisfied PE-15.2 Examine the facility where the information system resides to
Control: The organization protects the information system from damage " ; - == .
pe1s WATER DAMAGE 1 resulting from water leakage by providing master shutoff or isolation Iofpllew:eafi);l;masr:g?: on Zg;l;agle{szigsfled determine if the master shutoff valves are accessible and working properly.
PROTECTION MOD PE-15
valves that are accessible, working properly. and knawn to key hosted outside VDC, Not applicable PE-15.3 Examine organizational records or documents to determine if the
P . then the control may Risk-based decision not to implement results of the last test of the environmental controls of the facility where the
be hybrid information system resides demonstrate that the master shutoff valves are
\working properly.
PE-15.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the water damage protection control is implemented.
PE-16.1 Interview selected organizational personnel with physical and/or
. lenvironmental protection responsibilities and examine organizational
Common, Hybrid Satisfied records or documents to determine if the organization controls the
Control: The organization authorizes, monitors, and controls I the system relies on partially satisfied information system-related items (i.e., hardware, firmware, software)
PE-16 DELIVERY AND P2 [ASSIGNMENT: organization-defined types of information system operatl)l;nal assets Not sa't}llsﬁed entering and exiting the facility where the system resides and maintains
REMOVAL MOD PE-16 i iti il i ¢ > i i
fl-?o"s‘gnipeer?:] entering and exiting the facility and maintains records of hosted outside VDC, Not applicable appropriate records of those items.
‘bh:p‘ llr;reidcomrol may Risk-based decision not to implement PE-16.2 Examine organizational records or documents to determine if the
Y organization assigns responsibility to specific parties and defines specific
actions to ensure that the delivery and removal control is implemented.
Common, Hybrid
THIS CONTROL IS PE-17.1 Interview selected organizational personnel with physical and/or
Control: The organization: MOST LIKELY environmental protection responsibilities and examine organizational
a. Employs [ASSIGNMENT: organization-defined security controls] at HYBRID Satisfied records or documents to determine if individuals within the organization
ALTERNATE WORK 2 alternate work sites; COMMON Partially satisfied lemploy appropriate information system security controls at alternate work
PE-17 SITE MOD PE-17 b. Assesses as feasible, the effectiveness of security controls at alternate CONTROL MAY BE Not satisfied sites.
work sites; and PROVIDED BY VDC Not applicable
c. Provides a means for employees to communicate with information OR EDUCATE (such Risk-based decision not to implement PE-17.2 Examine organizational records or documents to determine if the
security personnel in case of security incidents or problems. las for support teams organization assigns responsibility to specific parties and defines specific
\ocated a‘:‘iJCP) actions to ensure that the alternate work site control is implemented.
PE-18.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records or documents to determine if the organization positions information
system components within the facility to minimize potential damage from
environmental hazards (e.g., electrical interference, electromagnetic
. radiation, vandalism, eating, drinking, smoking in the proximity, information
(Common, Hybrid Satisfied leakage due to emanation) and to minimize the opportunity for
b\“}%“gﬁ’%gz SELECTED FOR HIGH If the system relies on Partially satisfied unauthorized access.
PE-18 . - . .
SYSTEM ONLY Not Selected ﬁgg{::;%’:ﬁlsases\e/gc ng{ :a“Tigzgle PE-18.2 Examine the facility where the information system components
COMPONENTS then the control may Risk—lggsed decision not to implement reside to determine if the organization positions components to minimize
be hybrid Y P potential damage from environmental hazards and to minimize the
Y opportunity for unauthorized access.
PE-18.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the location of information system components
control is implemented.
INFORMATION
PE-19 LEAKAGE NOT SELECTED  |Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

e . Last Date 5 5 o
5 q Priority / Security Control 5 Assessed Security Control —— ~Frerer Decision Justification
C’:Inst:-o??\lcuunr:lt:)gr Secul;\lltzns eo niiet Baseline Security Control and Enhancements Type i?;:::{ Ir:‘if;sasti(gn Effectiveness FlndlngsFlozﬁgmenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A;i?;:::;m
Allocation (verify this type) It (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

PL-1.1 Examine organizational records or documents to determine if security
planning policy and procedures: (i) exist; (i) are documented; (iii) are
disseminated to appropriate elements within the organization; (iv)

Control: The organization: periodically reviewed by responsible parties within the organization; and (v) are

a. Develops, documents, and disseminates to [ASSIGNMENT: Common updated, when organizational review indicates updates are

organization-defined personnel or roles]: required.

1. A security planning policy that addresses purpose, scope, roles, If additional Satisfied

responsibilities, management commitment, coordination among system/anplication partially satisfied PL-1.2 Examine the security planning policy to determine if the policy

SECURITY P1 organizational entities, and compliance; and YS! PP Y S adequately addresses purpose, scope, roles, responsibilities, management
PL-1 PLANNING POLICY MOD PL-1 2. Procedures to facilitate the implementation of the securi policy/procedures Not safisfied commitment, coordination among organizational entities, and compliance.
p ity 3 g org ) p
AND PROCEDURES - - . N . N are in place, this is Not applicable

planning policy and associated security planning controls; and a hybrid control Risk-based decision not to

b. Reviews and updates the current: : implement PL-1.3 Examine the security planning procedures to determine if the

1. Security planning policy [ASSIGNMENT: organization-defined P procedures are sufficient to address all areas identified in the security planning

frequency]; and policy and all associated security planning controls.

2. Security planning procedures [ASSIGNMENT: organization-

defined frequency]. PL-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security planning policy and procedures control is
implemented.

Control: The organization:

a. Develops a security plan for the information system that:

1. Is consistent with the organization’s enterprise architecture;

2. Explicitly defines the authorization boundary for the system;

3. Describes the operational context of the information system in

i Provides he Securty catsgoriaton of e informtion system PL-2.1 Exarmine organizational records or documents o determine fthe

including supporting rationale; security plan: (i) exists; (ii) is documented; (iii) is disseminated to appropriate

5. Describes the operational environment for the information system ?elzm(fnnst%‘lzl?flf?ctigz(\)/\ii%ﬁinnlztﬁ‘em:ry :':]?Zg;’iz):]s reviewed and approved by

and relationships with or connections to other information systems; P g :

g :Tj?r\:tlitf‘iiz 2;}’;2\'/2‘3’(%ﬂ}gﬁ;}??{g};ﬁgggﬁ r;nents for the system; PL-2.2 Examine the security plan to determine if the plan is consistent with

8. Describes the security controls in place or planned for meeting :sliiTrlseF:jeﬁg:v'i: dul?allll(;a\}\ll?tﬂ ggg{;g ?nr;gran?:{iz?(;g(;%:&%églg' rsr?n()irn]s'bllll'es'

those requirements including a rationale for the tailoring and secugrity of the information system ! P 9

supplementation decisions; and 4 '

?é;l)?er:;rﬁ;:/ii?s)raﬁn p;?;:?rﬁglétxeigzgg;zmg official or designated gi?tisgltlefsatisfie d PL-2.3 Interview §elected org_al_n_iz_ational persqnne_l with securi_ty planning and

PL-2 SYSTEM SECURITY MODPF}L-Z(GI) b. Distributes copies of the security plan and communicates Common, Hybrid, Not satisfied \':/Isr?iéTﬁéeLnrggﬁgZ{i]or:i?w?igsrlst;::sstﬁg g:}irrri?;lnsla'fnk:z dogreé'argr;gye{iments

subsequent changes to the plan to [ASSIGNMENT: organization-
defined personnel or roles];

c. Reviews the security plan for the information system
[ASSIGNMENT: organization-defined frequency];

d. Updates the plan to address changes to the information
system/environment of operation or problems identified during plan
implementation or security control assessments; and

e. Protects the security plan from unauthorized disclosure and
modification.

Control Enhancements:

(1) Incorporated into PL-7

(2) Incorportaed into PL-8

(3) The organization plans and coordinates security-related activities
affecting the information system with [ASSIGNMENT: organization-
defined individuals or groups] before conducting such activities in
order to reduce the impact on other organizational entities.

System-Specific

Not applicable
Risk-based decision not to
implement

implement the plan.

PL-2.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the system security plan control is implemented.

Control Enhancements:

PL-2(3) Examine organizational records or documents to determine if the
organization plans and coordinates security-related activities affecting the
information system with organization-defined individuals or groups before
conducting such activities in order to reduce the impact on other organizational
entities.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

e . Last Date 5 5 o
5 q Priority / Security Control 5 Assessed Security Control —— ~Frerer Decision Justification
C’:Inst:-o??\lcuunr:lt:)gr Secul;\lltzns e° niiet Baseline Security Control and Enhancements Type i?r:ltl;‘l\':)ll Ir:‘if;sasti(gn Effectiveness FlndlngsFlozﬁgc:lenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used A;i?;:::;m
Allocation (verify this type) It (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
PL-4.1 Examine organizational records or documents to determine if the
organization provides and makes readily available to all information
system users a set of rules that describes users responsibilities and
lexpected behavior with regard to information and information system
usage.
PL-4.2 Examine organizational records or documents to determine if the
. At organization receives a signed acknowledgement from users indicating

Control: The organization: "

a. Establishes and makes readily available to all information system Lh(fk:at\lji?)); hba:evfte;r?iﬂ't#gr?g:lswgzz?:}ezzdl:tgl;:?r}% ?ﬁﬁ;g?gz;iigﬁls

users, the rules that describe their responsibilities and expected resident information 9 Y

behavior with regard to information and information system usage; Satisfied :

and - - . . o . .

PL-4 MOD PL-4(1) have read, understand, and agree to abide by the rules of behavior, , nybrid, > P .
BEHAVIOR System-Specific Not applicable

before authorizing access to information and the information system.

Control Enhancement:

(1) The organization includes in the rules of behavior, explicit
restrictions on the use of social media/ networking sites and posting
organizational information on public websites.

Risk-based decision not to
implement

PL-4.4 Interview selected organizational personnel to determine if they
understand the rules of behavior for the information system.

PL-4.5 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the rules of behavior control is implemented.

Control Enhancements:

PL-4(1) Examine organizational records or documents to determine if the
organization includes in the rules of behavior:

-explicit restrictions on the use of social networking sites;

-posting information on commercial Web sites; and

-sharing information system account information.
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘cls;li-ty Security Control Priority | Security Control I.Sa:élﬁiat;e PesEeean Assessed Security Control Justification
Control Na)\,me Baseline Security Control and Enhancements ype Control e Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed A
not to implement)
PS-1.1 Examine organizational records or documents to determine if the
personnel security policy and procedures: (i) exist; (i) are documented; (iii)
Control: The organization: lare disseminated to appropriate elements within the organization; (iv) are
| P i i X periodically reviewed by responsible parties within the organization; and (v)
g.rg?a?-l\ilsla?i’;i—gggﬁgiegésr'sioigg:I?)?erglnense]i‘[es 10 [ASSIGNMENT: Common are updated, when organizational review indicates updates are required.
1. A personnel security policy that addresses purpose, scope, roles, _ . . . . .
responsibilities, management commitment, coordination among If additional Satisfied Edseéfat‘zeﬁglgr‘ﬁel::eze;?gg:é s:é::’;gy fo?ggy:gsﬂgfgg‘;ﬁnég Il:n[eagggz):nent
PERSONNEL lorganizational entities, and compliance; and isystem/application Partially satisfied . sy ! N ' >
PS-1 SECURITY POLICY Moglps4 2. Procedures to facilitate the implementation of the personnel security  |policy/procedures Not satisfied commitment, coordination among organizational entities, and compliance.
AND PROCEDURES i i i . i is i i
policy and associated personnel security controls; and lare in place, this is a Not applicable _
b. Reviews and updates the current: hybrid control. Risk-based decision not to implement PS-1.3 Examine the_ personnel security procequres_ to determme if the
1. Personnel security policy [ASSIGNMENT: organization-defined prucedures»are sufficient to address all areas |deqt|f|ed in the personnel
fréquency]‘ and . isecurity policy and all associated personnel security controls.
ﬁ;s:&n]nel security procedures [ASSIGNMENT: organization-defined PS-1.4 Examine organizational records or documents to determine if the
q vl lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel security policy and procedures control
is implemented.
PS-2.1 Examine the organizational records or documents to determine if
the organization: (i) establishes risk designations; (i) assigns a risk
[designation to all organizational positions; (iii) follows screening criteria for
individuals filling organizational positions; and (iv) reviews and revises
Control: The organization: Satisfied position risk designations on an organization-defined frequency.
a. Assigns a risk designation to all organizational positions; : Partially satisfied . - . .
POSITION RISK P1 y : - Py " T ICommon, Hybrid, L s PS-2.2 Test the position categorization procedures by comparing a list of
P2 DESIGNATION MOD PS-2 2 E::,aisﬁh::dsﬁre;;gg Cc';zi‘r:)anfg;l'(ngggfjlﬁz;:!”&g‘gfé,\mgl‘?& and ISystem-Specific mg: 2a"i22gle lorganizational personnel and their clearance and/or authorization levels to
o.rganization—defilfed freqpuency] 9 » R\sk—S;]sed decision not to implement the pn;ilion fiSk. designalinns to »de!erm_in‘e if the org_a_nizalinn meets the
. iscreening criteria for those individuals filling the positions.
PS-2.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the position categorization control is implemented.
PS-3.1 Examine organizational records or documents to determine if the
lorganization appropriately screens individuals requiring access to
lorganizational information and information systems prior to authorizing
IControl: The organization: e access.
a. Screens individuals prior to authorizing access to the information Sall;fled - . . .
system: and Common. Hybrid Partially satisfied PS-3.2 Test the personnel screening process by comparing a list of
PS-3 PERSONNEL PL V! N I . . - , Hybrid, Not satisfied lorganizational personnel requiring access to the information system and
SCREENING MOD PS-3 b. Rescreens individuals according to [ASSIGNMENT: organization- System-Specific § : - " o
defined conditions requiring rescreening and, where rescreening is so Not applicable their associated screening dates to account creation dates to determine if
indicated, the frequency of such rescreenlngj Risk-based decision not to implement the organization meets the screening criteria for those individuals.
PS-3.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel screening control is implemented.
PS-4.1 Examine organizational records or documents to determine if the
Control: The organization, upon termination of individual employment: lorganization: (i) revokes the information system accounts of terminated
a Disables infogrmalion s 'stepm access within [ASSIGNMEN‘}IB" Y ) personnel; (i) conducts exit interviews of terminated personnel; (iii) collects
oi'gamzanon-defmed nmeypenod]‘ . all information system-related property (e.g., keys, identification cards,
" - . . N building passes) of terminated personnel; and (iv) retains access to official
E{d'ir\zrdﬂgl\?les/revokes any authenticators/credentials associated with the Satisfied documents and records on organizational information systems created by
R o . Conducts ext interviews that include a discussion of [ASSIGNMENT: |y Partially satisfied terminated personnel.
P4 TERMINATION MOD PS-4 organization-defined information security topicsl; Not satisfied PS-4.2 Examine organizational records or documents to determine if the

d. Retrieves all security-related organizational information system-related
property;

le. Retains access to organizational information and information systems
formerly controlled by terminated individual; and

f. Notifies [ASSIGNMENT: organization-defined personnel or roles] within
[ASSIGNMENT: organization-defined time period].

ISystem-Specific

Not applicable
Risk-based decision not to implement

lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel termination control is implemented.

IControl Enhancements:
PS-4(2) Examine organizational records or documents to determine if the
lorganization employs automated mechanisms to notify organization-

defined personnel or roles upon termination of an individual.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:‘cls;li-ty Security Control Priorisyl § Security Control I.Sa:élﬁiat;e PesEeean Assessed Sgcurity Control o L Justificaﬁion ) .
Control Name Basellpe Security Control and Enhancements Type Control e Effectiveness ) Findings I Deficiencies Found (mgsl be cqmpleted if _Assessed Securlly Contr_ol_ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) | pccessed (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
PS-5.1 Examine organizational records or documents to determine if the
lorganization: (i) reviews information systems/facilities access
Control: The organization: lauthorizations when personnel afe reassigned or transferred to other
a. Reviews andgconf\rms ongoing operational need for current logical and positions f\tmn_?e :;;_ga?lzatlonaans (.'I'E)’.'nmates ap.prlop(late ?dctlons (eig.,
physical access authorizations to information systems/facilities when ::;s:gagh\i:ﬁr'\ é ne enV\; :?clé]:ni:’r ai'd ;'1 a;r:;gin‘;a:;selse‘ncx :?cne?s: accounts
:;3';:3;::;2;9 reassigned or transferred to other positions within the Satlgﬂed - authoyizayon) for personnel reassigned or transferred within the
PS5 PERSONNEL P2 b. Initiates [ASSIGNMENT: organization-defined transfer or ICommon, Hybrid, Eg?gz’sz:gsned organization.
TRANSFER MOD PS-5 reASSIGNMENT actions] within [ASSIGNMENT: organization-defined  |System-Specific Not applicabl bS-5.2 Test th | transf d f th ization b
time period following the formal transfer action]; ot applicable - . -2 Testthe personnel transfer procedures of the organization by
- P Risk-based decision not to implement icomparing the information system authorizations of current personnel to
c. Modifies access authorization as needed to correspond with any h thorizati f transferred personnel to determine if all
lchanges in operational need due to reASSIGNMENT or transfer; and the access authorizations of transferred personnel to determine if al
d. Notifies [ASSIGNMENT: organization-defined personnel or roles] personnel have appropriate authorizations for the information system.
within [ASSIGNMENT: organization-defined time period]. PS-5.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel transfer control is implemented.
PS-6.1 Examine organizational records or documents to determine if the
lorganization: (i) completes appropriate access agreements (e.g.,
nondisclosure agreements, acceptable use agreements, rules of behavior,
IControl: The organization: conflict-of-interest agreements) for individuals requiring access to
a. Develops and access ag for ional lorganizational information and information systems before authorizing
information systems; laccess; and (ii) reviews and updates the access agreements on an
b. Reviews and updates the access agreements [ASSIGNMENT: Satisfied lorganization-defined frequency.
lorganization-defined frequency]; and b
P~ b -~ . " N artially satisfied . y
pS6 ACCESS P3 c. Ensures lhat individuals requiring access to organizational information |Common, Hy_b(ld, Not satisfied PS-6.2 Examine selected access agreements (e.g., nondlsc\usun_e
AGREEMENTS MOD PS-6 land information systems: ISystem-Specific Not applicable lagreements, acceptable use agreements, rules of behavior, conflict-of-
1. Sign appropriate access agreements prior to being granted access; Risk-based decision not to implement interest agreements) for the information system to determine if the access
and lagreements are: (i) signed and retained in accordance with the
2. Re-sign access agreements to maintain access to organizational documented organizational policy and procedures; and (i) reviewed and
information systems when access agreements have been updated or updated by the organization on an organization-defined frequency.
[ASSIGNMENT: organization-defined frequency].
PS-6.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the access agreements control is ir
PS-7.1 Examine organizational records or documents to determine if the
lorganization:(i) establishes personnel security requirements, including
isecurity roles and responsibilities, for third-party providers (e.g., service
bureaus, contractors, and other organizations providing information system
. P development, information technology services, outsourced applications,
IControl: The organization: h 4 " "
a. Establishes personnel security requirements including security roles network and security mznagement), and (ii) monitors thirdparty provider
land responsibilities for third-party providers; to ensure adequate security.
gb:?;g::?‘Zts:gi'ggﬂzsggf;r:ﬁg dcg;ngz g:;lg;:gg:m security Sa1|§f|ed . PS-7._2 E>_<am|ne (_)r_garyzatmnal records or ducu_mems 1_0 determl_ne if the
THIRD-PARTY " ) : ! . Partially satisfied lorganization explicitly includes personnel security requirements in
PS-7 PERSONNEL PL c Documen\svpersonnel security requirements; - Common, HYF’T"’- Not satisfied lacquisition-related documents in accordance with NIST Special
SECURITY MOD PS-7 d. Requires third-party providers to notify [ASSIGNMENT: organization-  [System-Specific Not applicable Publication 800-35.
dejined personnel or roles] of any person}nel »!ransfers or I}ermina!ions of R\sk—SSSed decision not to implement .
?;gjg'ssangr'ﬁ:ior?:\i ﬁ?grgfg;ensz)g%?';2332;;@%::‘35 andjor PS-7.3 Int_e_r_wew selecteq orgamzatlonal_ pe_rsonnel y\nth pe_rsunne\ security
[ASSIGNMENT: organization-defined time period]; and responslbllmes»!o dele(mlne if the organization monitors third-party
. Monitors provider compliance. provider compliance with personnel security requirements.
PS-7.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the third-party personnel security control is
implemented.
PS-8.1 Examine organizational records or documents to determine if the
lorganization employs a formal sanctions process for personnel failing to
IControl: The organization: icomply with established information security policies and procedures.
a. Employs a formal sanctions process for individuals failing to comply Satisfied
PERSONNEL - with established information security policies and procedures; and (Common, Hybrid Partially satisfied PS-8.2 Examine organiza!ipna! records or»duc}umenl}s including signed
PS8 SANCTIONS MOD PS-8 b. Notifies [ASSIGNMENT: organization-defined personnel or roles] ! ’ Not satisfied rules of behavior to determine if :he organization defines and conveys the

\within [ASSIGNMENT: organization-defined time period] when a formal
lemployee sanctions process is initiated, identifying the individual
isanctioned and the reason for the sanction.

ISystem-Specific

Not applicable
Risk-based decision not to implement

formal sanctions process to c ional personnel.

PS-8.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel sanctions control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

- - Last Date q P P
5 q Priority / Security Control 5 Assessed Security Control S A—Frorerefi Decision Justification
c':';:;:ﬂ;'&r Secur’:ltgnfeontrol Baseline Security Control and Enhancements Type Sg:[::g{ "sz:‘s:tgn Effectiveness FlndlngsFloare‘gmenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used ASE?I?E::::?I
Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
RA-1.1 Examine organizational records or documents to determine if risk
lassessment policy and procedures: (i) exist; (i) are documented; (jii) are
X R disseminated to appropriate elements within the organization; (iv) are
2082\?;;;: gg’cir::'\z:rgllgr,land disseminates to [ASSIGNMENT: pe:jiodi(éallyhreviewed _by resplonsiple pa[rjt_ies withir:jthe organizati_on(;jand (v) are
organization-defined personnel o roles]: Common updated, when organizational review indicates updates are required.
1. A risk assessment policy that addresses purpose, scope, roles, g . . . . .
fesponsibilies, management commitment, coordination amang I adiional Paral saisted ediatoly adirosses purpose, stops. 015, responsiiites, management
RISK ASSESSMENT PL organizational entities, and compliance; and system/application Not saI)i,sfied comqmitme):n coordinat?on[;moh orp a'nizalio)nal 2mities and‘ com, I?ance
RA-1 PE%%EESSEDS MOD RA-1 2. Procedures to facilitate the implementation of the risk assessment |policy/procedures Not applicable ! 9 0rg ! P .
policy and associated risk assessment controls; and are in place, this is a Risk-based decision not to RA-1.3 Examine the risk assessment procedures to determine if the
0. Reviews and updates the current: hybrid control. implement procedures are sufficient to address all areas identified in the risk assessment
1. Risk assessment policy [ASSIGNMENT: organization-defined licy and all associated risk assessment controls
frequency]; and policy 3
ﬁé?,iﬁ?rs;;j;:ley?t procedures [ASSIGNMENT: organization RA-1.4 Examine_organizationgl_ [ecords or_d_ocum_ents to dete_rmine if thg
. lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the risk assessment policy and procedures control is
implemented.
RA-2.1 Examine the system security plan to determine if the security
categorization of the information system: (i) exists; (ii) is consistent with
FIPS 199; (iii) includes supporting rationale consistent with NIST Special
Control: The organization: Publication 800-60; and (iv) is reviewed and approved by designated
a. Categorizes information and the information system in accordance isenior-level officials within the organization.
\with applicable federal laws, Executive Orders, directives, policies, Satisfied
regulations, standards, and guidance; Partially satisfied RA-2.2 Interview selected organizational personnel with risk assessment
RA2 SECURITY MoglRA,z b. Documents the security categorization results (including Common, Hybrid, Not satisfied responsibilities to determine if the security categorization process is conducted
CATEGORIZATION lsupporting rationale) in the security plan for the information system; |System-Specific Not applicable as an organization-wide exercise with the involvement of senior-level officials
land Risk-based decision not to including, but not limited to, authorizing officials, information system owners,
c. Ensures that the security categorization decision is reviewed and implement chief information officer, senior agency information security officer, and
lapproved by the authorizing official or authorizing official designated information owners.
representative.
RA-2.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the security categorization control is implemented.
IControl: The organization:
%éﬁﬂﬂgg;ﬂ;ﬁiiﬁgm?ﬁ;?Ir:':lﬁhg‘ﬁg[gr;%égesélksggogi;ggure RA-3.;l E)famine organizatiqnal records or documents to determine if the
disruption modifica{tion or destruction of the inforr}latioln system aﬁd organization assesses the risk and m_agnnude of_harm'that cou_lq re§u|t
the informyation it proceéses, stores, or transmits; from the_ unaut_honzed access, use, dls_clusure, disruption, modlf_lcatlon, or
b Documents ok assssot (sl {Slecton: seurty pin oo o fomaton s nfaton s ftaippori,
P1 gztj:;ﬁ]s]rnem report [ASSIGNMENT: organizaton-defined - Hvbrid ,F;"artially ?at(ijsfied managed/operated by external parties).
. ' . P ommon, Hybrid, ot satisfiet
RA3 RISK ASSESSMENT MODRAS gé?:g&e;y:qrtlizg;s;essmem results [ASSIGNMENT: organization- System-Specific Not applicable RA-3.2 Examine the risk assessment for the information system to determine if

d. Disseminates risk assessment results to [ASSIGNMENT:
lorganization-defined personnel or roles]; and

le. Updates the risk assessment [ASSIGNMENT: organization-
defined frequency] or whenever there are significant changes to the
information system or environment of operation (including the
identification of new threats and vulnerabilities), or other conditions

that may impact the security state of the system.

Risk-based decision not to
implement

the assessment is consistent with NIST Special Publications 800-30 and 800-
95.

RA-3.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the risk assessment control is implemented.
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Security Control Information

Control Assessment Information

NIST Security
Control Number

Security Control
Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control
Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security Control
Effectiveness
(select one of the following)

Findings / Deficiencies
Found

Scoping Guidance/ Risk -Based
Decision Justification
(must be completed if Assessed Security
Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

Assessment
Evidence

VULNERABILITY
SCANNING

P1
MOD RA-5 (1)(2)(5)

b. Employs vulnerability scanning tools and techniques that facilitate
interoperability among tools and automate parts of the vulnerability
management process by using standards for:

1. Enumerating platforms, software flaws, and improper
configurations;

2. Formatting checklists and test procedures; and

3. Measuring vulnerability impact;

c. Analyzes vulnerability scan reports and results from security
control assessments;

d. Remediates legitimate vulnerabilities [ASSIGNMENT:
lorganization-defined response times] in accordance with an
organizational assessment of risk; and

le. Shares information obtained from the vulnerability scanning
process and security control assessments with [ASSIGNMENT:
organization-defined personnel or roles] to help eliminate similar
\vulnerabilities in other information systems (i.e., systemic
weaknesses or deficiencies).

Control Enhancements:

(1) The organization employs vulnerability scanning tools that
include the capability to readily update the list of information system
\vulnerabilities scanned.

(2) The organization updates the information system vulnerabilities
iscanned [Selection (one or more): [ASSIGNMENT: organization-
defined frequency]; prior to a new scan; when new vulnerabilities are
identified and reported)].

(3) Not Selected.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

@ITECTTTY UTE SYSETT are TUeTey artg TEPoTET.

RA-5.2 Examine the latest vulnerability scanning results to determine if the
lorganization uses appropriate scanning tools and techniques to conduct the
\vulnerability scans.

RA-5.3 Examine the latest vulnerability scanning results to determine if patch
land vulnerability management is handled in accordance with NIST Special
Publication 800-40 (Version 2).

RA-5.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the vulnerability scanning control is implemented.

Control Enhancements:

RA-5(1) Examine organizational records or documents to determine if the
lorganization uses vulnerability scanning tools that have the capability to readily
update the list of information system vulnerabilities scanned.

RA-5(2) Examine organizational records or documents to determine if: (i) the
lorganization defines the frequency of updates for information system
vulnerabilities scanned; and (i) the organization updates the list of information
system vulnerabilities scanned in accordance with the organization-defined
frequency or when new vulnerabilities are identified and reported.

RA-5(5) Examine organizational records or documents to determine if: (i) the
lorganization defines the list of information system components to which
Janiza’ el A o

coace ic autharizad far cal Al
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

i ori - Last Date 5 P Py
5 & Priority | Security Control - Assessed Security Control S ey Decision Justification
c"cl;lnst.:ols:ﬁ:::l% 7 Secur’:‘tay"(;‘,:ntrol Baseline Security Control and Enhancements Type f:e;r:‘t:';{ "ﬁz?:‘s;ﬁ:n Effectiveness FlndmgsFIcz:Zmencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used AZ?[?:::;m
Allocation (verify this type) Pl (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SA-1.1 Examine organizational records or documents to determine if system
and services acquisition policy and procedures: (i) exist; (i) are documented;
(iii) are disseminated to appropriate elements within the organization; (iv) are
periodically reviewed by responsible parties within the organization; and (v) are
Control: The organization: updated, when organizational review indicates updates are required.
g-r Dai\ilzeel\?igi-ggﬁﬁglenésr’sglﬂﬂetilzfergrel?es 0 [ASSIGNMENT: SA-1.1 Examine organizational records or documents to determine if system
g P o . Common and services acquisition policy and procedures: (i) exist; (i) are documented;
1. A system and services acquisition policy that addresses purpose, " N y s NS
scope, roles, responsibilities, management commitment, - Satisfied (iij) are disseminated to appropriate elements within the organization; (iv) are
SYSTEM AND coordination among organizational entities, and compliance; and If additional o Partially satisfied periodically reviewed _by (esponsﬂ)le parties within the organization; and (v) are
SERVICES P1 2. Procedures to facilitate the implementation of the system and system/application Not satisfied updated, when organizational review indicates updates are required.
SA-1 ACQUISITION MOD SA-1 s e " " . policy/procedures .
PFl;%LcI%ESgEDS :inﬂf;ﬁoicggifgg ;;ﬁl&cy and associated system and services are in place, this is a ggﬁﬁﬂéﬁicision not to SA-1.3 Examine the system and services acquisition procedures to determine
b qReviews and u &ates the current: hybrid control. implement if the procedures are sufficient to address all areas identified in the system and
1' System and seﬁ/ices acquisition bolicy [ASSIGNMENT: P services acquisition policy and all associated system and services acquisition
organization-defined frequency]; and controls.
cz)-r S;ﬁ;?;‘?gesfﬁ;’éczz aﬁg:gsﬁlon procedures [ASSIGNMENT: SA-1.4 Examine organizational records or documents to determine if the
9 a v organization assigns responsibility to specific parties and defines specific
actions to ensure that the system and services policy and procedures control is
implemented.
o SA-2.1 Examine organizational records or documents to determine if the
Control: The organization: o f o . N
a. Determines i%formation security requirements for the information s organization allocates, as part of |ts_capllal planning and investment
system or information system service in mission/business process Sal'sf'lfd isfied pontrol process, the resources rt_equlred o adequalelyvprqtect the
P1 planning; C Hybrid Za;tla ty ?_at(;Sfle information system consistent with NIST Special Publication 800-65.
. ALLOCATION OF . . . ommon, Hybrid, ot satisfie
A2 RESOURCES MOD sA-2 b'ml?:é?;?ér}?]férdmogﬁgeg1Z£:r:do?lilr?f?r:§252§ ;i?:gzzﬁgg';esd t:n System-Specific Not applicable SA-2.2 Examine organizational records or documents to determine if the
gf its capital plannin anz investment control ?OCGSS_ and P Risk-based decision not to organization assigns responsibility to specific parties and defines specific
c EstabFIJisheg a distgrete ine item for informatFiJon secﬁrity in implement actions to ensure that the allocation of resources control is implemented
organizational programming and budgeting documentation.

. . SA-3.1 Examine organizational records or documents to determine if the
goat;ﬁg;::[ﬁ;gﬁ?gﬁg?én system using [ASSIGNMENT: organization manages the information system using a system development life
oi'ganization-defined system development lfe cycle] that : Satisfied cycle methodology that includes information security considerations.
incorporates information security considerations; Partially satisfied . - L

SYSTEM p1 " 3 " N . o SA-3.2 Examine organizational records or documents to determine if the
sA3 DEVELOPMENT LIFE MOD SA3 b. Defines and documents information security roles and Common, Hybrid, Not satisfied
CYCLE

responsibilities throughout the system development life cycle;

c. Identifies individuals having information security roles and
responsibilities; and

d. Integrates the organizational information security risk
Imanagement process into system development life cycle activities.

System-Specific

Not applicable
Risk-based decision not to
implement

system development life cycle is consistent with NIST Special Publication 800-
64.

SA-3.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the life cycle support control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

i ori - Last Date 5 P Py
5 & Priority | Security Control - Assessed Security Control S ey Decision Justification
c"cl;lnst.:ols:ﬁ:::l% 7 Secur’:‘t;/"(l::mrol Baselipe Security Control and Enhancements _Type ie:r:‘trr';{ "Gz?:‘s;ﬁ:n Effectiveness ) FmdmgsFIcz:Emencles (must be com_pleted if_Assessed _Security NIST 800-53A Assessment Steps Used AZ?[?:::;"‘
Allocation (verify this type) Pl (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
a. Security functional requirements; organization’s acquisition of commercial information technology products
b. Security strength requirements; is consistent with NIST Special Publication 800-23.
c. Security assurance requirements;
d. Security-related documentation requirements; SA-4.3 Examine organizational records or documents to determine if
e. Requirements for protecting security-related documentation; references to security configuration settings and security implementation
f. Description of the information system development environment guidance in organizational acquisitions are consistent with NIST Special
and environment in which the system is intended to operate; and Publication 800-70.
g. Acceptance criteria.
SA-4.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
Control Enhancements: actions to ensure that the acquisitions control is implemented.
(1) The organization requires the developer of the information
system, system component, or information system service to provide Control Enhancements:
a description of the functional properties of the security controls to be Satisfied ISA-4(1) Examine organizational records or documents to determine if the
employed. Partially satisfied organization requires in acquisition documents that vendors/contractors
ACQUISITION MOD SA’-D41(1) @0 (2) The organization requires th_e develo_per of the inforr_nation _|common, Hybrid Not satisfied provide information descrit_)in_g in th_e functio_nal properti_es of lhe_ security
SA-4 PROCESS (10) system, system component, or information system service to provide System-épecific ! Not applicable controls to be employed within the information system, information system
design and implementation information for the security controls to be Risk-based decision not to components, or information system services in sufficient detail to permit
employed that includes: [Selection (one or more): security-relevant RIS analysis and testing of the controls.
" S Lo i implement
external system interfaces; high-level design; low-level design;
source code or hardware schematics; [Assignment: organization- ISA-4(2) Examine organizational records or documents to determine if the
defined design/implementation information]] at [Assignment: organization requires in acquisition documents that vendors/contractors
organization-defined level of detail]. provide information describing the design and implementation details of the
(3) Not Selected. security controls to be employed within the information system, information
(4) Not Selected. system components, or information system services (including functional
(5) Not Selected. interfaces among control components) in sufficient detail to permit analysis
(6) Not Selected. and testing of the controls.
(7) Not Selected.
(8) Not Selected. ISA-4(9) Examine organizational records or documents to determine if the
(9) The organization requires the developer of the information organization requires the developer of the information system, system
system, system component, or information system service to identify component, or information system service to identify early in the system
early in the system development life cycle, the functions, ports, development life cycle, the functions, ports, protocols, and services intended
protocols, and services intended for organizational use. for organizational use.
system component, or information system service that describes:
1. Secure configuration, installation, and operation of the system,
component, or service; SA-5.1 Examine organizational records or documents to determine if the
2. Effective use and maintenance of security functions/mechanisms; organization ensures that adequate documentation for the information
and system and its constituent components is available, protected when
3. Known vulnerabilities regarding configuration and use of required, and distributed to authorized personnel.
administrative (i.e., privileged) functions; Obtains, protects as
required, and makes available to authorized personnel, user SA-5.2 Examine organizational records or documents to ensure that
documentation for the information system that describes: Satisfi administrator and user guides include information on: (i) configuring,
b. Obtains user documentation for the information system, system at'§f'ed - installing, and operating the information system; and (ii) effectively usint
) ® j ystem, sy: Partially satisfied 9. perating ystem; and (ii) 'y using
INFORMATION P2 component, or information system service that describes: lCommon, Hybrid Not satisfied the system’s security features.
SA5 SYSTEM MOD SA-5 1. User-accessible security functions/mechanisms and how to S stem-é ecific ! Not applicable
DOCUMENTATION effectively use those security functions/mechanisms; 4 P Ri pp! . SA-5.3 Examine organizational records or documents to determine if the
f 2 " v isk-based decision not to i . S o N 1 o
2. Methods for user interaction, which enables individuals to use the implement organization assigns responsibility to specific parties and defines specific
system, component, or service in a more secure manner; and P! actions to ensure that the information system documentation control is
3. User responsibilities in maintaining the security of the system, implemented.
component, or service;
c. Documents attempts to obtain information system, system SA-5.6 Examine organizational records or documents to determine if the
component, or information system service documentation when such information system documentation describes the functional properties of
documentation is either unavailable or nonexistent and the security controls employed within the system with sufficient detail to
[ASSIGNMENT: organization-defined actions] in response; permit analysis and testing of the controls.
d. Protects documentation as required, in accordance with the risk
management strategy; and
it " : amaT
SA-8.1 Examine organizational records or documents to determine if the
Satisfied prganization_considers security design principle_s in the_ development_and
Control: The organization applies information system security Partially satisfied implementation of the information system consistent with NIST Special
SECURITY 1 ontrol: The organization applies Iniorr Sy ) Y S Publication 800-27.
sA8 ENGINEERING MOD SA-8 engineering _prlnmples in t_h_e spemflcatlo_n, de5|g|_1, development, Common, Hypnd, Not satls_fled
PRINCIPLES implementation, and modification of the information system. System-Specific Not applicable

Risk-based decision not to
implement

SA-8.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security design principles control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

i ori - Last Date 5 2 Py
5 & Priority | Security Control - Assessed Security Control S ey Decision Justification
c"cl;lnst.:ols:ﬁ:::l% 7 Secur’:‘t;/::mrol Baselipe Security Control and Enhancements _Type ie:r:‘trr';{ "Gz?:‘s;ﬁ:n Effectiveness ) FmdmgsFIcz:Emencles (must be com_pleted if_Assessed _Security NIST 800-53A Assessment Steps Used AZ?[?:::;"‘
Allocation (verify this type) Pl (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SA-9.1 Examine organizational records or documents to determine if the
organization ensures that third-party providers of information system
Control: The organization: services employ adequate security controls in the information systems
a. Requires that providers of external information system services providing such services in accordance with applicable federal laws,
comply with organizational information security requirements and directives, policies, regulations, standards, guidance, and established
lemploy appropriate security controls in accordance with applicable service level agreements.
federal laws, Executive Orders, directives, policies, regulations,
standards, and guidance; SA-9.2 Examine organizational records or documents to determine if the
b. Defines and documents government oversight and user roles and Satisfied organization regularly reviews/analyzes outsourced information system
responsibilities with regard to external information system services; partially satisfied services for indications of inappropriate or unusual activity, investigates
EXTERNAL P1 and Common. Hybrid Not sat)i/sfied suspicious activity or suspected violations, reports findings to appropriate
SA-9 INFORMATION MOD SA-9(2) c. Employs [ASSIGNMENT: organization-defined processes, Syst m-S; e)(/:ific ! Not applicable officials, and takes necessary actions.
SYSTEM SERVICES methods, and techniques] to monitor security control compliance by [>YSt€M-SP! Risk gp 4 decisi -
external service providers on an ongoing basis. imls Iérr?gr?t ecision not to SA-9.3 Examine organizational records or documents to determine if the
P organization assigns responsibility to specific parties and defines specific
Control Enhancements: actions to ensure that the outsourced information system services control is
(1) Not Selected. implemented.
(2) The organization requires providers of [ASSIGNMENT:
organization-defined external information system services] to identify Control Enhancements:
the functions, ports, protocols, and other services required for the SA-9(2) Examine organizational records or documents to determine if the
use of such services. organization requires providers of organization-defined external information
system services to identify the functions, ports, protocols, and other services
required for the use of such services.
Control: The organization requires the developer of the information
system, system component, or information system service to:
a. Perform configuration management during system, component, or
service [Selection (one or more): design; development;
Fggm:;liom ;P:gr;tlgg]d control the integrity of changes to s atistied SA-10 Examine o‘rgamﬁanpr;al records or doaémenlts to d/gtermme if the
[ASSIGNMENT: organization-defined configuration items under atistied organization requires that information system developers/integrators: (i)
DEVELOPER - configuration management]; - vbrid Zartlally ?_attljsfled gerfolrm conflgL_Jratllon mana_gemené during |_nforT_1_§1t|on system_d-demgnl, -
P ommon, Hybrid, ot satisfie levelopment; -implementation; and -operation; (i) manage and contro
SA10 C,\OARIEEGUER@;,?N MOD SA-10 ;:;npp;iren;%(r)gleyreircgea:n|zat|on-approved changes to the system, System-Specific Not applicable changes to the information system during: -design; -development; -
d. Document approved changes to the system, component, or Rlsk-based decision not to mplemept;mon, and -modification; (iii) implement _only organlzauon-a_pproved
y - > X implement changes; (iv) document approved changes to the information system; and (v)
service and the potential security impacts of such changes; and N N .
N ; e rack security flaws and flaw resolution.
e. Track security flaws and flaw resolution within the system,
component, or service and report findings to [ASSIGNMENT:
organization-defined personnel].
SA-11.1 Examine the information system developer's organizational records or
Control: The organization requires the developer of the information documents to determine if the developer creates a security test and evaluation
system, system component, or information system service to: plan, implements the plan, and documents the results.
a. Create and implement a security assessment plan; Satisfied
b. Perform [Selection (one or more): unit; integration; system; Partially satisfied SA-11.2 Examine organizational records or documents to determine if the
sail SECDUER\",E';?PEE%NG P1 regression] testing/evaluation at [ASSIGNMENT: organization- Common, Hybrid, Not satisfied organization includes the developer's security test and evaluation results in the
AND EVALUATION MOD SA-11 defined depth and coverage]; System-Specific Not applicable organization’s Plan of Action and Milestones.
c. Produce evidence of the execution of the security assessment Risk-based decision not to
plan and the results of the security testing/evaluation; implement SA-11.3 Examine organizational records or documents to determine if the
d. Implement a verifiable flaw remediation process; and organization assigns responsibility to specific parties and defines specific
e. Correct flaws identified during security testing/evaluation. actions to ensure that the developer security testing control is
implemented.
sriz | AT | TSRO NotSeleced
SA-13 TRUSTWORTHINESS| NOT SELECTED  [Not Selected
SA-14 pAtesiAg NOT SELECTED  [Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - . Last Date q i
NIST Security a Priority / Security Control a Assessed Security —— A fhrret] Justification
Control Coﬁ:'f)ll"l:lthe Baseline Security Control and Enhancements Type %?:t:g Irf;zfﬁf:tgn Control Effectiveness FlndlngsFIoIl)j:f(;aenr:les (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
. B SC-1.1 Examine organizational records or documents to determine if
gogg\%lgh: z;gcirkz:;gnén d disseminates to system and communications protection policy and procedures: (i)
[/.\SSIGNI\BIE’NT' or aniz:ation-defined ersonnel or exist; (i) are documented; (iii) are disseminated to appropriate
roles]: -0 p elements within the organization; (iv) are periodically reviewed by
1. A system and communications protection policy [)erzgz;salgloengﬂtelsisewmm the organization; and (v) are updated, when
that addresses purpose, scope, roles, indicates updates are required
responsibilities, management commitment, Common !
ggg:g;;?é? :rr]r:jong organizational entities, and If additional Satisfied SC-1.2 Examine the system and communications protection policy to
SYSTEM AND ’ . . . - Partially satisfied determine if the policy adequately addresses purpose, scope, roles,
COMMUNICATION P1 2. Procedures to facilitate the implementation of the |system/application Not sat?sfied responsibilities rﬂanaygemgnt cor{'lmitment copord’?nation an")long
sC-1 S PROTECTION MOD SC-1 system and communications protection policy and  [policy/procedures Not applicable organizational éntities and compliance '
P;%Lclgéggs associated system and communications protection [are in place, this is Risk—E§sed decision not to 9 ' P .
Eogg\)/lisgwasngnd undates the current: @ hybrid control. implement SC-1.3 Examine the system and communications protection
1' System and cof')nmunicalions ro{ection olic procedures to determine if the procedures are sufficient to address all
[AS%IGNMENT' or anization-de?ined fre u‘;nc )i areas identified in the system and communications protection policy
and ‘o a i and all associated system and communications protection controls.
2;;’;%3:2:?:;;2“&"5\?}'92? zrn?;z\‘t:i?)%rjd efined SC-1.4 Examine organizational records or documents to determine if
Pre uency] -org the organization assigns responsibility to specific parties and defines
a Yl specific actions to ensure that the system and communications
protection policy and procedures control is implemented.
SC-2.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents (including developer design
Satisfied documentation) to determine if the information system physically
. . N Partially satisfied and/or logically separates user functionality (including user interface
sc2 APPLICATION Moglsc-z g?g“rgln JE; (';ffl[:g;téoﬂ sse);siﬁr:rf?a\izasr,z:isc:z)e ;r om Common, Hybrid, Not satisfied services) from information system management functionality and how
PARTITIONING K ifi i jon is i
information system management functionality. System-Specific giostk?ggggsbdlzdsmn ot to the separation is implemented and enforced.
implement SC-2.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the application partitioning control is
implemented.
SECURITY
SELECTED FOR
sC-3 FUNCTION Not Selected
ISOLATION HIGH ONLY
Satisfied
INFORMATION IN P1 Control: The information system prevents Common, Hybrid Zi;tlsa}al\lt)ilsze::fﬂed SC-4 Examine organizational records or documents to determine if
SC-4 SHARED MOD SC-4 i i i i i > i i i i
REARED unauthorized and unintended information transfer System-Specific Not applicable the information system prevents unauthorized and unintended

via shared system resources.

Risk-based decision not to
implement

information transfer via shared system resources.
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Control Assessment Information

NIST Securit Priority | Security Control | L2StDate A d Securit SR e eation '
ecurity o riority ecurity Control 5 ssessed Security e S ustification
Control Coﬁgillj?lthe Baseline Security Control and Enhancements Type %?:t:g Irf}zf::lsa\stgn Control Effectiveness FlndlngsFIoIl)j:f(;aent:les (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-5.1 Examine organizational records or documents (including
developer design documentation) to determine if the information
system protects against or limits the effects of the organization-
Control: The information system protects against or Satisfied defined types of denial of service attacks.
limits the effects of the following types of denial of Partially satisfied
DENIAL OF P1 service attacks: [ASSIGNMENT: organization- Common, Hybrid Not satisfied SC-5.2 Examine organizational records or documents to determine if
sc-5 SERVICE MOD SC-5 defined types of denial of service attacks or Syst m»é ific ! Not applicable the organization uses automated tools to protect against or limit the
PROTECTION reference to source for such information] by ystem-Spec Risk Ep o decisi - effects of organization-defined types of denial of service attacks.
employing [ASSIGNMENT: organization-defined inﬁ)lérr?jr?t ecision not to
security safeguards]. SC-5.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the denial of service protection control
is implemented.
SC-6 A’?/EA?LOA%'I?LCITEY NOT SELECTED |Not Selected
SC-7.1 Examine organizational records or documents (including
developer design documentation) to determine if the information
Isystem monitors and controls communications at the external
Control: The information system: boundary of the information system and at key internal boundaries
a. Monitors and controls communications at the within the system.
external boundary of the system and at key internal
boundaries within the system; SC-7.2 Examine organizational records or documents to determine if
b. Implements subnetworks for publicly accessible the organization assigns responsibility to specific parties and defines
system components that are [Selection: physically; ispecific actions to ensure that the boundary protection control is
logically] separated from internal organizational implemented.
networks; and
c. Connects to external networks or information SC-7.5 Interview selected organizational personnel with system and
systems only through managed interfaces communications protection responsibilities and examine
consisting of boundary protection devices arranged organizational records or documents to determine if: (i) the
in accordance with organizational security organization physically allocates publicly accessible information
architecture. system components (e.g., public web servers) to separate
subnetworks with separate, physical network interfaces; and (i) the
organization prevents public access into the organization’s internal
Control Enhancements: networks except as appropriately mediated.
(1) Not Selected.
(2) Not Selected. Control Enhancements:
(3) The organization limits the number of external SC-7(3) Examine organizational records or documents to determine if
network connections to the information system. Satisfied the organization limits the number of access points to the information
ot (4) The organization: v Partially satisfied system to allow for_mqre comprehensive mo_nitoring of inbound and
s BOUNDARY MOD SC-7(3) (@) :;(tlg'lrrn)l’;r;elgéz;rrgﬁsiacgigén:::/ailg:for each Common, Hybrid, Not satisfied outbound communications and network traffic.
PROTECTION 6) (M iy System-Specific Not applicable

b. Establishes a traffic flow policy for each managed
interface;

c. Protects the confidentiality and integrity of the
information being transmitted across each interface;
d. Documents each exception to the traffic flow
policy with a supporting mission/business need and
duration of that need;

e. Reviews exceptions to the traffic flow policy
[ASSIGNMENT: organization-defined frequency];
and removes exceptions that are no longer
supported by an explicit mission/business need.

(5) The information system at managed interfaces
denies network communications traffic by default
and allows network communications traffic by
exception (i.e., deny all, permit by exception).

(6) HIGH Only.

(7) The information system, in conjunction with a
remote device, prevents the device from
simultaneously establishing non-remote
connections with the system and communicating via
some other connection to resources in external
networks.

Risk-based decision not to
implement

ISC-7(4) Examine organizational records or documents to determine if
(i) the organization defines the frequency for reviewing exceptions to
traffic flow policy; (i) the organization implements a managed
interface for each external telecommunication service; (iii) the
organization establishes a traffic flow policy for each managed
interface; (iv) the organization employs security controls as needed to
protect the confidentiality and integrity of the information being
transmitted; (v) the organization documents each exception to the
traffic flow policy with a supporting mission/business need and
duration of that need; (vi) the organization reviews exceptions to the
traffic flow policy in accordance with the organization-defined
frequency; and (vii) the organization removes traffic flow policy
exceptions that are no longer supported by an explicit
mission/business need.

ISC-7(5) Examine organizational records or documents to determine if
(i) the information system, at managed interfaces, denies network
traffic by default; and (i) the information system, at managed
interfaces, allows network traffic by exception.

SC-7(7) Examine organizational records or documents to determine if
the information system prevents remote devices that have established
a non-remote connection with the system from communicating outside
of that communications path with resources in external networks.
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Control Assessment Information

NIST Security
Control
Number

Security
Control Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security
Control Effectiveness
(select one of the following)

Findings I Deficiencies
Found

Scoping Guidance/ Risk -Based Decision
Justification
(must be completed if Assessed Security
Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

TRANSMISSION
INTEGRITY

P1
MOD SC-8 (1)

Control: The information system protects the
integrity of transmitted information.

Control Enhancements:

(1) The organization employs cryptographic
mechanisms to recognize changes to information
during transmission unless otherwise protected by
alternative physical measures.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

v &) g &
documentation) to determine if the information system protects the
integrity of transmitted information and how the integrity protections
are implemented (i.e., mechanisms, tools, techniques, and
technologies).

SC-8.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that transmission integrity control is
implemented.

Control Enhancements:

SC-8(1) Examine the information system documentation or test the
information system to determine if the organization employs
cryptographic mechanisms to recognize changes to information during
transmission unless otherwise protected by alternative physical

SC-10

NETWORK
DISCONNECT

P2
MOD SC-10

Control: The information system terminates the
network connection associated with a
communications session at the end of the session
or after [ASSIGNMENT: organization-defined time
period] of inactivity.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-10.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents (including developer design
documentation) to determine if the information system terminates a
network connection at the end of a session or after an organization-
defined time period of inactivity and how the connection is terminated.

SC-10.2 Test the network disconnection capability for the information
system by leaving an open session for a specified amount of time to
determine if the system terminates the network connection as
expected.

SC-10.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the network disconnect control is
implemented.

SC-11

TRUSTED PATH

NOT SELECTED

Not Selected

SC-12

CRYPTOGRAPHIC
ESTABLISHMENT
AND
MANAGEMENT

P1
MOD SC-12

Control: The organization establishes and manages
cryptographic keys for required cryptography
employed within the information system in
accordance with [ASSIGNMENT: organization-
defined requirements for key generation,
distribution, storage, access, and destruction].

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-12.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents (including developer design
documentation) to determine if the information system employs
automated mechanisms with supporting procedures or manual
procedures for cryptographic key

establishment and management and how the mechanisms and
procedures are implemented.

ISC-12.2 Test the information system cryptographic key establishment
and management by using the automated mechanisms to walk a test
key through all the phases of its lifecycle from generation to
revocation.

SC-12.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the cryptographic key establishment
land management control is implemented.

Control Enhancements:

SC-12(1) Examine organizational records or documents to determine
if the organization maintains availability of information in the event of
the loss of cryptographic keys by users.

SC-13

CRYPTOGRAPHIC
PROTECTION

Pl
MOD SC-13

Control: The information system implements
[ASSIGNMENT: organization-defined cryptographic
uses and type of cryptography required for each
use] in accordance with applicable federal laws,
Executive Orders, directives, policies, regulations,
and standards.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-13.1 Examine organizational records or documents (including
developer design documentation) to determine if the employed
cryptography complies with applicable federal laws, directives,
policies, regulations, standards, and guidance, including FIPS 140-2
which requires the system to perform all cryptographic operations
(including key generation) using FIPS 140-2 validated cryptographic
modules operating in approved modes of operation.

SC-13.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the use of validated cryptography

control is implemented.
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - . Last Date q i
NIST Security a Priority / Security Control a Assessed Security —— A fhrret] Justification
Control c S Baseline Security Control and Enhancements Type Becuty Assess?' Control Effectiveness Bicing=liDeliciencies (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
ontrol Name q . . Control Information 3 Found A . N
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-15.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents (including developer design
documentation) to determine if the information system prohibits
remote activation of collaborative computing mechanisms (e.g., video
Control: The information system: Satisfied and audio conferencing) and provides an explicit indication of use to
a. Prohibits remote activation of collaborative Partially satisfied the local users (e.g., use of camera or microphone) and how remote
COLLABORATIVE P1 E:ompuling devices with the foléovaingdexceplions: Common, Hybrid Not satisfied activation of collaborative computing is prohibited.
sc-15 COMPUTING MOD SC-15 ASSIGNMENT: organization-defined exceptions S enanific | "
DEVICES AT ! ystem-Specific Not applicable g . . .
ner emoe ctveton s o o aloved) and e e een e oD ot o
physically present at the devices. implement collaborative computing mechanisms is restricted.
SC-15.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the collaborative computing control is
implemented.
TRANSMISSION
SC-16 OF SECURITY | NOT SELECTED |Not Selected
ATTRIBUTES
SC-17.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents to determine if the organization
Common Satisfied develops and implements a certificate policy and certification practice
Control: The organization issues public key Partially satisfied statement for the issuance of public key certificates used in the
sc PUBLIC KEY P1 certificates under an [ASSIGNMENT: organization- [Provided by VDC, if Not satisfied information system and how the policy is implemented in the
-17 INFRASTRUCTUR| ~ MOD SC-17 N ) H - ° N > X ;
E CERTIFICATES defined certificate policy] or obtains public key applicable Not applicable information system.
certificates from an approved service provider. Risk-based decision not to
implement SC-17.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the public key infrastructure certificates
control is implemented.
SC-18.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents to determine if the organization:
(i) establishes usage restrictions and implementation guidance for
Control: The organization: mobile code technologies based on the potential to cause damage to
a. Defines acceptable and unacceptable mobile Satisfied the information system if used maliciously; (ii) documents, monitors,
code and mobile code technologies; Partially satisfied and controls the use of mobile code within the information system;
p2 b. Establishes usage restrictions and (Common, Hybrid Not satisfied and (jii) requires organizational officials to approve the use of mobile
SC-18 MOBILE CODE MOD sc-18  |implementation guidance for acceptable mobile ! ! code.

code and mobile code technologies; and
c. Authorizes, monitors, and controls the use of
mobile code within the information system.

System-Specific

Not applicable
Risk-based decision not to
implement

SC-18.2 Test the information system by attempting to run mobile code
in an application where it is specifically prohibited to determine if the
organization implements mobile code usage restrictions.

SC-18.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the mobile code control is implemented.
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Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - . Last Date q i
NIST Security a Priority / Security Control a Assessed Security —— A fhrret] Justification
Control ch’:_f)Tmee Baseline Security Control and Enhancements Type %?:t:g Ir:;zfﬁf:tgn Control Effectiveness FlndlngsFIoIl)j:f(;aenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-19.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents to determine if the organization:
(i) establishes usage restrictions and implementation guidance for
\VoIP technologies based on the potential to cause damage to the
X . information system if used
gDgégl')li-rsng?::ézeart;osr:;ictions and Common Satisfied m.ali.ciously; (ii) doguments, monitor.ﬁt and ckontrols th§ use of VoI‘P.
iﬁplemenlalion guidance for Voice over Internet . . Partially satisfied within the information system; and (ii) requires organizational officials
sc0 V%‘TCSRON‘SR Moopéc-lg Protocol (VolP) technologies based on the potential Efelfycﬁzlml is most Not satisfied to approve the use of VoIP.
PROTOCOL to cause de?mage to the information system if used Applicable. Not applicable SC-19.2 Test the VolP capability by attempting to spoof or mask a
maliciously; and Otherwise Risk-based decision not to caller's identit
b. Authorizes, monitors, and controls the use of Common ! implement Y:
VoIP within the information system. SC-19.3 Test the VolP capability by attempting to generate enough
network volume to create a denial of service attack.
SC-19.4 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the VolP control is implemented.
SC-20.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents (including developer design
documentation) to determine if the information system (i.e.,
authoritative domain name servers) that provides the name lookup
Control: The information system: service for accessing organizational information resources to entities
a. Provides additional data origin and integrity across the Internet provides artifacts for data origin authentication and
artifacts along with the authoritative name resolution Common Satisfied data integrity to enable users to obtain message authentication and
SECURE NAME / data the system returns in response to external Partially satisfied message integrity assurances for the information received during
RélsDoDFuE-ﬁgN PL name/address resolution queries; and ) Provided by VDC Not satisfied network-based transactions and how the information system provides
SC-20 SERVICE MOD sC-20  |b. Provides the means to indicate the security status andlor EDUCATE Not applicable artifacts for data origin authentication and data integrity.
(AUTHORITATIVE of child zones and (if the child supports secure Risk-based decision not to
SOURCE) resolution services) to enable verification of a chain implement SC-20.2 Test the information system by attempting to launch known
of trust among parent and child domains, when P attacks against the domain name servers.
operating as part of a distributed, hierarchical
namespace. SC-20.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the secure name lookup service
(authoritative source) control is implemented.
SE%EEQSA?E’ (Control: The information system requests and gztrltfgffsatisfied SC-21 Examine the information system documentation or test the
RESOLUTION 1 performs data origin authentication and data Common, Hybrid Not satisfied information system to determine if the information system performs
sc-21 SERVICE MoD sc-21  |integrity verification on the name/address resolution S stem»é e)éific ! Not applicable data origin authentication and data integrity verification on the
(RE(C;ESSI‘"GE OR responses the system receives from authoritative Y P Risk-t’))gsed decision not to name/address resolution responses the system receives from
RESOLVER) sources. impl authoritative sources when requested by client systems.
implement
ARCHITECTURE Common Satisfied SC-22 Examine the information system documentation or test the
AND Control: The information systems that collectively Partially satisfied information system to determine if: (i) the information systems that
sc-22 PROV;S'SN‘NG MODPéC—ZZ pmvid_e n_ame/address resolution sgrvice foran Provided by VDC Not salis_fied collec_live!y provide name/address rg_soluti_on servi_ce for an
NAME/ADDRESS organization are fault-tolerant and implement and/or EDUCATE Not applicable organization are fault tolerant; and (ii) the information systems that
RESOLUTION internal/external role separation.. Risk-based decision not to collectively provide name/address resolution service for an
SERVICE implement organization implement internal/external role separation.
Satisfied
b1 . . . (common Partially satisfied SC-23 Test the information system configuration to determine if the
SC-23 AUTE:EQE‘ITV MOD SC-23 Control._ The |nformatlor_1 system protects the Provided by VDC Not sausﬂed information system provides mechanisms to protect the authenticity of
authenticity of communications sessions. Not applicable communications sessions
Risk-based decision not to .
implement
SC-24 FA'Lg :TNEOWN SE;EC,_{TSR&O R INot Selected
SC-25 THIN NODES NOT SELECTED |Not Selected
SC-26 HONEYPOTS NOT SELECTED |Not Selected
PLATFORM-
sC-27 INDEPENDENT | NOT SELECTED [Not Selected

APPLICATIONS
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Security Control Information

Control Assessment Information

Last Date Scoping Guid: | Risk -Based D 1
NIST Security o Priority | Security Control 5 Assessed Security i et Justification
Control Coﬁgillj?lthe Baseline Security Control and Enhancements Type %?:t:g Irf}zf::lsa\stgn Control Effectiveness FlndlngsFIoIl)j:f(;aent:les (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Satisfied
Control: The information system protects the Partially satisfied SC-28 Examine organizational records or documents to determine if
sc.28 Imggz%!%%%_ MODPéC-ZE [Selection (one or more): confidentiality; integrity] of ([Common, Hybrid, Not satisfied the information system protects the confidentiality and integrity of
[ASSIGNMENT: organization-defined information at [System-Specific Not applicable information at rest.
rest]. Risk-based decision not to
implement
SC-29 HETEROGENEITY | NOT SELECTED [Not Selected
CONCEALMENT
SC-30 NOT SELECTED |Not Selected
DISDIRECTION
COVERT
sc-31 CHANNEL NOT SELECTED [Not Selected
ANALYSIS
INFORMATION
SC-32 SYSTEM NOT SELECTED |Not Selected
PARTITIONING
NON-MODIFIABLE
SC-34 EXECUTABLE | NOT SELECTED |Not Selected
PROGRAMS
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Security Control Information

Control Assessment Information

NIST Scoping Guidance/ Risk -Based Decision
N o Security Control . Assessed Security Control Justification
Sce:':x;g Secur';tz"(‘:eontrol Baseline Security Control and Enhancements Type I(_::s':‘zalt:ss:::srétg Ir:}z:;sai%n Effectiveness Findings / Deficiencies Found (must be completed if Assessed Securlty Control NIST 800-53A Assessment Steps Used Assessment Evidence
AT Allocation (verify this type) (select one of the following) is Not I or Risk-based decision
not to implement)
SI-1.1 Examine organizational records or documents to determine if
Isystem and information integrity policy and procedures: (i) exist; (ii) are
documented; (iii) are disseminated to appropriate elements within the
S lorganization; (iv) are periodically reviewed by responsible parties within the
Control: The organization:
a. Develops documem.s and disseminates to [ASSIGNMENT: updates are r:ggir(:t)i are updated, when organizational review indicates
fined s
personnel or roles]: c
ommon
icg zysr;ellemsatd Ilrformallon '%Zgngyng\{ that addresse:oglrjgl)ﬁasfén SI-1.2 Examine the system and information integrity policy to determine if
amgn' or aﬁi‘zalional entities, and ?om liance: and If additional Satisfied the policy adequately addresses purpose, scope, roles, responsibilities,
SYSTEM AND 9 0rg " P ! system/application Partially satisfied Imanagement commitment, coordination among organizational entities, and
sl INFORMATION P1 2 Procedurgs to f_acwllta_te the |mp\em_enlanon of the system and olicy/procedures Not satisfied compliance
INTEGRITY POLICY MOD SI-1 information integrity policy and associated system and information : P . .
AND PROCEDURES integrity controls; and jare in place, thisis a Not applicable . . . o 3
b. Reviews and l’deales the current: hybrid control. Risk-based decision not to implement SI-1.3 Examine the system and information integrity procedures to
) , ) determine if the procedures are sufficient to address all areas identified in
ﬁégz:&e;?egﬂgrig;?'"::émn integrity policy [ASSIGNMENT: organization- the system and information integrity policy and all associated system and
2. System and ir ion integrity pr [ IGNMENT: information integrity controls.
# ization-defined
frequency]. SI-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the system and information integrity policy and
procedures control is
SI-2.1 Interview selected organizational personnel with system and
linformation integrity responsibilities to determine if the organization
identifies recently announced software flaws and potential vulnerabilities
resulting from those flaws that may affect the information system.
SI-2.2 Examine organizational records or documents to determine if the
f on installs newly released security patches, service packs, and
lhot fixes on the information system in a reasonable timeframe in
(Control: The organization: laccordance with organizational policy and procedures.
E‘ %9:;2123;&&?:2[;‘ da;??m'i,‘v);zci(‘j";ggﬂrae';:?e gﬁ‘ﬁ:‘l\flra‘e"ﬁe diation for SI-2.3 Interview selected organizational personnel with system and
p " linformation integrity responsibilities to determine if the organization
Eﬁﬁ]csl:‘;ﬁsnisescsgg _':glt:c;':ll ::Jc}leweafrf:c; db?:ﬁ:;gz':"ztgg’s within laddresses flaws discovered during security assessments, continuous
- »y N " " : D e imonitoring, or incident response activities in an expeditious manner in
[ASSIGNMENT: organization-defined time period] of the release of the Satisfied laccordance with organizational policy and procedures.
b1 updates; and Common, Hybrid, Partially satisfied 9 policy P .
si-2 FLAW REMEDIATION MOD Si-2 (2) d. Incorporates flaw remediation into the organizational configuration . Hybrid, Not satisfied

Imanagement process.

Control Enhancements:

(1) HIGH ONLY.

(2) The organization employs automated mechanisms [ASSIGNMENT:
-defined frequency] to determine the state of information

system components with regard to flaw remediation.

System-Specific

Not applicable
Risk-based decision not to implement

SI-2.4 Examine organizational records or documents to determine if the

tests information system patches, service packs, and hot fixes
[for effectiveness and potential side effects before installation.

S\ 25 Examine orgamzauona\ records or documents to determine if the
ion assigns responsibility to specmc parties and defines specific

acllons to ensure that the flaw 1 control is

Control Enhancements:

SI-2(2) Examine organizational records or documents to determine if (i) the
lorganization defines the frequency of employing automated mechanisms to
determine the state of information system components with regard to flaw
remediation; and (i) the organization employs automated mechanisms in
laccordance with the organization-defined frequency to determine the state
of information system components with regard to flaw remediation.
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Security Control Information

Control Assessment Information

NIST = — A . ity Control Scoping Guidance/ Rlslk -Based Decision
i ” ecurl ontrol : Ssessel ecurity Control Ju cation
Sce:':x;g Secur';tz"(‘:eontrol Baseline Security Control and Enhancements Type I(_::s':‘zalt:ss:::srétg Ir:}z:;sai%n Effectiveness Findings / Deficiencies Found (must be completed if Assessed Securlty Control NIST 800-53A Assessment Steps Used Assessment Evidence
AT Allocation (verify this type) (select one of the following) is Not or Risk-based decision
not to implement)
SI-3.1 Examine organizational records or documents to determine if the
lorganization employs malicious code protection mechanisms at critical
information system entry and exit points (e.g., firewalls, electronic mail
servers, remote-access servers) and at workstations, servers, or mobile
icomputing devices on the network to detect and eradicate malicious code
(e.g., viruses, worms, Trojan horses).
SI-3.2 Interview selected organizational personnel with system and
IControl: The organization: linformation integrity responsibilities and examine malicious code protection
2. Employs malicious code protection mechanisms at information system imechanisms to determine if the mechanisms detect and eradicate
lentry and exit points to detect and eradicate malicious code; malicious code transported: (i) by electronic mail, electronic mail
b. Updates malicious code protection mechanisms whenever new attachments, Internet access, removable media (e.qg., diskettes, or
releases are available in accordance with organizational configuration Icompact discs), or other common means; or (ii) by exploiting information
imanagement policy and procedures; system vulnerabilities.
c. Configures malicious code protection mechanisms to:
1 Perform periodic scans of the information system [ASSIGNMENT: SI-3.3 Interview selected organizational personnel with system and
ion-defined frequency] and real-time scans of files from external information integrity responsibilities to determine if the organization
lsources at [Selection (one or more); endpoint; network entry/exit points] Satisfi lemploys malicious code protection mechanisms for applications that may
" . atisfied i :
las the files are downloaded, opened, or executed in accordance with Partially satisfied transfer malicious code (e.g., file transfer software, instant messaging
s13 MALICIOUS CODE P1 security policy; and Common, Hybrid, Not satisfied software).
PROTECTION MOD SI-3(1) (2) 2. [Selection (one or more): block malicious code; quarantine malicious |System-Specific Not applicable
code; send alert to administrator; [ASSIGNMENT: organization-defined R\sk-ggsed decision not to implement SI-3.4 Interview selected organizational personnel with system and
laction]] in response to malicious code detection; and P! information integrity responsibilities and examine organizational records or
d. Addresses the receipt of false positives during malicious code documents to determine if the organization updates malicious code
detection and eradication and the resulting potential impact on the protection mechanisms whenever new releases are available in
lavailability of the information system. laccordance with organizational policy and procedures.
IControl Enhancements: SI-3.5 Examine organizational records or documents to determine if the
(1) The organization centrally manages malicious code protection n assigns responsibility to specific parties and defines specific
imechanisms. lactions to ensure that the malicious code protection control is
(2) The information system automatically updates malicious code implemented.
protection mechanisms.
Control Enhancements:
SI-3(1) Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization centrally manages malicious
code protection mechanisms employed in organizational information
systems.
sC-3(2)
IControl: The organization:
a. Monitors the information system to detect:
1. Attacks and indicators of potential attacks in accordance with
[ASSIGNMENT: organization-defined monitoring objectives]; and
2. Unauthorized local, network, and remote connections;
b. Identifies unauthorized use of the information system through
[ASSIGNMENT: organization-defined techniques and methods];
c. Deploys monitoring devices: (i) strategically within the information
system to collect organization-determined essential information; and (i)
lat ad hoc locations within the system to track specific types of SI-4.1 Interview selected organizational personnel with system and
transactions of interest to the organization; information integrity responsibilities and examine organizational records or
d. Protects information obtained from intrusion-monitoring tools from documents to determine if the organization employs information system
unauthorized access, modification, and deletion; Imonitoring tools and techniques to include intrusion detection systems,
e. Heightens the level of information system monitoring activity whenever imalicious code protection software, log monitoring software, and network
there is an indication of increased risk to organizational operations and forensic analysis tools.
lassets, individuals, other organizations, or the Nation based on law
lenforcement information, intelligence information, or other credible SI-4.2 Examine intrusion detection tools for the information system to
isources of information; Satisfied determine if the tools are configured and updated to detect vulnerabilities,
INFORMATION 1 If. Obtains legal opinion with regard to information system monitoring Common, Hybrid Partially satisfied changes to the network, both known and unknown attack signatures, and
Sl-4 MOSV\\I(EBERA\ANG MOD Si-4 (2) (4) (5) lactivities in accordance with applicable federal laws, Executive Orders, System-Specific Not satisfied traffic anomalies.

directives, policies, or regulations; and

9. Provides [ASSIGNMENT: organization-defined information system
imonitoring information] to [ASSIGNMENT: organization-defined
personnel or roles] [Selection (one or more): as needed; [ASSIGNMENT:
organization-defined frequency]].

Control Enhancements:

(1) Not Selected.

(2) The organization employs automated tools to support near real-time
analysis of events.

(3) Not Selected.

(4) The information system monitors inbound and outbound
Icommunications traffic [ASSIGNMENT: organization-defined frequency]
ffor unusual or unauthorized activities or conditions.

(5) The information system alerts [ASSIGNMENT: organization-defined
ipersonnel or roles] when the followmg mdlcatlons of compromise or
potential cc occur: b ion-defined

compromise indicators].

Not applicable
Risk-based decision not to implement

SI-4.3 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the organization is
lappropriately staffed and operational to monitor the information system in
laccordance with organizational policy and procedures.

SI-4.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the information system monitoring tools and
techniques control is implemented.
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Security Control Information

Control Assessment Information

NIST = — A as G ' Scoping Guidance/ Risk -Based Decision
i - ecurl ontrol : Ssessel ecurity Control Ju cation
Sce:':xt:ﬁ{ Secur':‘tz"(‘:eontrol Baseline Security Control and Enhancements Type I(_::s':‘zalt:ss:::srétg Ir:}z:;sai%n Effectiveness Findings / Deficiencies Found (must be completed if Assessed Securlty Control NIST 800-53A Assessment Steps Used Assessment Evidence
AT Allocation (verify this type) (select one of the following) is Not. or Risk-based decision
not to implement)
SI-5.1 Examine organizational records or documents (including any logs
’documenting alerts/advisories) to determine if the organization: (i) receives
information system security alerts and advisories; (i)
disseminates the alerts and advisories to appropriate personnel; (iii) takes
IControl: The organization: lappropriate actions in response; and (iv) documents the results including
a. Receives information system security alerts, advisories, and directives the date and time of each action taken.
from [ASSIGNMENT: organization-defined external organizations] on an
longoing basis; SI-5.2 Interview selected organizational personnel with system and
b. b. Generates internal security alerts, advisories, and directives as Satisfied linformation integrity responsibilities to determine if the organization
SECURITY ALERTS, b1 deemgd necessary, . X . -~ |common, Hybrid Panially satisfied provides the capapi\ity to immediately react and respond to new security
SI5 ADVISORIES AND MOD SI-5 c. c. Disseminates security alerts, advisories, and directives to: [Selection System-Specific Not satisfied lalerts and advisories.
DIRECTIVES (one or more): [ASSIGNMENT: organization-defined personnel or roles]; [>*° P! Not applicable
[ASSIGNMENT: organization-defined elements within the organization]; Risk-based decision not to implement SI-5.3 Examine organizational records or documents to determine if the
[ASSIGNMENT: orgamzat\on deflned external orgamzahons]] and n assigns responsibility to specific parties and defines specific
d. d. Implements security di with time acllons to ensure that the security alerts and advisories control is
frames, or notifies the issuing orgamzatlon of the degree of implemented.
Inoncompliance.
IControl Enhancements:
SI-5(1) Examine organizational records or documents to determine if the
lorganization employs automated mechanisms to make security alert and
ladvisory information available throughout the organization.
SI6 SEC\}JER;;I'FV‘(_‘I‘:;V\‘ISLION [SELECTED FOR HIGH Not Selected
(Control: The organization employs integrity verification tools to detect SI-7 Examine organizational records or documents to determine if the
;Jnaulhonzed changes to [ASSIGNMENT: organization-defined software, information system detects unauthorized changes to software and
irmware, and information]. N
information.
Control Enhancements:

: - . Control Enhancements:
&)STSTE,'\?,\flfgﬂ-?s'Zngsitzear:i‘o?\e.ggfrirnn:dasnow\i\grre‘tyfi?r:zlc:rgf and . SI-7(1) Exam_ins organizational records or documents to determine if: (i)
information] [Se‘leclion (one or more): at startu i at [ASSI’GNMENT' Satisfied the organization defines the frequency of integrity scans to be performed

SOFTWARE 1atio ¢ e - p; N Common, Hybrid, Partially satisfied on the information system; and (i) the organization reassesses the integrity
ST FIRMWARE AND g organization-defined ransitional states or security-relevant events]; System-Specific Not satisfied lof software and information by performing integrity scans of the information
INFORMATION MOD SI7(1) () [[ASSIGNMENT: organization-defined frequency]]. Y P! 4 ‘ on by performing integrity
INTEGRITY (2) Not Selected. Not applicable . isystem in accordance with the organization-defined frequency.
(3) Not Selected Risk-based decision not to implement . o o
() Not Selecled. S\-7(7) Examine organizational records or documents to determine if the
5) Not Selecled. n ir the of unauthorized organization-
(6) Not Selecled. deflned security-relevant changes to the information system into the
(7) The organization incorporates the detection of unauthorized incident response capability.
[ASSIGNMENT: 1-defined security-relevant changes to the
information system] into the organizational incident response capability.
S\»B 1 Examine organizational records or documents to determine if the
ization employs spam protection mechanisms at critical information
system entry points (e.g., firewalls, electronic mail servers, remote-access
servers) and at workstations, servers, or mobile computing devices on the
inetwork.
SI-8.2 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization employs spam protection
IControl: The organization: imechanisms to detect and take appropriate action on unsolicited
a. Employs spam protection mechanisms at information system entry and imessages transported by electronic mail.
lexit points to detect and take action on unsolicited messages; and
b. Updates spam protection mechanisms when new releases are Common Satisfied SI-8.3 Interview selected organizational personnel with system and
1 lavailable in accordance with organizational configuration management Partially satisfied linformation integrity responsibilities and examine organizational records or
SI-8 SPAM PROTECTION MOD SI-8 policy and procedures. Provided by VDC Not satisfied documents to determine if the organization updates spam protection
Not applicable mechanlsms whenever new releases are available in accordance with
IControl Enhancements: Risk-based decision not to implement al policy and procedures.
(1) The organization centrally manages spam protection mechanisms.
(2) The information system updates spam p ] SI-8.4 Examine organizational records or documents to determine if the
Imechanisms. lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the spam protection control is implemented.
Control Enhancements:
5\ -8(1) Examine organizational records or documents to determine if the
ization centrally manages spam protection mechanisms.
SI-8(2) Examine the information system configuration settings to determine
if the information system automatically updates spam protection
imechanisms (including signature definitions).
SI-10.1 Examine the information system to determine if the system checks
information inputs for accuracy, completeness, and validity of information
las close to the point of origin as possible.
SI-10.2 Examine the information system to determine if the system
lemploys rules for checking the valid syntax of information system inputs
Satisfied (e.g., character set, length, numerical range, acceptable values) to ensure
INFORMATION INPUT P1 Con(rol The |nformal|0n syslem checks the validity of [ASSIGNMENT:  |Common, Hybrid, Parnally satisfied that inputs match specified definitions for format and content.
sk10 VALIDATION MOD SI-10 Not satisfied

1 inputs].

System-Specific

Not applicable
Risk-based decision not to implement

S1-10.3 Examine the information system to determine if the system
prescreens inputs passed to interpreters to ensure the content is not
unintentionally interpreted as commands.

S\ 10.4 Examlne organizational records or documents to determine if the
on assigns responsibility to specific parties and defines specific
acuons to ensure that the information accuracy, completeness, validity,
land authenticity control is implemented.
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Security Control Information

Control Assessment Information

NIST
Security
Control
Number

Security Control
Name

Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date Security
Control Assessed

Assessor
Information

Assessed Security Control
Effectiveness
(select one of the following)

Findings / Deficiencies Found

Scoping Guidance/ Risk -Based Decision
Justification
(must be completed if Assessed Securlty Control
is Not I or Risk-based decision

not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

Sk11

ERROR HANDLING

P2
MOD SI-11

IControl: The information system:

a. errol that provide ir 1 necessar
corrective actions without revealing information that could be explo\led by
adversaries; and

b. Reveals error messages only to [ASSIGNMENT: organization-defined
ipersonnel or roles].

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-11.1 Examine the information system to determine if the system
identifies and handles error conditions in an expeditious manner.

SI-11.2 Examine the information system to determine if the system
Iprovides timely error messages that contain useful information to users
\without revealing information that could be exploited by adversaries.

SI-11.3 Examine the information system to determine if the system
provides error messages only to authorized personnel (e.g., system
ladministrators, maintenance personnel).

SI-11.4 Examine the information system to determine if the system lists
sensitive information (e.g., account numbers, social security numbers, and
credit card numbers) in error logs or administrative

SI-11.5 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the information system
iprovides the capability to identify and handle error conditions in compliance
\with organizational policy and procedures.

S\ 11. 6 Examlne organizational records or documents to determine if the

n assigns responsibility to specific parties and defines specific
acuons to ensure that the error handling control is implemented.

si-12

INFORMATION
OUTPUT HANDLING
AAND RETENTION

P2
MOD SI-12

IControl: The organization handles and retains information within the
information system and information output from the system in accordance
\with applicable federal laws, Executive Orders, directives, policies,
regulations, standards, and operational requirements.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-12.1 Interview selected organizational personnel with system and
linformation integrity responsibilities and examine organizational records or
documents to determine if the organization retains output from the
linformation system in accordance with organizational policy and
loperational requirements/procedures.

SI-12.2 Interview selected organizational personnel with system and
linformation integrity responsibilities and examine organizational records or
documents to determine if the organization handles output from the
information system in accordance with: (i) labeled or marked instructions
on information system output (including paper and digital media) that
includes, but not limited to, special instructions for dissemination,
distribution, transport, or storage of information system output; and (ii)
organizational policy and operational requirements/procedures.

S\ 12. 3 Examlne organizational records or documents to determine if the
n assigns responsibility to specific parties and defines specific

acuons to ensure that the information output handling and retention control

SI-13

PREDICTABLE
FAILURE
PREVENTION

NOT SELECTED

Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/

NIST P Security Last Date Assessed " iai et
p a Priority | 5 5 Risk -Based Decision Justification
%ecunty Eectnty[Contol Baseline Security Control and Enhancements Conticl Security Assess.‘" Secunty Contes Findings | Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Evidence
ontrol Name Allocation _Type Control Information Effectiveness . Effectiveness is Not Applicable or Risk-based decision Assessment Steps Used
Number (verify this type) Assessed (select one of the following) not to implement)
'The organization:
la. Documents and il a privacy risk 1t process that
lassesses privacy risk to individuals resulting from the collection, sharing, Satisfied
IAR-2 :ﬁg/gf:SYKIMPACT No priority information / iSn[?J:?T?a'égan”(SF,mll‘;flzgause' and disposal of personally identifiable Hybrid . zz[‘g?szzzsmd /AR-2.1 Examine organizational records or documents to determine if a PIA
|IASSESSMENT Albaselines Conducts Privacy Impact Assessments (PIAs) for information System-specific Not applicable has been completed and approved
systems, programs, or other activities that pose a privacy risk in Risk-based decision not to implement
laccordance with applicable law, OMB policy, or any existing
lorganizational policies and procedures.
Satisfied
PRIVACY 'The organization monitors and audits privacy controls and internal Partially satisfied |AR-4.1 Examine organizational documentation to determine if privacy
AR-4 MONITORING AND ~ |N° p’,‘;’”’“bya's”e'ﬁr"'g:”""/ privacy policy [Assignment: organization-defined frequency] to ensure  |System-specific Not satisfied lcontrols are monitored and assessed regularly to ensure effective
|IAUDITING effective implementation. Not applicable implementation
Risk-based decision not to implement
Satisfied
PRIVACY-ENHANCED No priority information /| The organization designs information systems to support privacy by Partially satisfied |AR-7.1 Examine the information system documentation and configuration
(AR SYSTEM DESIGN AND All baselines lautomating privacy controls. System-specific Not satisfied lto determine if automated privacy controls are in place.
DEVELOPMENT g privacy - Not applicable privacy place.
Risk-based decision not to
'The organization:
la. Confirms to the greatest extent practicable upon collection or creation
of personally identifiable information (PIl), the accuracy, relevance,
timeliness, and completeness of that information; Satisfied DI-1.1 Examine organizational records or documents to determine if a
N formation /| b. Collects Pl directly from the individual to the greatest extent Hybrid Partially satisfied ISystems of Records Notice (SORN) has been completed and approved
DI-1 DATA QUALITY o P nonmation/|practicable; “ Not satisfied DI-1.2 Examine system procedures to determine if the system has

c. Checks for, and corrects as necessary, any inaccurate or outdated Pl
used by its programs or systems [Assignment: organization-defined
frequency]; and

d. Issues guidelines ensuring and maximizing the quality, utility,
lobjectivity, and integrity of disseminated information.

System-specific

Not applicable
Risk-based decision not to implement

lautomated data integrity checks or if there are procedures in place to
review and correct Pl
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