DHS-VISAT-T PRA Screen Shots

Currently the OMB language is located on the third page, which is the fourth page of this document.

Information. See 49 CFR P; Windows Internet Explorer

X|
-

@\:f} - |g, http:/ftopweb. tsa.dhs, gov risk/S5IRequest. serMforward=agree > ||‘1‘“ x| |_ e Search ||4‘:l

File Edit View Favorites Tools Help
w o Igglvl@ishare ]@Warning: Sensitive Securi... )(l l - B e - |2k Page - {0F Tools -

Home : Sitemap

Homeland
Security

| User Administration | Profile Administration | Administration Toel | Risk Assessment User Management

Vulnerability Self-Assessment Tool

Vulnerability Vulnerability Assessments
Assessments Welcome to Vulnerability Assessments

P Add Assessment
S A The Vulnerability Assessment module allows authorized users to perform a detailed analysis of the security
Sarch Assessments posture for a particular entity. Assessments focus on identifying the security issues that may exist for the

................................................... Entity and how fo get these issues solved,

Inbox

0 Unstarted . . . . .

37 Draft Please note that the browser back button may cause problems while using this application. Please
0 Submitted use the page navigation buttons instead of the browser's back button to avoid any potential issues.
2 Unresclved

8 Final # Add Assessment- To add a new Vulnerability Assessment, click "Add Assessment" on the left navigation
0 Archived bar

6 To Review

® Edit or View - To edit or view an existing Vulnerability Assessment, click "Search Assessment” on the left
navigation bar.

Frivacy FPolicy @ Terms Of Use : DHS.gov

CURITY IN
WRITTEN P SECURITY, V HING

LABILITY TO BE DETERMINED

/= Warning: Sens... | [@ 2 Migosoft... - | T PRAsceensh... (B Microsoft Excel... mﬂ EmG




DHS-VISAT-T PRA Screen Shots

X
28

@‘:j\f - |g, http://topweb. tsa.dhs.gov risk/assessments /updateassessment. do?evaluationld=23538821 hd | |‘_f| |£| |_

File Edit View Favorites Tools Help

v o [%ljlgishare lgWarning: Sensitive Securi... X l_l @ bl @ v |k Page - @TW'S @

Home1 and Home : Sitemap
Security Vulnerability Self-Assessment Tool

nents | User Administration | Profile Administration | Administration Tool | Risk Assesement User Management

Vulnerability Vulnerability Assessments
Assessments

b Add Assessment
- 2. Checklist 3. Scenarios 4. Summary

Select Entity for Vulnerability Assessment

Inbox
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0 Submitted
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Vulnerability Vulnerability Assessments
Assessments
» Add Assessment
. 1. select 2. Checklist 3. Scenarios 4. Summary
= Mode Instructions
I . - . . .
Dnug:tarted The Department of Homeland Security Vulnerability Identification Self Assessment Tool (DHS-VISAT) is a
37 Draft multi-modal, no cost, web based, vulnerability self-assessment tool. Individual modules support the
0 Submitted requirements of different transportation modes and their operations. This particular module addresses the
2 Unresolved specific requirements for the evaluation of vulnerabilities of the Highway Tunnel Systems.
0 Final
0 Archived Process:
6 To Review
* Users answer a list of checklist questions regarding specific security measures in place at the facility.
Answer the questions with yes/no or "not applicable” and utilize the textbox to include further comments.
* Users rate the effectiveness of security measures in detecting and preventing a given threat scenario.
* Users list the specific security countermeasures that would be employed to guard against each threat 0
scenario.
The countermeasures are divided into seven, broad countermeasure groupings that represent different
security layers; these categories are common for all DHS-VISAT modules developed for the different modes of
transportation.
The tool assumes a baseline security posture at the "yellow" threat level, as defined by the Homeland
Security Advisory System (HSAS). For each threat scenario, the assessor describes the baseline (yellow
threat level) security countermeasures employed. After the user defines the baseline security practices, the
tool captures any additional countermeasures deployed in response to increased threat warnings (Crange and
Red].
DHS-VISAT also does not incorporate the "black” (under attack) and "purple" (recovering from attack) threat
levels used by FTA in their security guidelines, but rather follows the HSAS threat levels. The additional FTA-
defined threat levels concern measures taken after an attack has occurred, while the DHS-VISAT tool bt
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secunty layers; these categories are common for all DH5-VISAT modules developed tor the different modes of A
transportation. B

The tool assumes a baseline security posture at the "yellow" threat level, as defined by the Homeland
Security Advisory System (HSAS). For each threat scenario, the assessor describes the baseline (yellow
threat level) security countermeasures employed. After the user defines the baseline security practices, the
tool captures any additional countermeasures deployed in response to increased threat warnings (Orange and
Red).

DHS-VISAT also does not incorporate the "black” (under attack) and "purple" (recovering from attack) threat
levels used by FTA in their security guidelines, but rather follows the HSAS threat levels. The additional FTA-
defined threat levels concern measures taken after an attack has occurred, while the DHS-VISAT tool
addresses pre-attack security preparedness. While the DHS-VISAT tool does not explicitly cover response
and recovery planning efforts, all operators are encouraged to plan response and recovery efforts.

Upon completion of the DHS-VISAT tool, users receive a complete report of the assessment. This report will
assist personnel in identifying security vulnerabilities and in developing strategies to mitigate these
vulnerabilities.

Paperwork Reduction Act Statement of Burden:

Through this information collection, TSA is seeking to assist transportation asset owners/operators in
developing a security plan and in performing a vulnerability assessment of their assets. The public burden for
this collection of information is estimated to be approximately 8 hours. This is a voluntary collection of
information. An agency may not conduct or sponsor, and persons are not required to respond to, a collection
of information unless it displays a currently valid OME control number. The OMB control number assigned to
this collection is 1652-0037, which expires 02/28/2009.
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1. select 3. Scenarios 4. Summary
Inbox
0 Unstarted
37 Draft
0 Submitted )
2 Unresclved Entity: test4
0 Final
0 Archived Vulnerability Assessment Checklist
& To Review The completed vulnerability assessment checklist will provide the vulnerability assessor with a snapshot of the =
assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The wvulnerability assessor will answer every question with a
"fes', 'No', or 'Mot Applicable' answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox.
Step 1 of 7 Mext =
1: [Corporate Security Practice] Does the agency’s alert --Select-- v
system align with the National Homeland Security Alert
System?
2: [Corporate Security Practice] Does the agency have a --Select-- v
documented system for processing the flow of threat
infoermation?
3: [Corporate Security Practice] Is the threat information --Select-- v
that the agency collects kept on file and assessed
periodically?
4: [Corporate Security Practice] Does the agency conduct --Select-- v
vulnerability assessments on its assets?
5: [Corporate Security Practice] Does the agency have a --Selact-- v
documented vulnerability assessment program? ~
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37 Draft iy I ormation 3
0 Submitted )
2 Unresclved Entity: test4
0 Final
0 Archived Vulnerability Assessment Checklist
5 To Review The completed vulnerability assessment checklist will provide the vulnerability assessor with a snapshot of the

assessed entity's current security profile. Additionally, the checklist will provide the wvulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The wulnerability assessor will answer every question with a
"Yes', 'No', or 'Mot Applicable' answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox,

Step 2 of 7 < Previous Mext >

1: [Corporate Security Practice] Is the training curriculum —-Select-- v
documented in the security plan? If yes, please elaborate

using the comments field.

2: [Corporate Security Practice] Are drills and training --Selact-- w
exercises regularly conducted so that personnel can review

and practice their security duties and responsibilities? If yes,

please describe (using the comments field) how often such

exercises occur. (FTA Top 20 -16; suggests that agencies

conduct table top exercises at least once every six months

and regional drills annually.)

3: [Corporate Security Practice] Does the agency conduct --Salect-- w
employee training on security awareness and security plan

implementation? If yes, how many do you train each year?

4: [Corporate Security Practice] Does the agency conduct --Select-- v
refresher training on security awareness and security plan
implementation? If yes, please elaborate using the comments

field.

5: [Corporate Security Practice] Does the agency use a --Select-- v

formal training curriculum? If yes, is it based on a standard, .

Er S T N S b
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1. select 3. Scenarios 4. Summary W
Inbox
0 Unstarted
37 Draft
0 Submitted )
2 Unresclved Entity: test4
0 Final
0 Archived Vulnerability Assessment Checklist
5 To Review The completed vulnerability assessment checklist will provide the vulnerability assessor with a snapshot of the
assessed entity's current security profile. Additionally, the checklist will provide the wvulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven —
sections that contain security-related questions. The wulnerability assessor will answer every question with a
"Yes', 'No', or 'Mot Applicable' answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox,
Step 3 of 7 < Previous Next =
Cargo, Personnel, and Vehicle Access Control
1: [Corporate Security Practice] Does the security plan —-Select-- v
identify or define secure areas? If yes, please describe
using the comments field.
2: [Corporate Security Practice] Does the agency provide [._gaject-- v
identification cards to employees?
3: [Corporate Security Practice] Does the agency provide --Select-- -
identification cards to contractor personnel?
4: [Corporate Security Practice] Does the agency --Select-- v
differentiate between levels of access for secure areas? If
yes, please describe using the comments field.
5: [Corporate Security Practice] Does the agency use --Select-- v
technology to verify identities when allowing access into b
cnrnen aenac (o n hinmnteic idantificration12 T wunc nlaacn —
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0 Unstarted s
37 Draft B
0 Submitted B
2 Unresolved Entity: test4
0 Final
0 Archived Vulnerability Assessment Checklist
& To Review The completed vulnerability assessment checklist will provide the vulnerability assessor with a snapshot of the
assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The wvulnerability assessor will answer every question with a
"fes', 'No', or 'Mot Applicable' answer. Additionally, the vulnerability assessor will expound on all answers in the
carresponding textbox.
Step 4 of 7 < Previous Mext = B
Physical Security Assets
1: [Corporate Security Practice] Does the agency use --Select-- v
surveillance capabilities at its facilities? If yes, please
describe in the comments field.
2: [Corporate Security Practice] Does the agency use —-Select-- -
guard services/patrols (armed/unarmed contract, LEO,
Mational Guard, USCG)? If yes, please elaborate using the
comments field.
3: [System-wide issue] Are transit agency police officers --Select-- -
armed?
4: [System-wide issue] Does the agency hire contract --Select-- w
employees to provide security? If yes, please describe
(using the comments field) the force level {number of
officers) of the contracted security force. (If no, please
answer "n/a” to the next question.) (APTA Baseline
Security Checklist)
5: [System-wide issue] Are private security officers —-Select-- w
armed?
b
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37 Draft | Enti i 5
0 Submitted )
2 Unresolved Entity: test4
J Final
0 Archived Vulnerability Assessment Checklist
& To Review The completed vulnerability assessment checklist will provide the vulnerability assessor with a snapshot of the
assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The wvulnerability assessor will answer every question with a
"fes', 'No', or 'Mot Applicable' answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox.
Step 5 of 7 « Previous MNext =
Security Technologies and Equipment
1: [Corporate Security Practice] Does the agency use --Salect-- -
identification card technology to verify employee
identities {e.g., photo, chips, biometrics)? If yes, please
describe using the comments field.
2: [Corporate Security Practice] Is your system --Salect-- w
dependent upon cyber security to function?
3: [Corporate Security Practice] Does the agency use --Salect-- w =
intrusion detection devices in its buildings? If yes, please
describe in the comments field.
4: [System-wide issue] Does the agency conduct any --Select-- -
screening of the station, vehicles, or passengers using
scanning/detection equipment or other devices?
5: [Station-Specific Issue] Does the station have closed- [__soject-- -
circuit television (CCTV)? If yes, please describe (using
the comments field) the technology and how it is used.
(FTA Top 20; APTA Baseline Security Checklist)
6: [Station-Snec Tssuel Does the station have o Cmlmmb - wl b
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37 Drakt 3
D sbed s b
2 Unrezolved Entity: test4
d Final
0 Archived Vulnerability Assessment Checklist
& To Review The completed vulnerability assessment checklist will provide the vulnerability assessor with a snapshot of the
assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The wvulnerability assessor will answer every question with a
"Yes', 'No', or 'Mot Applicable’ answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox.
Step 6 of 7 <« Previous Mext = B
Communications Security
1: [Corporate Security Practice] Does the agency use --Select-- -
internal methods to monitor and transmit threat
information (e.g. intranet, media, toll-free number)? If
yes, please describe these methods in the text box.
2: [Corporate Security Practice] Does the agency use --Select-- v
external resources to menitor and transmit threat
information (e.g., state agency, ISAC, FBI, LEO)? If yes,
please describe in the text box.
3: [Corporate Security Practice] Does the agency have a | -_selzct-- -
24 /7 emergency response center?
4: [Corporate Security Practice] Does the agency --Select-- -
maintain an updated list of contact information for their
personnel?
5: [Corporate Security Practice] Does the agency have --Select-- v
designated personnel to be alerted when the alert-level
changes or an incident occurs? If yes, please elaborate
using the comments field.
6: [Corporate Security Practice] Does the agency have [--select-- v | | ~
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U Unstarted - - -~
37 Draft Entity Information b
0 Submitted )
2 Unresclved Entity: test4
0 Final
0 Archived Vulnerability Assessment Checklist
5 To Review The completed vulnerability assessment checklist will provide the vulnerability assessor with a snapshot of the
assessed entity's current security profile. Additionally, the checklist will provide the vulnerability assessor with
useful information that will assist her or him in completing a security plan. The checklist consists of seven
sections that contain security-related questions. The vulnerability assessor will answer every question with a
"Yes', 'No', or 'Mot Applicable' answer. Additionally, the vulnerability assessor will expound on all answers in the
corresponding textbox,
Step 7 of 7 = Previous
Information Security b
1: [Corporate Security Practice] Does the agency have a --Selact-- v
means to receive, disseminate, and store CLASSIFIED
information?
2: [Corporate Security Practice] Does the agency require --Salect-- v
that employees who have access to the security plan sign
non-disclosure agreements?
3: [Corporate Security Practice] Does the agency have --Select-- v
provisions for a system backup, uninterruptible power
source, and/or an alternate location? If yes, please elaborate
using the comments field.
4: [Corporate Security Practice] Are the agency’s operation |[__sojcct-—- v
systems housed on an isolated network?
5: [Corporate Security Practice] Does the agency conduct --Selact-- v
system penetration tests?
A [Cornnrate Securitv Practice] Nnes the anenrv have ol PRI b
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1. Select 2. Checklist 4. Summary

INBOXM |

0 Unstarted Entity Information

37 Draft

0 Submitted

Entity:
2 Unresclved ty: tests

0 Final
0 Archived Vulnerability Assessment Scenarios
6 To Review DHS has developed a base set of threat scenarios for each entity category. The base threat scenarios for this

category are listed in the box below. In general, threat scenarios represent the starting point for WSAT
applications. The user should select a scenario, and then click the "Work Scenario' button to move to the first
VSAT tool application screen. When WSAT has been completely applied against a given threat scenario, the tool
will bring the user back to this vulnerability assessment scenario screen. Once a scenario is complete, it will
appear in the 'Completed Scenarios' box. At that point, the user should select a different scenario. Users should
follow this general procedure until VSAT has been applied against each of the below listed threat scenarios.

Scenarios:

| WORK SCENARIO

Completed Scenarios:
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.............................................. 1. Select 2. Checklist 4. Summary A
Inbox
0 Unstarted - -
37 Draft Entity Information
0 Submitted ) } )
2 Unresaolved Entity: test4
0 Final
0 Archived Vulnerability Assessment Scenario Attractiveness
& To Review First, select how attractive the entity is as a target for the scenario. Use the help text link beneath the drop
down box for the attractiveness ratings to assist in determining the proper attractiveness rating for the entity.
Next, select the consequences rating for each of the five categories listed below that determines how high
the consequences are for the scenario occurring at the entity. Again, use the help text link beneath the
consequences ratings drop down box to assist in determining the proper consequence ratings for the entity.
Target --Select-- b
This category determines the level of destruction, devastaticn, or disruption caused by a terrorist's successful completion of this
threat naric. For definitions of the ratings, please k here.
Consequences Rating Criteria =
Health and Well Being
Thiz category determines the level of deaths, injuries, illnesses and environmental impact 2szuming 2 successful completion of this
threzt scenaric. For definitions of the ratings, please click her
Economic Impact
This category assesses the monetary loss resulting from 2 successful completion of this threat scenaric. Determine if the impact
expands your immediate gecgraphic arez. For definitions of the ratings, please dic
Loss of Function
Thiz category determines the impact of losing the function(z) housed at vour transportation 2szet. Determine the volume of traffic
flow that would be impeded along with the potentizl impact on other transportation modes. For definitions of the ratings, please
click her
Reconstitu
Thiz ratannn siminn = surrazzful stack imnscks vaor szzat's funckionzlife Cansidar tha M
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0 Unstanted - :

37 Draft

0 Sijbaritnad

2 Unresolwed Entity: tests

3 Firual

0 Archived Vulnerability Assessment Scenario Attractiveness

6 Ta Review Firgt, select how attractive the entity 5 25 2 target for tha scenans. Use the help text bnk beneath the drop

down box for the attractivenass ratings to assistan determening the proper atbractiveénsss rating for the entity.
Mext, select the consequences rabing for each of the five categones listed below that determenes how high
the consequences are for the scenano cccumng at the enbity. Again, use the help text link beneath the
consequences ratings drop down box to assist n determining the proper consequence ratings for the entity.

. T —

Relative Attractiveness

Target - Sulwct-- ~

This satagery determines the level of destrugtion, devastation, or digrugtion cavzed by & teroniat's swisasaful complation of ghiz
thraat gsananig, For dafinitigng of the ratings. slasew click harg.

Consequences Rating Criteria
Health and Well Being =-Salect-- W

This catagery datarmines tha lavel of deatha, injuriss, illnesses snd snvirenmentsl impact assuming & svtoaasful complation of this
thrast scanarnie. For definitions of the ratings, plasse click hgrg.

Economic Impact reSalacts W

g the moretary logs reswlting From & suscassful complation of thip thraat scenarie, Determing if the imaect
te gecgraphic area. For definitions of the ratings. clesss clicdk hery,

This catagery a5re
AXEENDE Faur bmm

Lo%s of Function ~=Salact-- W

This catagery cabarminea the impact of leging the functicn{a) housed at vour ransportation saaat. Cabarmine the velume of raffic
flew thit mauld B impeded slong with the pateatisl imzect on othar rendsomaticn maded. Fer definitiena of tha ratinga. clease
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0 archived Vulnerability Assessment Scenario Countermeasures " 1H
& Ta Review Secunty countérmeasuras are groupad into seven disbinct categones, Each cateégory represents a distinct
layer of security, and s comprised of unique sets of possible countermeasures. Because different |
Ccountarmeasure sats are used o thwart the different threat scenanos, the users are instructed to kst the a

existing countermeasures, per category, within the context of the threat scenano that appears on the
“current” screen. The sum of the listed countermeasures ksted for each of the threat scenarios defines the
aentity’s baseling sacunty systam. Users should rate the baseline affectivenass, par countermeasure category,
based on the easting countermeasures and using the descrptive guidance provided when clicking the
guidance box.
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Elevated-Code Yellow

1. Security Plans, Policies, and Procedures |

Rats this cownbermesture cabegory wihin the context of this threst soenario and how sfscdive the faclity secunty plans. polices
and procedural countermessures are Bn praventing this scenarie fromm happaning. Considar amch of tha plans, policies and
mraciduril saunErmARIuTaE TRt you [t &8 carmpniding vaur Badeling vilnaraBility. For dafintiang of tha rabings, plasss ek harg. -

Elevated-Code Yellow Security System Effectiveness
Rating | --Select-- b

Pre-defined Countermeasures

Fleass check all pra-defined countermessures that apply to the countermessure from the list balos

D Pra-Emiployment Beckground CTheoks on Emaloyses Di-'mua-l Rwview and Ravision of Sscurity
Hans
D Policy/Procedure for Raporting and kesping Record of Security Tnodants Dipwvtu Secunity Flans (Kapt In & Securs
Locakion)
O Palicy o [nvadtigate and Manags Theaats mads Bgainat Asgats D-‘-:-D"\Cl'rlﬂ Sezunty Vulasrabilicy
Aagasamants (Kept [n A Seoure Locakien)
O Extallizhed Thoaat and Vulaerability Azsezimaent Process DDH:; astad Facility Secunity Officer
0 Homslend Secunty Threat Advisory Levels integrated into Secunty Slans Sthar Security Policles snd Procederss =
Countermaasuras [Cescriba)
O Ragular Coardinution with Outside Security Skataholders on [molemantation 0 Farsodic Secunity Audits

of Sacusity Messured (Local and State Pelics, Firs/Erargency, FEL ETC.)
[ =emtinuity of Caparatisns Plan (COOP)

User-defined Countermeasures

Pleara wnter sny additional countermassuras that are net listed abave in the textbox below.

‘s Start
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DHS-VISAT-T PRA Screen Shots

= Warning: Sensitive Security Information. See 49 CFR Part 1520. - Windows Internet Explorer
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A Archived Vulnerability Assessment Scenario Countermeasures
& To Rewiew Users are raguired to ra-wvisit each of the threat scenanos and list additenal countermeasures or

enhancements o exsting countermeasurés that can be apphed i the case of a general mcraase in the
national threat level. It 13 intended that the listed enhanced countermeasures will ncréase the secunty
effectiveness rapng compared to the baseline effectveness ratings. These countermeasures should be
included in a security plan alomg with estimated resource requirements and timeframes for implementatbon.
High - Code Orange
1. Security Plans, Policies, and Procedures
Eate thip sowntermessure categery within the context of thig threst soenare ang how sffective the feclity pesenty plang. palicas
and procedural countermesrures are 0 praventing this scenarie frem happening, Consider asch of the plane. policdes and
procedural countarmassunes that you lat a5 comprising your response to changing Capatmant of Hemaeland Security Advisery
Lavals. For definitions of the ratings. pleass ek hars.
High - Code Orange Security System Effectivensss
Rating | --Salec-- |
Elevated-Code Yellow Security System Effectivensss
Rating
Pre-defined Countermeasures
Hasds hbk 6l pra-dalinad couatermaniurad that 5580y 15 tha couatasmaniore fram tha it Balsn
D Era-Employrment Background Checks on Emalayees D Amnusl Ravias snd Raviaion of Saourity
P
D Palicy/Pracadurs for Reparting snd kesping Record of Security Incdants D.t:.:--m-oe Sasurnity DMeag (Kask IA A Sesuss
Lacakicgn)
D Palicy to [nvestigate and Mansge Thrests made sgeinat Assats Approved Secunty Wulaerability
Azpmpsmants (Kapt In & Secure Locaticn)
D Establishad Thrsat and Vulnerability Assessmant Srocess D Cavignated Facility Seounty Officer
D Hamaland Secudty Thraat Advidgary Lavala [ntegrated iake Sezunty Flesg Dﬂehr Sasurnty Dalicied and Prasaduras
Ceuntarmanivras [(Dadcnbal
Ragular Coerdination with Outaide Security Stalabclders an Imalamantaticn Dﬂ-mdnr Saswity Audiks
ef Jacurty Masduras (Local and State Pclize, Fire/Emergency. FBE. T}
0 Continuity of Sperations Han (S008)
User-defined Countermeasures
Plasss antar sy sddtiana] countermasures that ara mot lisbed sbove in tha taxthas balow 2
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DHS-VISAT-T PRA Screen Shots

Part 1520. - Windows Internet Explorer
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Severe Alert Level 2 - Code Red

1. Security Plans, Policies, and Procedures

Rate this countermeasure category within the context of this threat scenario and how effective the facility security plans, pelicies

and procedural countermeasures are in preventing this scenaric from happening. Consider each of the plans, policies and

procedurzl countermeasures that you list 25 comprising your response to changing Department of Homeland Security Advisory

Lewvels. For definitions of the ratings, please click here

Severe Alert Level 2 - Code Red Secu System Effectiveness

Pre-defined Countermeasures

Flease check zll pre-defined countermeasures that =pply to the countermeasure from the list below.

DPre-Emplo',rment Background Checks on Employees DAnnual Review and Revision of Security
Plans

I:lpolil:';_.fprm:edure for Reporting and keeping Record of Security Incidents DApproved Security Plans (Kept In A Secure
Location)

DPO“E'{ to Investigate and Manage Threats made against Assets DApproved Security Yulnerability
Aszzesszments (Kept In & Secure Locstion)

D Established Threat and Vulnerability Assessment Process D Designated Facility Security Officer

O Homeland Security Threat Advisory Levels Integrated into Security Plans O Other Security Policies and Procedures
Countermeasures (Describe)

I:l Regular Coordination with Outside Security Stakeholders on Implementaticn D Periodic Security Audits

of Security Measures (Local and State Police, Fire/Emergency, FBI, ETC.)

D Continuity of Operations Flan [COOF)

User-defined Countermeasures

Please enter any additional countermeasures that are not listed above in the textbox below.

2. Security Force and Security Awareness Training

Rate this countermeasure category within the context of this threat scenaric and how effective the facility training security

countermeasures are in preventing this scenaric from happening. Consider each of the training countermeasures that you list as

comprising your response to changing Department of Homeland Security Advisory Levels. For definitions of the ratings, please

click here. =

Dane o Trusted sites H100% -
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{~ Warning: Sensitive Security Information. See 49 CFR Part 1520. - Windows Internet Explorer
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1. Security Plans, Policies, and Procedures

2. Security Force and Security Awareness
Training

Cargo, Personnel, and Vehicle Access
Control

Physical Security Assets

Security Technologies and Equipment
Communications Security
Information Security

W

Nowna

Elevated-Code High - Code Severe Alert Level 2 -
Yellow Orange Code Red

1. Security Plans, Policies, and Procedures

2. Security Force and Security Awareness
Training

3. Cargo, Personnel, and Vehicle Access
Control

4, Physical Security Assets

5. Security Technologies and Equipment
6. Communications Security

7. Information Security

= Full Summary of Assessment
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Security Information. See 49 CFR Part 1520. - Windows Internet Explorer
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i : - — " 1. select 2. Checklist A Scenarios 4. Saumr (] = — - — — -
Inbax
3 Unstarted Vulnerability Assessment Summary
3;:‘;::“‘1 Thank you for entenng the vulnerability assessment. The grid below shows a summary of your responses ko
2 Unrasslad the scenarios for your assessment. You may either save the assessment without submitting it to the DHS so
d Firal that it may be further modified, or you may submit the assessmeant to the DHS by clickng on the buttons on
0 Archived the bottom of the page. The buttons are defined as follows:
B To REwies

Save - The assessment can be saved multiple times and modified based upon addibional er new information.
The draft version of the checklist and vulnerability assessment will not be accessible by anyone. Once you are
satisfied with your assessment, select the "Submit for Review® button for final distnbution to DHS.

Submit for Review - Only select this button when you are completely finished with your assessment. The
results will be sent to DHS. Any changes you make after this submission will not be reflected in the mformation
mainktained by DHS.

Elevated-Code High - Code Severe Alert Level 2 -
Tellow Orange Code Red
1, Security Plans, Policies, and Procedures
2. Security Force and Security Awareness
Training

3. Cargo, Personnel, and Vehicle Access
Control

4. Physical Security Assets

5. Security Technologies and Equipment
6. Communications Security

7. Information Security

Elevated-Code High - Code Severe Alert Level 2 -
Tellow Orange Code Red

1. Security Plans, Policies, and Procedures

2. Security Force and Security Awareness
Training

3. Cargo, Personnel, and Vehicle Access
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